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Abstract
E-Health research is a growing area in the multidisciplinary sectors of public
health, business and information technology. Any innovation emerging from the
research has the potential to lead to more efficient healthcare delivery, enhanced quality
of health services, and more effective use of infrastructure and resources.
Recent highly technology driven e-Health innovations and systems driven by
high technology have often failed to meet end users’ requirements. This is largely
because, when designing and developing an e-Health system intended to meet a health
organisation’s expectations, the issue of understanding the e-Health environment has
been largely ignored from the exiting e-health methodologies. The findings of our
literature review indicate that most of the current e-Health innovations and systems are
highly driven by technology and have often failed to meet health organisation
expectations and end-user requirements. Therefore, there is a need for a new approach
when designing and developing an e-Health system that focuses, not only on using an
appropriate requirements engineering process, but also on the e-Health environment.
This thesis investigates how e-Health systems can be enhanced through health
process modelling and requirements engineering. To this end, we first propose a manual
approach to modelling and analysing the health process and the associated health
business goals in the context of e-Health system requirements. Second, we develop an
automated approach to modelling and analysing health processes and obtaining e-Health
system requirements, with a view to overcoming the dynamicity that characterises the eHealth environment. Third, we propose an approach to modelling and mapping the
security requirements in our proposed health process model to protect the health process
against security threats. Fourth, we propose and present a brainstorming-based
methodology for extracting health process activities.
To validate our research, we develop case studies involving three different
health organisations. The results obtained from these case studies surrounding the
proposed approaches for developing an e-Health system include several significant
findings: (1) modelling and analysing health processes and associated health goals
xii

before implementing the process not only helps systems analysts to understand the eHealth environment better but also helps in deriving more appropriate e-Health system
requirements; (2) automated modelling and analysis of the health process can greatly
reduce human effort in achieving a timely delivery of an e-Health system; (3) linking
and mapping security requirements is vital to protect the health process effectively from
security threats; and (4) extracting health process activities prior to the modelling and
analysing phase is crucial in identifying patterns in the health process activities and
system requirements.
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Chapter 1. Introduction
In this chapter an introduction of the thesis is given covering the
rationale, aims and scope and main contributions of this research. The
chapter then ends with the organisation of the thesis.

Chapter 1 - Introduction

1.1

E-Health1
In recent years, information and communication technology (ICT) has been

applied to many different domains. Finance (e.g. banking, insurance), commerce and
education are common examples of domains that utilise ICT in their daily operations.
The main drive behind this evolution is the recognition of ICT’s capability and benefits
in harnessing operations. ICT is redefining the methods of providing services: how
services are designed, offered, utilised and managed. It is widely perceived to have the
capability to improve access and provide a wider range of services, increasing
efficiency through enhanced connectivity and exchange of data and knowledge. One
major domain that has profited from ICT is the health domain.
Like other industries, healthcare has witnessed unprecedented positive changes
owing to the advent of ICT, which has revolutionised healthcare representation. In
recent years, healthcare delivery no longer looks like it did in the past; ICT has
advanced the capabilities of physicians, caregivers and health organisation staff to
provide better service to patients and citizens in general. It has facilitated the
responsibility of health professionals, physicians and health organisations to provide the
health services required by individuals every day [1]. This utilisation of ICT and other
related technologies in healthcare delivery has given birth to the concepts of e-Health
[2]. E-Health, as defined by Eysenbach [3], refers to the field of health information and
services provided or enhanced through internet and related technologies, which
intersects the edge of medical informatics, public health and business. It is a topic that
deals with the devices, clinical guidelines and methods required to improve the quality
and management of services and information in the healthcare sector.
Through the adoption of ICT in the health domain, health organisations can gain
several benefits. The wide variety of ICT developments in the health domain have the
potential to achieve efficiencies in healthcare delivery and management, enhancement
to the quality of health services, reduction in costs and medical errors, and the effective
use of infrastructure and healthcare resources where they are needed [4]. The uptake of
e-Health has reduced the number of many healthcare problems; it can improve the
1

E-Health (electronic health), also written as eHealth or ehealth.
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quality of care, increase the efficiency of health businesses, and ensure better
accessibility of healthcare services and effectiveness of medical interventions and
patient care [5]. Moreover, the advancement of e-Health has started to play a significant
role in assisting prevention, diagnosis, treatment, health monitoring and lifestyle
management [6]; it has also enhanced the management of health knowledge, and
advanced progress in health research [7].
The rapid development in the field of e-Health has created a strong demand for
more research and studies. The literature shows that several studies have been
undertaken in the past few years and that recent research has enhanced the quality of eHealth systems in various aspects by considering various issues. These studies have
presented a variety of problems, ranging from healthcare complexity, reliability, quality
control and accessibility issues to privacy, security and usability [8]. Attention has also
focused on telemedicine, which aims to provide an enabling environment that
overcomes the problem of geographical barriers in providing healthcare delivery [9, 10]
and the digital representation of patients’ healthcare information, including
identification, laboratory tests, medications and referrals, in other words, their electronic
medical records (EMRs) [11, 12]. Another main focus has been the interoperability of
networks to provide mobile care and continual monitoring of patients’ health using
mobile communications and network technologies for healthcare systems (mobile and
monitoring e-Health systems) [13, 14].
However, even with the increasing volume and diversity of perspectives in eHealth research, a review of the literature shows that most e-Health research has
limitations, particularly in its lack of consideration of requirements engineering [15-19].
According to Kreps and Neuhauser, in many cases, e-Health research and development
has been more engaged with the new ICT elegance and innovation than with creating
value according to the needs of the healthcare organisations, consumers and providers
[20]. To remedy this, there is a necessity for new methodologies and guidelines on how
to enhance the development process for requirements-based solutions. Currently, few
such methodologies exist [21].
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1.2

Aims and scope of the work
One vital aspect of successful e-Health systems is to consider requirements in

the design phase. Requirements engineering in e-Health involves understanding both the
e-Health environment in terms of the needs of users, health organisations and other
stakeholders, and the context of e-Health software in which the system will be used
[18]. Several studies highlight the importance of requirements deliberation in designing
an e-Health application. Moreover, oversight in requirements engineering processes in
designing an e-Health system could be the main reason behind the failure of a great
number of e-Health projects [17, 19, 22]. Considering requirements in the design phase
ensures the completeness and optimisation of processes, which can profoundly affect
patients’ health in a positive way and meet all stakeholders’ expectations. In particular,
designing an e-Health system demands a requirements engineering method that meets
all e-Health players’ needs completely in relation to the quality (efficacy, safety) and
efficient resources utilisation [15]. It is necessary to have a requirements engineering
framework that helps healthcare providers (HCPs) to model and to evaluate new and
existing health processes to validate alignment with quality-of-care goals [16]. The need
for improvement in e-Health systems and healthcare delivery stresses the need for better
understanding of the valid requirements of successful e-Health systems. These
requirements, and the best source and method to gain them, depend on the specific
health process.
Several requirements engineering methods and frameworks have been proposed
for the design and development of general purpose systems; however, some approaches
may be more suitable for one domain than for another [23]. Further, in some complex
domains, these methods may need to be carefully applied or even adapted to work
efficiently: the e-Health domain is one such domain [17, 18]. This is because e-Health is
delivered and operates in highly variable and changeable environments, where changes
not only affect the function level, but also entail adaptation to maintain quality.
Moreover, health processes in any health organisation are complex and require an
unusual amount of communication between e-Health components that have to be taken
into account. In short, e-Health is a unique domain categorised by a specific background
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and features. All of these factors indicate that requirements engineering for the
development of an e-Health system is a unique and complex process as well.
The successful development of an e-Health system requires two critical steps
[15, 17, 24]. First, it relies on a well-defined requirements engineering research area in
the domain of software engineering that accurately defines what needs to be
incorporated in the e-Health system. It must also identify all systems requirements and
the health organisation’s goals and objectives. Second, health processes, along with
health goals and activities, need to be taken into consideration before beginning the
development phase of an e-Health system. Therefore, health process modelling is
necessary prior to the implementation of the requirements engineering process, whereby
the health process organises the health organisational goals and objectives that need to
be satisfied. Modelling is an enterprise language that is employed to recognise the
process belonging to the health organisation’s goals and the hierarchy of these goals
[24-27].
The health and requirements engineering literature shows that many e-Health
organisations are facing rapid changes in their health environments, predominantly in
relation to changes in healthcare services, e-Health technologies and clinical
information. Consequently, to be successful in rapidly innovating and highly
competitive markets, health organisations need to deploy process-related and intricate
organisational structures, thus shifting healthcare from being organisation centred to
being process based [24, 28]. Such e-Health structure should be accompanied by
advanced co-operation and supported by ICT departments in the health organisations,
which lack information on health environments, such as where to target or what to
model to derive suitable health system requirements. Without the necessary support, the
development of an e-Health system will suffer badly [24].
In this thesis, we investigated typical health organisation structures classified
into seven components, as shown in Figure 1.1, namely (1) leadership and governance;
(2) strategy, including goals and objectives; (3) ICT services and applications; (4)
infrastructure; (5) standards and policy; (6) stakeholders; and (7) health process [29,
30]. Figure 1.1 illustrates that the health process is the main component in the structure
of a health organisation: it requires the achievement of all other components and
5
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contains the health organisation’s goals and objectives. The major focus of this thesis is
to develop and propose a health-environment-driven e-Health methodology for
technologists to understand the e-Health environment better, particularly health
processes. A secondary focus is to examine and model the health process, which carries
the health organisation’s goals to the level at which e-Health system developers can
easily obtain the e-Health system requirements. An outline of the aims and scope of the
thesis is given below:


Propose an e-Health methodology, first, to understand the e-Health environment
and, then, to model and analyse the health process and its associated health goals
in the context of e-Health system requirements engineering. The methodology
will prove the rule of health process analysis and modelling in deriving e-Health
system requirements and in the development of a successful e-Health system.



Propose and develop a framework to automate the methodology of analysing the
health process in the context of developing a suitable e-Health system.



Feature the proposed automated approach with a method that assists in
identifying duplication among the health process activities and considers all
possible scenarios of the health process.



Demonstrate how to manage security goals and requirements using the health
process model so that health organisations, particularly in their health processes
and resources, can be protected from e-Health-related security threats.



Propose a methodology to extract the health process and its associated activities
to ensure the completeness of the health process before the modelling and
analysis stage to derive the e-Health system requirements from it.



Propose a brainstorming mechanism incorporated in the health process
extraction methodology that aims to link health organisation rules and
conditions in the extracted health process and its activities.

6
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Goals &
Objectives

Governance &
Organisation

Standards
& Policy

Infrastructure

e-Health
process

ICT Services
&
Application

Stakeholders

Figure 1.1: Typical structure of an e-Health system in a health
organisation

1.3

Contributions
In the pursuit of the overall goal to enhance the method of developing a suitable

e-Health system through modelling and analysing the health process at an early stage of
the system development life cycle, this thesis makes several contributions to the
research field. Specific contributions are made to the area of e-Health, health process
modelling and software requirements engineering in the field of software engineering.
In this section, we discuss the major contributions of the research.
1.3.1 Health process modelling and analysis at early stage of e-Health system
development
It is an incontrovertible fact that the development of an e-Health system not only
requires a suitable requirements engineering process, according to the needs of the
health organisation, but an understanding of the e-Health environment and health
organisation’s goals are equally important and must also be taken into account before
commencing the development phase of the system [24, 30]. Thus, in this thesis, we
present a manual approach to modelling and analysing the health process and the

7

Chapter 1 - Introduction
associated health organisational goals based on a complete understanding of the eHealth environment.
One way of creating a successful healthcare business is to develop a suitable and
enhanced e-Health system. Success is made possible by modelling and analysing the
health processes involved and the associated goals prior to deriving the system
requirements from the e-Health environment. Analysing the health process and the
associated health organisation goals can play a pivotal role in capturing the details of
the e-Health system requirements. In Chapter 3 of this thesis, a methodology for
modelling and analysing health processes in relation to its goals at an early stage of the
development of an e-Health system is presented.
The approach was successfully applied and evaluated against a real health
process, ultimately bringing the following benefits to the health organisation: helping
the e-Health system developers to recognise health organisational goals and connected
subgoals, and permitting an e-Health system developer to execute the system according
to the health organisation’s expectations.
1.3.2 Modelling and analysing health process automatically
Rapid changes in the e-Health environment have brought serious problems to eHealth system developers in modelling and analysing organisational health processes
and goals. For instance, change in healthcare operations and new technology often
creates a challenge in obtaining e-Health system requirements that meet modern eHealth expectations. This is evident in manual modelling and analysis of health process
approaches because these approaches are generally time consuming and may not be
efficient in rapidly changing e-Health environments.
Chapter 4 of this thesis presents an automatic approach to modelling and
analysis of the health process. The automatic process modelling and analysis approach
calls for a rethinking and radical redesign of health processes and organisational goals.
The study results provide evidence that analysing health processes automatically can
save health and technology analysts’ time and can substantially improve health
organisational performance by minimising human involvement in health process
analysis and modelling.
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1.3.3 Managing e-Health security goals and requirements
It is widely accepted in the literature that a set of security requirements are
needed to realise trustworthy e-Health services and solutions [31-33]. Poor information
on security requirements in a health process can have a critical effect on the e-Health
system and health organisation performance in general [34]. The main risk is that
security threats will result in a lack of process confidence, resulting in a loss of
performance in the health business. It is important that security requirements be
comprehensively integrated in the health process of an e-Health system. In other words,
protecting health systems and other health organisational resources from security threats
is a serious task in the management of the health process because health and technology
analysts frequently overlook the security requirements during the modelling and
analysing health process [20]. Thus, in this thesis, an approach for managing the
security goals and requirements in the health process model is presented. The approach
aims to link the security requirements and security goals in previously modelled health
processes at an early stage of system development that effectively and securely fulfils
the health organisation’s goals and objectives. This study’s results show that, if the
information security requirements are not part of the health process modelling and
analysis phase, the quality of the health process can be affected, and the result can be a
loss of confidence in operations and loss of performance for the health organisation.
1.3.4 Health process extraction for enhancing health business and e-Health
system requirements
It is widely accepted that e-Health intercession has the potential to play a major
role in shaping and helping to develop e-Health and other medical information systems
in the coming decades [30]. Processes in health organisations are stable key elements
that need to be well managed and fit optimally with the intended organisational goals
and strategy. Moreover, requirements engineering processes in the development of eHealth systems that meet the health organisational needs and expectations are not
possible if technology analysts are unable to understand the complete health process and
the associated health activities.

9

Chapter 1 - Introduction
This thesis presents a technique to extract and identify the health processes in
depth, which includes a classification of the associated activities. These health processes
are explored in the following questions: Why does the health organisation need a
specific process to be implemented? Where is the health process going to be employed?
By when does the health organisation need a process to be implemented? The technique
results reinforce the need to prioritise the health process prior to modelling it.
To validate the steps of the methodology, a health process of management of a
drug prescription was used. The study’s results indicate that extracting and modelling
health process activities prior to implementing the process not only helps health
managers to understand the health environment but also helps in deriving e-Health
system requirements from the health process. This positively influences the
development of the e-Health system according to the health organisation’s expectations.
1.3.5 Case Study: Prince Abdulaziz bin Majed Diabetic Care Center
This thesis presents a validation of each proposed methodology utilising a health
process in a large-scale health organisation: the Prince Abdulaziz bin Majed Diabetic
Care Center (PAMDCC). This validation is important because the proposed e-Health
methodology is only acceptable if the validity of each part of the methodology has been
proven via different health processes. First, the PAMDCC health processes were
modelled and analysed manually so that the e-Health system requirements could be
attained. Second, the same PAMDCC health processes were modelled and analysed
automatically. Third, the information security goals and requirements were modelled
and linked into the PAMDCC health process model. Fourth, the missing activities of the
PAMDCC health processes were discovered using the proposed health process
extraction technique.
The results of the e-Health methodologies proposed in the thesis were discussed
with the health and IT managers of the PAMDCC and a group of 10 postgraduate
students. The results of the case study show that, for the development of an e-Health
system according to the PAMDCC IT and health managers, there is a significant
association among analysing, modelling, mapping, linking, exploring of the PAMDCC
health process and the e-Health system requirements, which satisfies the completion of
10
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the appropriate system. However, it is noteworthy that, in the context of other
requirements engineering phases (for example, requirements documentation, validation,
verification), more development effort is required to both model and analyse the eHealth environment in Saudi Arabia.

1.4

Thesis organisation
This section provides an outline of the thesis. The first chapter has presented an

introduction covering the rationale, aims and scope, and main contributions of this
research.


Chapter 2 ‘Literature Review’: This chapter provides a survey of e-Health

research. The health process and health process goal modelling are critically examined
in the context of system requirements engineering and e-Health system development.
The chapter begins with an overview of the e-Health literature, in particular, the
definitions and history of the term e-Health. Then, it presents a brief discussion of the
techniques proposed for measuring and developing e-Health systems. Next, some of the
previous models and systems that have been published to date on the issue of e-Health
are critically reviewed. A brief discussion follows on the importance of requirements
engineering in health industries, and the rules of health organisation and its issues. The
chapter concludes with insights gained from the critical examination of the literature in
the field.


Chapter 3 ‘Health Process Modelling and Analysis for e-Health System

Development’: This chapter describes a methodology for modelling and analysing the
health process and health goals to a level at which e-Health systems analysts can easily
derive system requirements. First, the theoretical concept of the health process and
process modelling is discussed. Second, an argument for a revised methodology and
approach to requirements engineering in e-Health is presented. Third, the proposed
methodology is introduced and justified utilising the health process of a routine patient
consultation visit to a healthcare centre (RPCV).


Chapter 4 ‘Automated Approach to Modelling and Analysing Health Processes

for e-Health System Development’: This chapter presents a way to model and analyse
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health processes automatically and extends the methodology presented in Chapter 3.
The automatic method for modelling and analysing health processes is categorised into
four phases. Phase 1 translates the health process into a UML sequence diagram (SD).
Phase 2 presents the SD in XML format. Phase 3 defines the method of analysing the
health process. Finally, Phase 4 provides the translation of the analysed health process
from XML into a UML state chart.


Chapter 5 ‘Managing Security Goals and Requirements through Health Process

Model’: This chapter first describes the theoretical concept of information security in
health process modelling. It then shows how to incorporate and map security
requirements in previous health process models.


Chapter 6 ‘Health Process Extraction for Enhancing Health Business and e-

Health System Requirements’: This chapter extends the research methodology to extract
the missed health-process-related activities and demonstrate the robustness and validity
of the methodological design. The chapter begins with a discussion on health process
extraction and related work. The methodology and its validation using the management
of a drug prescription process (MDPP) in a health organisation are then presented.


Chapter 7 ‘Case Study’: This chapter first presents a validation of each phase of

the proposed e-Health methodologies through a case study on the health process of a
Saudi Arabian health organisation, the PAMDCC. Finally, a discussion on the case
study results is presented. Health processes from three different health organisations
were carried out to cross-validate the effects of the proposed methodologies in
developing an e-Health system in different health organisations and to evaluate how
healthcare workers perceive the usability and utility of the proposed approaches.


Chapter 8 ‘Conclusions and Future Research’: This chapter concludes and

summarises the results and implications of the thesis. It also summarises the remaining
challenges in the discipline of e-Health and the research opportunities that have been
opened up for future examination.
An appendix to the thesis contains reprints of the journal and conference papers
published and some other material used during the research.
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In order to achieve the main aim and scope of this thesis (that is to
investigate how e-Health systems can be enhanced through health process
modelling and requirements engineering), it is essential to study and review
the field of e-Health in relation to requirements engineering. This chapter
presents a review of the e-Health research field, including background,
definitions, motivations and challenges. It also reviews significant findings
from the literature and provides an analysis of the benchmarks of e-Health
research. This is done in the context of advanced requirements engineering
studies in this field.

Chapter 2 - Literature Review

2.1

Introduction
Over the past decade, e-Health has drawn much attention in both academia and

industry, and there has been substantial annual growth in research and development
efforts relating to e-Health [3, 35, 36]. The origins of e-Health can be traced back to the
early 1990s, when the Internet saw dramatic growth in public awareness of e-Health.
Numerous ‘e-terms’ were introduced to the field of software development, including eHealth, during this period. Researchers have broadly accepted the term e-Health
because it uses not only the Internet, but also web and Information and Communication
Technologies (ICTs) in the health sector. E-Health embraces the ability of individuals,
healthcare providers and others stakeholders to facilitate healthcare functionality, and to
communicate and share health and lifestyle information, services and support using
technology [37–39]. Moreover, as the application of web and ICTs has increased, the
definition of ‘e-Health’ has expanded to reflect the broader scope of health-related
functions such as education and administration.
The significance of e-Health is apparent in both developed and developing
countries. E-Health innovations such as electronic health records, technology-assisted
recommendation systems and medical databases have changed the health industry, and
they hold the promise of even better healthcare for the future. E-Health has changed the
nature of healthcare and offers a platform for distributing health awareness and
sustaining managerial functions. The concept of e-Health has introduced new and
efficient methods of providing medical and healthcare services to the public. At the
same time, it has facilitated the responsibility of non-public stakeholders (professionals,
physician, organisations and healthcare providers) to provide health services required by
individuals every day. Notably, e-Health has attracted the attention of government
institutions. For example, it is a primary agenda for all European Union (EU) Member
States and the World Health Organization (WHO). These and other factors have
attracted academic researchers and software developers to turn their attention towards
amplifying the evolution of e-Health by addressing the issues associated with this field
in order to provide more efficient and effective electronic healthcare solutions.
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The term e-Health has been described and defined in many different ways.
Researchers have created many definitions of e-Health in an attempt to create a ‘shared
meaning’ among researchers and organisations that use this term [40]. However, this
goal could be better served by reviewing a range of proposed meanings encompassed by
the term [41] in order to obtain a clear understanding of its use. In some research, the
term e-Health has been identified as an umbrella term, with a specific meaning that
varies with the purpose and context in which the term is used [2]. Prior to 1999, the
term e-Health was rarely employed, but it now appears to serve as a broad ‘buzzword’
that is used to distinguish not only ‘Internet medicine’, but also nearly everything
related to ICTs and medicine.
This chapter presents a literature review that is related to the scope of this thesis.
The chapter begins by presenting the background to the field and a review of attempts to
define the term e-Health. A detailed discussion of some e-Health approaches is made in
order to achieve the aim of this chapter. In addition, a discussion of the motivations and
challenges of e-Health research is presented. Based on this detailed investigation, the
strength between the fields of e-Health systems and software engineering is discussed.
The chapter presents the sophisticated philosophy of requirements engineering in the
field of e-Health system development. To ensure the achievement of the chapter’s aim
different types and categories of e-Health approaches are presented. Finally, the chapter
concludes by presenting the findings and detailed benchmarks of how future and
advanced requirements engineering research may contribute to the arena of e-Health.

2.2

Background of e-Health
The origin of healthcare computing and information systems (ISs) can be traced

as far back as the early 1950s. At this time, only mainframe computers were accessible
and only the some major hospitals in developed countries could pay to house and to
employ these e-Health-based machines. In that era, even the processing of a custom
consignment of health-related information took a substantial amount of synchronised
effort between a variety of health professionals and information technology experts. In
spite of the demand for knowledge, the final results were typically burdened with
mechanical and computer application errors. The breakdowns of this first age of
computers in healthcare were due mostly to the lack of vigorous support from hospital
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supervisors and upper management, the lack of ongoing funding, and the lack of facts
and ability in the design and employment of automated computer systems [42, 43].
As mentioned early, in the 1990s, when the Internet exploded into public
awareness, e-terms were introduced to the field of software development. These terms
were broadly accepted because of their ability to facilitate daily functions. E-Health was
among these terms; it introduced the advantages of using Internet in health sector. It
created new possibilities for individuals, healthcare providers, and others to
communicate and share health and lifestyle information, services and support via
internet [37-39]. However, in time, e-Health moved from exclusively being used on the
internet to a more generic use applied to numerous forms of information and
communication technology relating to improving healthcare services [44]. As indicated
in [45], e-Health presents the promise of information and communication technology to
enhance and advance the development of healthcare services.
Following the 1990s, the objectives of e-Health evolved from using the Internet
for sharing purposes to a main role in alleviating some critical healthcare problems. As
specified in [8], with a growing population and patients’ rising expectations of health
services and quality care, every society faces serious problems in the delivery of
sufficient healthcare services. The efficient implementation of e-Health systems and
approaches is a major part of the solution. For example, with the birth of e-Health, the
cost-effectiveness of health services has clearly improved [2]. Moreover, decreasing
medical expenditures have not only been to the benefit of e-Health, but they have also
enhanced the quality of healthcare—for instance, allowing comparisons between
different healthcare providers and involving clients as an additional source for quality
assurance [3]. The advantages of using e-Health have also increased rapidly to cover
aspects such as enabling information exchange, care management and health education.
With the enormous expansion of the web and ICT, e-Health research has
explored critical health issues in depth. Research in e-Health has identified many
advances of e-Health systems for patients, health professionals, health insurers and
financiers, policy providers, and other stakeholders. These advances include, but are not
limited to, reducing anxiety in day-to-day life, stabilising illnesses and enhancing health
awareness [46-48]. E-Health researchers have also taken account of the unique aspects
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of health and medicine and, at the same time, they have focused on dramatic advances
in healthcare technology in terms of mobility, monitoring and context-awareness [14,
49, 50]. Newer versions of e-Health systems have introduced new e-Health tools that
not only refer to Internet-based applications, but also include electronic health records
[51],

asynchronous

healthcare

communication

[52],

telemedicine

archiving

communication and services [53], personal wearable and portable communication (eHealth monitoring) [54], m-health [55] and cognitive e-Health systems [56]. These and
many other ICT-based tools ensure that e-Health is an interesting research area for both
academics and the health industry. Such innovations help to improve the capability of
healthcare providers, and they provide enhanced services to patients and society in
general [57].

2.3

Understanding e-Health
As e-Health researchers are now more conscious of the many research

possibilities and channels through which e-Health can be astutely practiced, they have
turned their focus to e-Health application clusters that have been or can be developed.
However, to be better prepared to work through the concept of e-Health and enhance the
development of e-Health systems, it is important to precisely understand the concept of
e-Health from different aspects, such as what e-Health is, and motivations and patterns.
As indicated in [30], understanding e-Health, including perspectives, domains,
challenges and motivations, provides great support to better work in this field. The
following subsections discuss definitions of e-Health and a complete understanding of
the term e-Health and its existing approaches in relation to software engineering.
2.3.1 Definitions of e-Health
What is e-Health? Many scholars have attempted to answer this question. Prior
to 1999, the term e-Health rarely appeared in popular use, but now this term appears to
serve as a broad ‘buzzword’ that is used to distinguish not only ‘Internet medicine’, but
also nearly everything related to ICTs and medicine. The term has also gained currency
in academic literature. In 2005, Pagliari et al. (2005) published a literature review that
included 36 different definitions of e-Health and the term ‘management of e-Health’.

17

Chapter 2 - Literature Review
The authors stated that the term is not instantly apparent from that of the wider e-Health
and information areas [40].
In their literature review of published definitions of e-Health, Oh et al. (2005)
also provided a comprehensive overview of all potential definitions that could be used
to explain the terms e-Health, e-Health or electronic health [41]. In total, the researchers
came up with 51 individual definitions, but they concluded that more probably exist.
These days, the term e-Health has become a commonly used phrase by many
individuals, academic researchers and institutions, professionals, and organisations.
However, the literature has neither agreed upon a precise definition nor the method of
defining the term e-Health. However, Eysenbach argued that stamping a precise
definition on a term such as e-Health is like stamping a definition on the Internet. EHealth is defined as it is used, and a particular definition cannot be pinned down, as eHealth is a dynamic and constantly moving environment [3].
The aim of identifying an accurate meaning of e-Health is to improve the
method of communication among researchers and organisations that use this term.
However, this aim could be better achieved by reviewing the range of proposed
meanings encompassed by the term in order to provide a clear understanding of its use
[41]. At this point, it is important to mention that the term e-Health has been identified
as an umbrella term in some works—that is, its specific meaning has varied according
to the purpose in which the term was used [2]. The literature shows that e-Health has
been defined in many different ways, and researchers have introduced many definitions
(see Table 1 for some examples). However, Eysenbach proposed one of the most cited
definitions of e-Health [3]:
‘e-Health is an emerging field in the intersection of medical informatics, public
health and business, referring to health services and information delivered or enhanced
through the Internet and related technologies. In a broader sense, the term characterises
not only a technical development, but also a state-of-mind, a way of thinking, an
attitude, and a commitment for networked, global thinking, to improve health care
locally, regionally, and worldwide by using information and communication
technology’.
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This work agrees with this definition for the following reasons: first; it covers all
aspects of e-Health, such as what e-Health systems should include and cover, and which
aspects of health are included in the e-Health arena; second, it seems broad enough to
be applied to the rapid evolution of the dynamic environment of health services and
ICTs.
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Table 2.1: E-Health Definitions
Author/s and year
(Mitchell and
Mitchell 1999)

(McLendon 2000)

(Deluca and
Enmark 2000)

Definition
E-Health is a new term needed to describe the combined use of electronic communication and
information technology in the health sector.
Ehealth refers to all forms of electronic health care delivered over the Internet, ranging from
informational, educational and commercial ‘products’ to direct services offered by
professionals, non-professionals, businesses or consumers themselves. Ehealth includes a
wide variety of the clinical activities that have traditionally characterised telehealth, but
delivered through the Internet. Simply stated, Ehealth is making health care more efficient,
while allowing patients and professionals to do the previously impossible.
E-Health is the embryonic convergence of wide-reaching technologies like the Internet,
computer telephony/interactive voice response, wireless communications, and direct access to
healthcare providers, care management, education, and wellness.

(Blake 2001)

The combined use of electronic communication and information technology in the health
sector. It is important to note that e-Health is much more than business transactions. It
encompasses everything from digital data transmission to purchase orders, lab reports, patient
histories and insurance claims [58].

(Tieman 2001)

E-Health is all that’s digital or electronic in the healthcare industry [59].

(Deluca and
Enmark 2001)
(Wyatt and Liu
2002)

E-Health is the electronic exchange of health-related data across organisations, although
every health care constituent approaches e-Health differently [60].
The use of internet technology by the public, health workers, and others to access health and
lifestyle information, services and support; it encompasses telemedicine, telecare , etc.

(Sternberg 2004)

New business models using technology to assist healthcare providers in caring for patients
and providing services [61].

(Watson 2004)

The integration of the internet into health care [62].

(Harrison and Lee
2006)

Refers to that technology used for clinical, educational, research, and administrative purposes,
both at the local site and across wide geographic regions [63].

(Jakovljevic 2008)

E-Health is the use of the Internet or other electronic media by patients, health workers, and
the public, to disseminate or provide access to health and lifestyle information or services
[64].

(Varshney 2009)

E-Health is the application of information and communication technologies across the entire
range of functions involved in the practice and delivery of healthcare.

(D'Urso, Giovanni
et al. 2013)

An umbrella term, describing the combined use of electronic communication and information
technology in the health sector, and also the use of digital data transmitted, stored and
retrieved electronically for clinical, educational and administrative purposes, both at the local
site and at distance [65].

2.3.2 E-Health Motivations and Challenges
It is widely accepted that, every day throughout the world, people make
developments in health as a direct result of information technologies. E-Health
innovations, such as electronic health records, technology-assisted recommendation
systems and medical databases, are changing the health industry and hold even better
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prospects for the future. Information technologies support medical care and supply
health information to the public and scientific information to medical professionals.
They offer a platform for publishing and distributing health awareness and sustaining
managerial functions.
Moreover, similar to other industries, ICT, ISs and web technologies have
changed the nature of healthcare representation. As an IS, e-Health has introduced a
new and efficient method to provide medical and healthcare services to society. Further,
it offers a range of services that intersect medicine, computer, web and information
science [35, 66]. Technological advances in e-Health systems are facilitating the
responsibility of non-public stakeholders (e.g., professionals, physician organisations
and healthcare providers) to provide health services required by individuals every day
[1, 5, 67]. The use of web and ICT tools in the health sector supports the aggregation,
analysis and storage of medical information in all forms [68]. They provide access to
the latest findings and ensure the capability of collaboration between many deferent
physician organisations and healthcare providers [69]. ICT-based health tools (e-Health
tools) play a significant role in assisting prevention, diagnosis, treatment, health
monitoring and lifestyle management [6]. Further, they enhance the management of
health knowledge, and advances in health research are all supported by e-Health [7].
In addition to the accessibility of new technological solutions for stakeholders in
the healthcare sector, e-Health systems have extensively improved the quality of life for
all members of society by giving them the exact care needed [70]. With population
growth, increased expectations for better healthcare services and a higher quality of life
have elevated interest in this field among academic researchers, software developers and
ICT providers [65]. As populations grow, so does the number of people requiring
healthcare, including the disabled, elderly, and mentally and chronically ill patients
[71]. E-Health innovations can be implemented to improve healthcare to these diverse
populations [72, 73]. In recent years, e-Health systems have also become a main part of
healthcare for chronically ill patients with the motive of cost-effectiveness [74]. In
addition, e-Health benefits are not limited to patients only; healthy citizens are also
beneficiaries through personal health education and tailored preventive information
services from which all of society can benefit [75, 76].
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Moreover, in the past few years, the field of e-Health has attracted the attention
of government institutions. For example, e-Health is a primary agenda for most of the
EU Member States [77] and the WHO [78]. For example, the WHO is mindful of the
rising significance of e-Health and has carried out numerous activities to demonstrate
the power of information technology in order to address health challenges on national,
regional and global levels.
However, such growth cannot move forward until legal, ethical and privacyrelated problems are tackled. The maximum challenge is to produce proof that e-Health
can improve health system presentations and performance [41, 79–81]. Figure 2.1
presents several challenges of e-Health according to academic literature; however, this
chapter only discusses some of the most cited and important challenges of e-Health,
which are as follows [4, 35, 65, 73, 82–89]:
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Figure 2.1: E-Health challenges
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Evaluation of e-Health methods and techniques
It is widely accepted that e-Health evaluation methods could play a considerable
role in shaping and helping to develop healthcare and other medical systems in the
twenty-first century. However, experience has frequently shown that if efforts are made
to employ inadequately planned systems, there is a genuine hazard that not only will the
predicted advantages fail to be realised, but also that enormous sums of company
resources will have been wasted in the process. Likewise, patients’ security may also be
compromised [90, 91].
The argument regarding the evaluation of health technologies and their social
and economic effects is not new [92, 93]. Similar to other procedures in the health
sector (e.g., new drugs or treatment programs), e-Health developments must be
evaluated and viewed as interventions [86]. As designated in [94], the paradox is that
unless there are valid evaluation results that demonstrate the true advantages of e-Health
systems, there is a lack of necessary evidence to support the adoption of web and ICTs
in the health sector. This evaluation has made the incentive to adopt certain e-Health
projects more explicable [95.
Quality assurance
Quality assurance is considered one of the primary challenges in e-Health
system development. Almost all e-Health studies and proposed systems that were
reviewed discuss the aim of quality assurance [96–98]. The main criteria applied to
quality assurance in e-Health systems are either quality of health services or technical
quality. Good-quality e-Health systems provide patients with direct access to data,
information and knowledge regarding disease conditions, diagnoses, treatment options
and healthcare facilities [99]. Enabling healthcare authorities to improve the efficiency
of the services they provide is another norm of quality assurance related to healthcare
providers [100]. In addition to these criteria, technical quality must be provided. This
refers to service availability and reliability, as well as information security, in addition
to the capability of providing services in a mobile manner [101, 102].
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Security and privacy issues
A focal point on the security of e-Health ISs serves to generate a consciousness
of the potential benefits and risks connected with employing medical software computer
systems in the medical environment. Evidence shows that employing medical software
in the medical practice and hospital surroundings delivers numerous benefits. However,
increasing evidence indicates that a choice of factors linked to the application of
computer technology can jeopardise the quality of healthcare delivery and the security
of patient outcomes. The use of medical software packages available around the world
is increasing rapidly. A lack of useful requirement standards, the deficiency of a suitable
governance procedure to set such standards, and the lack of standardised testing of
medical software systems functionality may also generate possible risks to quality and
security.
It undeniable, that citizens must have assurance that their privacy and
confidentiality are being protected when using e-Health information systems. Generally,
citizen security involves implementing policies and legislation by governments of every
country to protect the privacy and security of being patient data in the e-Health area.
Developments in the areas of the security of citizens’ data and privacy in the e-Health
area are incomplete; only one of two countries around the globe has introduced these
actions. Even though not a new field in e-Health services, the rate of acceptance of
citizen safety policies in the e-Health ground has been slow. For instance, half of the
countries in the world that now have these policies in rest introduced them after 2000
[103].
Moreover, when dealing with medical data, data integrity and security features
are very important—for example, protecting patients’ privacy [103–105] and organising
authorisation rules for the assessment of patient electronic health records, especially in
the case of shared medical records. Other authorised facets of e-Health ISs must be
controlled with awareness to form a concrete basis for a good e-Health system structure
and to manage patients’ records. For example, patients have a right to access their own
electronic health records and the inventory of access by other parties in the system to
their medical data, as suggested by many researchers in the e-Health arena.
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In general, ethical issues in e-Health systems are sensitive topics that present the
core assuring the privacy and security of patients’ data. Privacy in e-Health systems
relates to the ability of patients to have some control over their health and non-health
information. Similarly, security relates to keeping these data secure from any
unintended or unauthorised access [4]. Accessing and transferring patients’ identifiable
information in the interest of healthcare requires consideration of the privacy and
security polices, as well as the techniques and infrastructure being utilised [82]. Many
researchers present deferent concerns that are derived from the ideologies of the
Caldicott Guardian [106–108], which include: the purpose(s) of using confidential
information must be justified, patient information should only be used when absolutely
necessary, and both clinical and non-clinical staff should be aware of their
responsibility.
Consumer acceptance
Based on a substantial body of literature, one of the main challenges regarding
the adoption of e-Health systems is consumer (patient) acceptance [109, 110]. Studies
on the effectiveness of e-Health approaches such as e-therapies or Internet-based
treatments show high dropout rates and a low level of adherence to these treatment
methods [111–113]. Although incorporating patients’ perspectives in designing eHealth systems is considered a key variable that could potentially enhance patient
satisfaction and promote adherence [113–115], only a few studies on this issue have
been published [79].
Interoperability in e-Health
Semantic interoperability is a basic issue in the new generation of e-Health
systems. It aims to reduce the effect of disruptions and enhances communication and
cooperation of health ISs [116]. Interoperability in e-Health systems offers a common
language for defining the business contexts of e-Health systems, the designing of highquality healthcare solutions that support standards-based conformance processes, and
reduced healthcare costs [117, 118]. Regarding a specific task, interoperability provides
a high level of semantic interoperability between two applications when one application
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can accept data from another and perform the task in an appropriate manner without the
need for extra operator intervention [119].
Reliability issues
E-Health involves the electronic supervision of health information to convey
safer, more efficient and better-quality healthcare. Many researchers have argued that
information technology advances healthcare access and lowers costs, but raises risk [90,
120]. In general, e-Health technologies raise questions about the reliability of e-Health
systems. Reliability in e-Health is also the ability to deliver healthcare services that can
justifiably be trusted [121]. Ensuring that clinical decisions are based on accurate data,
the transmission of such data requires a certain level of risk management [82, 122].
Noticeably, reliability issues are more critical in e-Health software systems according to
the nature of such systems that deal with treatments of human beings and/or sensitive
information [87, 123].
Web and ICT-based e-Health systems may ensure the safety-critical level of IT
functionalities, but this level must be coherent with the level of reliability software that
designers want to satisfy [87]. With a view to studying and analysing the correlations
between the attributes indicating e-Health system reliability and the quality of service
(QoS) level required by users, two main problems need to be resolved. First, the concept
of reliability must be clearly understood and then developed to identify the QoS level
expected by the patient. Second, the set of e-Health system performance attributes needs
to be recognised.
E-Health policy
E-Health policy can be defined as a set of statements, regulations, laws, acts and
judicial clarifications that lead and manage the lifecycle of e-Health [124]. The
distributed nature of e-Health requires proper planning by well-defined policies or
guidelines at the organisational, individual and global levels [125]. As indicated by
D’Urso et al. [65], the proper evaluation of web and ICT projects in the health sector is
a challenge for policy and decision makers.
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Policies can be categorised into three types. First, national information policy is
defined as a framework and technique that governs a broad range of features concerning
national information (in analogue and digital form). The enclosed issues consist of
quality of information, access, authorised deposits, rational property, liberty of
information, data safety and isolation. These types of policies or strategies plan to be
complete and cover issues across numerous sectors. Second, national e-policy is a
framework and technique for incorporating ICT across national government sectors, and
it is recognised by the government with the intention of introducing and expanding ICT
use in various contexts. Unlike a state e-Health policy, which centres on ICT for health,
these policies are multispectral and might embrace the use of ICT in education, welfare,
trade and other sectors. Third, national e-health policy tends to propose frameworks and
techniques for developing e-Health on a national basis, and it is recognised by the
government with the intention of obtaining national health goals and objectives [36].
Heterogeneity of technological solutions
The wide variety of developments of ICTs in the arena of e-Health makes the
design process of an e-Health system difficult. Designers have a range of choices, which
is often led by the adoption of the latest trend in technology. Although each technology
contains different properties, it makes e-Health evolution decisions based on following
a technology-driven process instead of a systematic selection process based on the
election of the optimal solution that can help the development of quality software. The
heterogeneity of technological solutions in e-Health has made most e-Health projects
highly technology-driven. However, this technological perspective has resulted in the
failure of some existing e-Health projects [9]. According to several studies, ICTs in eHealth have enhanced and facilitated the ability to provide health services in different
ways, but there is also evidence that they may be part of the problem [19, 126, 127].
Leading e-Health developments, which are directly connected to several social and
environmental factors by means of technology, are core issues in e-Health. Although
ICTs in e-Health promise both quality improvement and higher efficiency, a large
number of e-Health projects have failed or are prone to fail [128].
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Lack of systematic consideration of non-technology issues
As ICTs in e-Health systems require interaction with humans, including patients,
health professionals and managers, designing e-Health systems requires understanding
and focus on the interrelation between technology, health businesses and environment.
Although recent technological advances provide a way to improve the quality of
healthcare services, there are also hazards associated with the introduction of ICTs in
this area, and a great number of projects have failed. A lack of systematic consideration
of business, humans and other non-technology issues throughout the design process has
tended to be the main reason [129]. The health business environment, where the goals,
objectives and resources are located, is not completely understood or involved in the
process of designing e-Health systems. Archer et al. highlighted the necessity of better
understanding the health business and its process in relation to goals and objectives:
‘…more research is also needed that addresses the current lack of understanding of
optimal functionality and usability of these systems, and how they can play a beneficial
role in supporting self-managed healthcare’ [130].
Many e-Health projects have failed, and most of these failures are due to nontechnology-related issues throughout the design phase, such as a lack of understanding
of the health business process and environment [129, 131]. E-Health projects have been
particularly prone to such difficulties in recent years, and there are several examples of
useful e-Health projects that have failed or been abandoned because of unanticipated
business, human or organisational issues [132, 133].
Dynamicity of e-Health environment
E-Health projects are deployed in highly variable and changing environments.
E-Health development is an approach to software development that is performed to
obtain efficiencies in healthcare delivery and management despite rapidly changing
cultural, organisational and technological boundaries [35]. As stated in [134], e-Health
environments are experiencing significant changes by using many types of technology
from different disciplines. Moreover, the variety of healthcare services has resulted in
changing the objectives and roles of e-Health systems [135]. Additionally, as an eHealth system is a system with different collaborative entities (patients, health
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professionals, medical and non-medical devices) that work together to provide
healthcare services [136], all of these entities are subject to change. This makes the eHealth environment more changeable than other e-environments. In addition to the
rapid development of ICTs in the health sector generally, this dynamic, which is
inherent to the e-Health environment, brings a serious challenge for e-Health system
developers to obtain a system that meets modern e-Health expectations against a
backdrop of continuous change. Such continuous changes not only affect the functions
of an e-Health system (e.g., by providing different services depending on users’
expectations), but they also require adaptation to ensure quality.
2.3.3 E-Health patterns, domains, and applications
E-Health is a general term at the intersection of healthcare practice, business, the
Internet, and ICT. Over the past 10 years there have been numerous research efforts and
products that can be characterised as e-Health systems. Covering information science,
communication and intelligent computing technology, e-Health encompasses a wide
range of services and applications designed to aid in enhancing the efficiency and
effectiveness of healthcare service provision [137]. According to the e-Health literature,
e-Health contributions might be categorised into two primary clusters based on key
dimensions of systems integration characteristics [30]. The first is systems and
applications characterised by a high degree of internal integration, including
information science, computer science, clinical guidelines and healthcare. This
contribution includes systems that aim to optimise the utilisation of information in the
health industry as well as assisting healthcare professionals in decision making. Internal
integration is defined as the level to which systems and technologies work together
within a health organisation [30]. This category is widely known as health information
technology or health informatics, and includes systems and studies on areas such as
electronic medical records, medical devices and health information systems. The second
cluster includes systems and applications characterised by a high degree of external
integration, which aim to support and provide tele-Healthcare services and facilitate the
provision of health services, for both consumers and professionals. External integration
here is defined as the interface of systems and technologies with outside organisations
and systems [30]. This includes systems and applications that mostly focus on
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communication technology required for provision of services such as telemedicine
(TLM), mobile healthcare (m-Health) and knowledge management. Figure 1 illustrates
the relationship among the widely known e-Health-related terms and patterns as
discussed in several works [4, 35].

e-Health
Mobile Health
System

Health Information
System

Health Informatics
Electronic Health
Record

Devices

Telemedicine
Health
Monitoring
System

Knowledge
management

Figure 2.2: The Relationship and coverage of e-Health patterns

Health informatics
Each of the two e-Health system components has its own set of implications and
engages different levels of ICT capabilities, with the aim of achieving different
objectives, requirements and goals. Health (or medical) informatics is an emerging area
of serious interest in the e-Health arena, and works at the intersection of several fields
including information science, computer science, healthcare and business [138]. Health
informatics is likely to be of great interest to health service researchers and policy
makers. It deals with the resources, devices and methods required for optimising the
management, acquisition, storage, retrieval and use of information in the health sector
[139]. From this perspective, health informatics has several components, including
electronic health records, health information systems and devices for medical decisions
[4].
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Electronic health records (EHRs)—one of the main e-Health components under
the umbrella of health informatics—mainly provide the design, standards for integration
of various workflows and communication among databases, to ensure the availability of
electronic health information to authorised health personnel [140] [141]. An EHR is the
digital representation of a patient’s medical information including identification, lab
tests, diagnostic tests, medications and physician notes [142]. It provides the
understanding, ability and tools that facilitate the sharing and use of medical
information to promote oral health and improve clinical and organisational practice,
research, education and management. EHRs have substantial benefits for e-Health
stakeholders including patients, health providers, health organisations and governments.
They may reduce the problem of patient non-adherence and improve health professional
performance, healthcare provider decisions, quality of healthcare and patient quality of
life [143-145].
Another component of e-Health is health information systems (HISs), which are
one of the main components of the health informatics field. HISs (in some works
referred to as hospital information systems) deal with processes, information and
knowledge in healthcare environments. The main components of a HIS are enterprise
functions, business processes, application components and physical data processing
systems [146]. These together address a main concern of this aspect of e-Health
systems, which is improved health services management through optimal information
support [147].
A substantial body of literature in the field of health informatics has studied
devices used in e-Health systems. Many commercial e-Health devices and equipment
for obtaining and recording patients’ physiological data have been produced. Most of
these devices have been designed to include sensing systems that can be applied in
various e-Health areas. Some have been developed and produced with a Bluetooth
interface and have the ability to sense physiological signals such as heart rate, breathing
rate, body temperature and ECG. Other devices are still under development although
their successful application has been reported by both researchers and engineering
teams [148, 149]. Another group of e-Health devices aim to support healthy lifestyles
by measuring health indicators such as blood glucose level and blood pressure. Many
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devices allow patients to look through historical data, and some have alarms to remind
patients to take medicine or to alert them in the case of abnormalities. In contrast, some
e-Health devices are very complex, such as those used in e-Health system for diabetes
treatment, which includes controlling an insulin pump [150].
Telemedicine
TLM is defined as the use of ICT for the provision of clinical care and medical
knowledge to individuals at a distance based on a collection of health information
extracted or monitored over time [151]. The key point of divergence between traditional
clinical face-to-face meetings and TLM is the absence of an actual physical
examination. TLM refers to the combination of three main topics involving the fields of
telecommunication, medicine and informatics [152]. The communication method or
level in TLM plays a significant role in achieving TLM system goals. The provision of
effective home or mobile monitoring solutions is a major area of interest in the field
[153]. Different telemedicine systems have been proposed at a range of communication
levels for different goals. There follows a detailed discussion of the main features of
TLM systems in the light of web and ICT capabilities, and system goals and objectives.
As mentioned above, TLM encounters do not involve physical examination of
the patient. Although all TLM e-Health systems share the goal of providing different
healthcare services and medical knowledge at a distance, there are various approaches
to achieving this goal [152]. Some TLM systems involve acquiring and transmitting a
patient’s data from their environment to a healthcare provider, doctor or medical
specialist, at a convenient time for assessment offline. Such an approach, which could
be termed ‘store-and-forward TLM, does not require the presence of both parties—
consumer and healthcare giver—at the same time. Clinicians in the ‘store-and-forward’
process rely on historical information and reports in lieu of a physical examination.
Home monitoring is another component of TLM systems, where healthcare
givers are able to monitor the patient remotely by utilising various technological
methods and devices; for example, web cams or biosensors. This is primly used for
patients with chronic conditions, such as cardiovascular disease, diabetes, hypertension
or pulmonary issues. Home monitoring systems provide comparable health outcomes to
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traditional face-to-face encounters, supply greater satisfaction to patients and are usually
cost effective [154].
TLM—the deployment of web and ICT to provide distance healthcare and
health information to patients—can be extremely beneficial in providing close
interactions between patients and healthcare givers. In the TLM system, interactive
TLM services aim to provide live real-time synchronous interactions between patients
and healthcare givers, which may be conducted in the form of audio or video
encounters, such as phone conversations or online communication. Many activities can
be conducted comparably to those achieved in traditional face-to-face visits, where the
specialist is able to see, hear, examine and question the patient, who can respond and
ask questions [154].
Other methods of providing TLM services have been discussed in several works.
These include providing an online second opinion, which is ideal for patients facing
life-altering diagnoses where treatment options can vary. Online real-time assistance is
employed when super specialists monitor surgery conducted by a local physician or by
robots connected to cameras from a remote location. Electronic intensive care units
(eICUs) are another form of TLM that uses state-of-the-art technology to provide an
additional layer of critical care service. An eICU may also be referred to as a tele-ICU.
In eICUs, specialists are able to provide care and watch over many ICUs at the same
time from a remote location [155].
2.3.4 E-Health approaches
A clear expansion in the arena of e-Health systems has been evident in recent
years. A range of techniques at the intersection between medicine, healthcare and
information technology have been proposed. Numerous services and systems have
evolved, all aiming to enhance and facilitate the level of healthcare services from
different aspects. Some of these systems propose novel ways of monitoring a patient’s
vital signs and physical activity, or have introduced new techniques of telemedicine
including tele-diagnosis or tele-consultation. In addition, a number of advanced mHealth and healthcare information systems for patient data management have also been
introduced. This section discusses in detail some e-Health approaches and techniques
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including the core aim of the approach, its methodology and the benefits and
implications of each technique.
A patient-centred distribution architecture for medical image sharing and display
across several devices and media was presented in [156]. The architecture aims to
advance compatibility and promote better accessibility of clinical data by using a preprocessor and an in-built networking framework. The study proposes a system
(INVOLVE2) that converts imaging studies into a compressed and distributable format,
and implements a workflow for distributing medical data via CD, USB or networks, in a
self-managing manner. It also presents an interface for potential mobile and web-based
medical data access. The approach aims to allow outpatient users to comfortably access
and interpret their own medical data via a user-friendly interface. The system also
facilitates image viewing by referring physicians, and offers digital image access via the
web or mobile devices.
In [157], Chen et al, proposes a structural design of portable electronic medical
record systems integrated with streaming media. The study develops integrating
streaming media technology into the EMR system to facilitate referrals, contracted
laboratories, and disease notification among hospitals. The study encoded patient
medical images, static or dynamic, into a streaming video format and stored them in a
Flash Media Server (FMS). The proposed architecture provided local hospital users the
ability to acquire EMR text files from a previous hospital; also it assisted access to static
and dynamic medical images as reference for clinical diagnosis and treatment.
Another multi-centre approach for EMRs management is proposed in [158]. The
approach developed aimed to set up a reformatting interface using the DICOM (Digital
Image and Communication in Medicine) file management system to transfer paperbased records into DICOM format. Consequently, these records can then be transmitted
to the DICOM server so it can be accessed via the DICOM to users across hospitals and
clinics. Text information can be also transformed into DICOM format so it would
enhance exchanging medical data with other healthcare providers through the proposed
system. DICOM is a secure system where medical records can be incorporated into
hospitals’ image systems to form a congregation of hospital resources.
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HealthATM, is a cyber-infrastructure based personal health record (PHR)
system designed and evaluated using a multi-phased iterative research approach [159].
The system is integrated into an ATM-style interface and utilizes services from a cloud
computing environment. The study aims to provide a broad range of health consumers
with the ability to manage health conditions and accomplish health objectives. The
system developed was evaluated by 115 patients on features such as usability and
confidentiality.
Lee et al. [14] have proposed a mobile care system with an alert mechanism for
patient with hypertension/arrhythmia diseases. Patients are associated with a
physiological parameter extraction devices and a mobile phone integration device. All
mobile care devices have Bluetooth capability and easily communicate with mobile
phones. The system allows, without a space limit, the monitoring of certain
physiological signs, and then uploads them to the healthcare provider centre for further
processing. Importantly, the alert mechanism is installed to detect a pre-defined
emergency situation; for example, if the patient dose not upload his/her ECG data on
schedule. An example of a healthcare scenario is presented in Figure 2.3. The system
introduces a novel method of monitoring patient with mobile phones, however; the level
of flexibility can be improved to enable real-time automated vital signs monitoring and
analysis with more generic emergency response.

Figure 2.3: Healthcare scenario for multiple healthcare providers [14]
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RTWPMS [160] is a real-time wireless physiological monitoring system
designed for nursing centres. It enables online monitoring of physiological conditions of
elderly patients through wireless communication channels and WLAN. The system
architecture comprises: 1) mobile examination devices measuring blood pressure, heart
rate,

and

temperature,

2)

a

wireless

base

station,

to

handle

physical

transmission/reception of messages/commands, 3) a voice/data exchange device that
processes data and commands, 4) and a network management centre for overall system
control. The evaluation part of the work shows its ability to transfer voice and data at a
low end-to-end error rate. However, the system appears to be too bulky for ambulatory
and constant monitoring; moreover, some technologies used in the system are out-dated.
A non-invasive biological system is proposed in [161], it is a biosignal
processing and analysis system capable of monitoring and detecting individuals driving
under the influence of alcohol. The system is able to measure the driver’s biological
signs and also warning the driver during instances of drowsiness. More specifically, the
study proposed a new algorithm attempting to distinguish between normal and
intoxicated conditions of a person by frequently time series analysis.
Personal health system architecture for the evaluation of the stress state, suitable
for prolonged stress monitoring, is described in [162]. In this work, a novel integrated
processing approach based on artificial neural networks and fuzzy logical modelling
allows stress conditions to be recognized in an automated manner. This is done with a
mobile setting analysing features of the electrocardiographic signals and human motion.
The core of the proposed architecture is the PDA that collects data from personal
mobile sensing platform via Bluetooth. The PAD is able to analyse collected data taking
into account context information such as GPS, and motion activity, and physiological
data (e.g. heart rate and breath rate). All acquired data and reports initiated by the PAD
are sent to the analysis module and the clinical decision support system CDSS which
provides feedback to the user in term of four momentary stress levels: low, medium,
moderate, and high. This feedback empowers her/him to take a more proactive role in
prevention of stress, and provide feedback to responsible caregivers, as shown in Figure
2.4.
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Figure 2.4: The mobile pervasive architecture [162]

Alexandrou et al. [163] developed an innovative software environment as a
decision-making approach. The approach adapts a health process to provide an
integrated information technology (IT) solution during clinical exaction time. The
system proposes a health process reconfiguration method that uses a process execution
engine assisted by a semantic infrastructure. It is able to reason according to the rules
and conditions, and reconverge the next steps of the treatment. A graphical designer
interface has been developed to define the rules set, which allows the adaption of
clinical pathways in a user-friendly manner.
Educational content and content repurposing in medical education is discussed
in [164]. The study aimed to offer an approach to medical education resource
organisation and retrieval through social association among learning resources. an
innovative approach to content reproposing using Web 2.0 social networking of medical
learning resources was proposed in the study. A graphical representation module of the
proposed social network was augmented in order to depict and capture the relationships
among different repurposed medical education resources. The proposed approach made
use of the education resource ‘families’ and inheritance.
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2.3.5 Rule of software engineering in e-Health
The term e-Health has been in currency since the year 2000. It encompasses
much of medical informatics but the meaning has been given priority over other
meanings related to the purposes or functions of information technologies in the context
of the delivery of clinical information, care and services. The literature indicates that
several e-Health systems are available in the market; however, there are questions about
their value propositions. Therefore, measuring the quality and strength of e-Health
systems is important [165-168].
The literature presents several software-engineering-related factors to measure
the success and strength of e-Health systems [64, 169-171]. The first is system quality,
which describes the characteristics of an e-Health information system; for instance, its
ease of use, which includes information system flexibility, system reliability and ease of
learning, as well as features such as intuitiveness, sophistication, flexibility and reply
times. The second is information quality, which describes the ability of the e-Health
system to efficiently use the available information; for example, significance,
understandability, correctness, succinctness and wholeness. The third measurement
factor is service quality, which describes the quality and value of the e-Health system
for users and other stakeholders. The fourth is system use, which describes the degree
to, and approach by which health organisations employ the capabilities of an
information system; for instance, the amount, frequency, nature, appropriateness, extent
and purpose of use. User satisfaction is another main factor that describes users’
acceptance level of the e-Health system services. These and other factors have been
highlighted in different studies, indicating the importance of considering software
engineering in developing an e-Health system.
Several drawbacks and strengths of e-Health systems and models are outlined in
Table 1. As discussed in [172], e-Health research can be evaluated according to four
main dimensions: design and methodology issues; challenges related to the technology
itself; environmental issues; and logistic or administrative concerns. The study suggests
that all of these dimensions must be integrated to provide a flexible framework for
designing and implementing an e-Health project. The study also highlights the
importance of fully understanding the e-Health environment (see Figure 2), and of some
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technology and non-technology related challenges and requirements in terms of
hardware and software. Additionally, infrastructure and resources that support the use of
technology are presented as another main factor that has to be understood in relation to
the changing requirements of the system.

Figure 2.5: Dimensions of e-Health research [172]
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Table 2.2: Strength (Yes) and weakness (No) of some of e-Health systems

Author

E-Health system
Type

(Ren-Guey et al.

Mobile health

2007)

monitoring

(Constantinescu
et al. 2013)

System Aim

Medical imaging

To presents a role-based intelligent mobile care system with attentive mechanism in
chronic care atmosphere.
To propose architecture for medical image display across several devices and media via
CD, USB and network in a self-managing manner.

Area of study

Software

Is the system fully
developed?

Are system
requirements included
in the design?

Yes

No

Yes

No

Yes

No

System design

No

No

Communication

No

No

System design

No

No

Yes

No

Yes

No

Yes

No

Yes

No

application
Software
application

To demonstrate the design and implementation of a real time wireless physiological
(Bor-Shing et al.

Health monitoring

monitoring information system for nursing centers, whose function is to check online the

Software

2006)

system

physiological status of aged patients via wireless communication channel and wired local

application

area network.
(Constantinescu
et al. 2013)

EMR

(Rasid and
Woodward

To develop integrating streaming media technology into the EMR system to facilitate
referrals, contracted laboratories, and disease notification among hospitals.
To presents the design of a processor, which samples signals from sensors on the patient

Telemedicine

2005)

then transmits data over a Bluetooth link to a mobile telephone that uses the General
Packet Radio Service [173].
To set up a reformatting interface using the DICOM file management system to transfer

(Kao 2012)

EMR

paper-based records into DICOM format. These records can then be transmitted to the
DICOM server so it can be accessed via the DICOM users cross hospitals and clinics

(Botts et al.

Personal health

2011)

record

(Monton et al.

Personal health

2008)

monitoring

standard technology and off-the-shelf modules [174].

Biosignal

To propose a system to measure biological signal to detect individuals driving under the

(Murata et al.
2011)
(Alexandrou et
al. 2011)

processing and

To provide a broad range of health consumers with the ability to manage health
conditions and encourage accomplishment of health objectives
To proposes body area network called BAN, which is based on Zigbee/IEEE 802.15.4

influence of alcohol and also warnings driver during instances of drowsiness.

analysis
Decision making

To propose a healthcare process reconfiguration method that uses a process execution
engine assisted by a semantic infrastructure.

Software
application
Communication
Software
application
System design
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(Kaldoudi et al.
2011)

Education

(Tartarisco et al.

Personal health

2012)

monitoring

To offer a conceptually different approach to medical education resource organisation
and retrieval through social association among learning resources
To proposes a novel integrated processing approach based on artificial neural networks
and fuzzy logical modelling allows stress conditions to be recognized in an automated
manner.

System design
Networking
Framework

Yes

No

Yes

No
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2.3.6 Requirements engineering for e-Health
The successful development of any software system depends on how well it
fulfils the needs of its users and its environment [175]. In the context of e-Health, the
successfully developed system is the one that meets health organisations’ expectations
and helps health organisation actors to effectively meet their business goals and
objectives. However, systems are not without challenges. The literature shows that
information system engineers and developers face challenges in implementing e-Health
systems that meet modern e-Health expectations in continuously changing
environments. Systems that fail may result in the health organisation itself being
unsuccessful. However, an analysis of e-Health methodologies shows that some eHealth organisations fail to get benefits from these methodologies and systems due to a
lack of information on e-Health system requirements [17, 18].
Software requirements in this context comprise these needs. Requirements
engineering (RE) is the process that occurs at a very early phase of the software
development life cycle by which the requirements are determined. The requirements
assist in defining a broad range of product-related issues and their priorities, in order to
develop the product [176]. The main concern of RE is to identify the system and
stakeholder needs. A requirement is a property that a system must demonstrate in order
to fulfil the system’s objective need. Software requirements are a property that the
developed software must exhibit to solve a particular problem within one organisational
context [19]. Therefore, software requirements are a complex combination of details
from both the software environment in which the system must be executed and from
different stakeholders at different levels of an organisation [177]. In the literature, RE is
presented as the knowledge of software engineering related to a specific set of activities:
elicitation, analysis, specification and validation of software requirements [178].
In the context of e-Health, the importance of RE methodologies is perhaps
greater than in other domains. Many studies indicate the difficulty of the successful
introduction of application systems in the healthcare domain and how the absence of
requirements consecration may cause e-Health projects to fail [22, 179]. However, due
to an unknown influence of application systems on healthcare quality and the unique
characteristics of the e-Health environment, the process of RE in the e-Health domain is
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complex and time-consuming [17]. Researchers have worked on applying different RE
approaches in the context of e-Health systems. The authors in [17] describe how to
apply a grounded theory-based RE approach to the development of applications for
chemotherapy planning in paediatric oncology. Another study is presented in [19],
which discusses a user-centred RE approach for HISs. However, in relation to the RE
concept in the e-Health domain, it is widely accepted that health processes and
associated business goals can play a pivotal role in capturing the details of e-Health
system requirements. Therefore, considering health processes is important to obtain
suitable e-Health system requirements.
Health process
Based on the reviewed literature, e-Health innovations are moving from being
organisation centred to process based [28]. Therefore, it is important to consider the
health process and workflow in developing an e-Health system to ensure fit between the
health organisation resource components and the e-Health system: implementation of
information technology in healthcare needs process consideration in order to achieve
success [165].
‘Process’ in general is defined as an organised, measured set of activities
designed to achieve a specified goal for a particular customer or market. It indicates a
strong emphasis on how work is completed within an organisation [180, 181]. The
definition of health process can be similar to that of business process: the set of health
activities that are designed to achieve a health organisation’s goal. Health process
includes activities and tasks that direct the use of health and ICT resources in a health
organisation to create services based on customer requirements. Health processes have
the ability to describe health organisation responses to some situations, and define how
health business goals are to be obtained or maintained. Therefore, health process can
play a main role in developing a suitable e-Health system based on the health
organisation’s expectations.
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2.4

Findings
The literature review on e-Health acknowledges several challenges. This section

summarises the literature review findings and makes suggestions on future e-Health
research directions.


E-Health is an ongoing research field: The body of literature examined shows

that the field of e-Health can be traced back to the early 1950s and remains an active
field of study. Moreover, e-Health can be presented as the promise to enhance the
development of healthcare services through the development of ICTs, which have
rapidly changed in terms of motivations and challenges. These observations indicate
that the arena of e-Health systems is not a single entity and research in this field needs
to continuously evolve. It also forces e-Health researchers and developers to monitor
these changes in order to meet the expectations of stakeholders in relation to the
development of ICTs.


E-Health is a multi-disciplinary research field: A recent vision of e-Health

systems introduced some new e-Health tools that refer to different components and
categories that aim, in the first instance, to facilitate the method of providing healthcare
services. Each one of these components or categories identifies many advances of eHealth systems for health professionals, health insurers and financers, policy providers,
patients and many other stakeholders. This diversity in terms of methods and
stakeholders has made e-Health an interesting research area for both academics and
those in the healthcare industry to improve the capability of healthcare providers and
provide enhanced services to society in general.


The concept of e-Health: The academic literature shows that many scholars have

previously tried to answer the question ‘What is e-Health?’ These studies have
generated many exceptional definitions, but have also led to the conclusion that perhaps
even more definitions exist. All definitions focus on aspects different to those found in
other definitions. However, almost all definitions agree on the concern among
stakeholders in enhancing and advancing healthcare provision. The most often-cited
definitions of e-Health discuss the concept of e-Health not only as a technical
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development, but also as a state-of-mind, a way of thinking, an attitude and a
commitment for networked, global thinking, to improve healthcare.


Understanding e-Health is a key concern: e-Health is a field of knowledge

located at the intersection of medical informatics, public health and business. It is a way
of thinking and attitude that aims to use advanced ICTs with the aim of enhancing
healthcare provision. A complete understanding of e-Health seems to be a fundamental
goal in setting the direction of development of this field, and this includes perspectives,
domains and challenges as well as potential benefits in its application, making
researchers in this field prosperous and able to develop and enhance e-Health systems
and outcomes.


Rapid change in the e-Health environment: Since e-Health can be presented as

the promise of ICT that enhances and advances the development of healthcare services,
research on e-Health systems is directly linked to the evolution of ICT. This influences
and rapidly alters the motivation and challenges involved in creating e-Health products
and services. However, it is clear that the arena of e-Health systems, in terms of
technology capabilities and expectations, is directly connected to several social factors
that change quickly; such as the increase in population, living expenses and quality of
life. These factors highlight the rapidly changing nature of the e-Health environment,
and why it is important to manage and consider changes in developing e-Health
systems.


Health process is an important element in e-Health development: It can be

observed that e-Health systems consist of main building blocks (components) that focus
on many different aspects of healthcare and ICTs. Consequently, it is important to
recognise the processes that represent the interactions of those components with the aim
of supporting strategic decision making in this complex scenario. Based on this
observation, e-Health can be seen as an ongoing and step-wise-evolving system, where
development cannot be achieved by changing components or technology, but have to be
implemented in a gradual manner and proceed through enhancing processes.


E-Health faces several challenges: This literature review has highlighted several

challenges that should be considered from both the technical and non-technical
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perspectives. The marked growth of e-Health cannot continue until legal, ethical and
privacy-related problems are tackled. However, the biggest challenge is to provide
evidence that e-Health can improve the quality of healthcare presentation, business and
performance in terms of efficacy and safety.


E-Health security: This is one of the main challenges of e-Health development

and is also one of the most sensitive issues in this field. Information security is an
important consideration in designing an e-Health system, and the absence of such a
consideration may have serious implications for the health organisation in terms of
processes and system outcomes.


E-Health is technology driven: The body of literature has indicated that most e-

Health systems are technology driven and face difficulties in coming to fruition. A large
number of systems have focused on the aim of facilitating the connection between
patient and healthcare giver; however, there is a gap in the literature in relation to the
need for the method of enhancing healthcare services to be based on the acute need of
the health organisation. The concern of health organisation and other stockholder
expectations is absent in many of these systems.


Requirements engineering of e-Health systems: With the aim of facilitating the

functionality of providing health services, RE of e-Health systems has not been
considered in depth. Most previous work has aimed to simplify a single function, with
no concern about other functions of the complete e-Health system. However, in eHealth systems it is important to understand how functions and sub-functions can be
integrated to reach the goals and satisfy the objectives of the entire system (system
requirements). RE at the early phase of the e-Health system development life cycle
produces and fashions a broad range of services-related requirements, as a priority to
develop the service. Therefore, RE is highly recommended in order to identify and
match all the system and stakeholder requirements.


Health business goals-based methodology: In relation to the RE concept in e-

Health domains, it is widely accepted that health business goals can play a pivotal role
in capturing the details of e-system RE. There is no evidence in the literature that the
goals of e-Health systems have been addressed in a well-prepared manner, and no clear
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methodology that moves from the initial goals of an e-Health system to the final phases
via a well-organised requirements investigation method. Moreover, a clearer
understanding of the system goals and objectives is essential in order to provide a wellstructured methodology that bridges the gap and eliminates the ambiguity between
stakeholders and system developers.


E-Health systems can be enhanced through software engineering: Patients and

health practitioners may have very little technical computing expertise, so e-Health
systems need to be self-configuring and based on the health process itself. More
importantly, all of the health goals and sub-goals associated with the health process
must be considered when developing an e-Health system and adapting ICTs, which
would be impossible without a good understanding of the system and user requirements.

2.5

Summary
This review has identified significant findings from the literature and provided

an analysis of benchmarks in e-Health research. This was done in the context of
advanced RE studies in this field. The review began with a basic overview of e-Health,
and endeavoured to provide a complete vision of the term e-Health by presenting and
discussing various attempts in the literature to answer the question, ‘What is e-Health?’
The chapter then reviewed different e-Health systems and approaches, revealing the
most important motivations and challenges that have captured the attention of e-Health
researchers. Based on this detailed investigation, a brief analysis of the interaction
between the fields of e-Health systems and software engineering was provided. The
review then presented the sophisticated philosophy of RE in the field of e-Health,
including some e-Health components and categories. In summary, the review moved
step by step from a basic background of e-Health to end with a full and complete
understanding of the term e-Health and its existing approaches. This helped to clarify
the vision of how RE academic research can be implemented in this field.
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Chapter 3. Health Process Modelling
and Analysis for E-Health System
Development
The findings of the literature review chapter indicate that most of the
current e-Health innovations and systems are highly driven by technology
and have often failed to meet health organisation expectations and end-user
requirements. This is largely because, when designing and developing an eHealth system that meet a health organisation’s expectations, the issue of
understanding the e-Health environment is rarely addressed in depth. In this
chapter an e-Health environment based methodology to manually modeling
and analyzing health process and the associated health business goals is
proposed. The proposed methodology aims to explore the health process in
detail based on a comprehensive understanding of the e-Health
environment, and derive the e-Health system requirements that fulfil the
health organisation’s goals and the users’ desires.
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3.1

Introduction
In previous years, many e-Health initiatives and innovations have been launched

to achieve universal healthcare coverage and improve the quality of healthcare delivered
to the public. These e-Health innovations are directly connected to several social and
environmental factors that rapidly change, such as population, the cost of living and
lifestyles. Although e-Health promises both quality improvement and higher efficiency,
a large number of e-Health projects have failed or are prone to failure [128]. As
indicated in various studies, many e-Health systems have become successful pilots and
end users have been pleased that the initial objectives were reached in terms of product
quality. However, most initiatives never develop into robust products that are used in
daily practice [126, 127].
A core problem in most e-Health projects is that they are highly driven by
technology, and the issue of eliminating ambiguity and closing the gap between
stakeholders and software developers has never been addressed in depth. The
introduction of technological perspectives in the healthcare domain is not an easy
process, and it may be a main cause of the failure of some existing e-Health projects [9,
90, 120]. It is difficult to understand and express the obligations and necessity behind eHealth services in today’s complex e-Health environment. In most e-Health
innovations, system requirements engineering in terms of service and value proposition
are not the starting point. According to Kreps and Neuhauser, e-Health research and
development is often more engaged with the new ICT elegance and innovation than
with creating value according to the needs of the healthcare organisations, consumers
and providers [20].
A survey conducted by the Standish Group revealed that a large number of
software projects are never completed and some may succeed with partial
functionalities. The study concluded that the main cause of such failures is usually poor
requirements. More specifically, the main causes are a lack of user involvement,
incomplete requirements, changing requirements, unrealistic expectations and unclear
objectives [29]. How is this situation different in e-Health systems? According to
Eysenbach [5], the term e-Health characterises not only a technological or scientific
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development, but also a way of thinking. It involves an assurance of networked,
worldwide thinking, and local, regional and international healthcare improvement, using
ICT. In this context, to ensure high-quality e-Health services are delivered to all
stakeholders, e-Health must be understood as both a specific area of technology
application and a particular paradigm of what is required from e-Health. To remedy this,
new methodologies and guidelines to enhance the development process for
requirements-based solutions are needed. Currently, few such methodologies exist [21].
In e-Health environments, which have numerous and diverse stakeholders such
as patients, individuals, professionals and organisations, e-Health goals and values may
vary and conflict with one another depending on various factors. These include the
stakeholders’ perspectives of the environment in which these goals are being used and
the services they aim to acquire. In this regard, requirements engineering is a solution to
deploying e-Health technological innovations and facilitating the successful provision
of healthcare services. According to Brooks [6], the hardest part of developing a
software application is deciding precisely what to build. Therefore, the key function that
software application developers perform for clients is the iterative extraction and
refinement of the product requirements engineering phase [182]. By undertaking
requirements engineering at an early phase of the software development life cycle, a
broad range of service-related requirements can be produced and fashioned as a priority
in developing the service [175]. As noted previously, identifying and matching all
system and stakeholder requirements is highly recommended, and this is the main
concern of requirements engineering.
It is widely accepted that business goals can play a pivotal role in capturing the
details of e-system requirements engineering [183]. As a software system, e-Health
exists to fulfil the goals of stakeholders such as societies, patients, professionals, health
organisations and governments. Articulating these goals can significantly help in the
requirements engineering phase. Bass and Clements (2011) identified that software
systems are erected to fulfil business goals [184]. However, defining e-Health business
goals is not easy. First, e-Health systems have multiple health processes, and
stakeholders come from different backgrounds and have distinct goals. Second, some eHealth goals are not explicitly articulated and must be actively derived. Third, the initial
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statements of some e-Health goals are unreasonable in their strictness and need to
inherit subgoals.
This chapter presents a requirements derivation methodology based on
modelling and analysing health processes and goals in the context of developing a
suitable e-Health system. It also aims to present a comprehensive understanding of the
e-Health environment and to answer the following questions:


Is modelling health processes and health business goals prior to deriving eHealth system requirements useful for developing an e-Health system according
to a health organisation’s expectations?



How are e-Health system requirements derived from the e-Health environment?
The health process of routine patient consultation visit to a healthcare center

(RPCV) has been used to validate each step of the approach and to ensure the
development of an e-Health system that successfully fulfils the needs of the health
business.

3.2

The context of the work
This chapter presents an approach for modelling and analysing an e-Health

environment, health processes and goals to develop a suitable e-Health system that
meets a health organisation’s needs effectively. Therefore, it is important to describe the
theoretical concepts of both the e-Health environment and requirements engineering
prior to considering the e-Health system requirements.
3.2.1 Understanding the e-Health environment
Since the early 1990s, the e-Health field has faced rapid changes in terms of
technology, the environment and societal expectations. Such changes are considered a
major issue that can negatively affect the performance of e-Health systems. These rapid
deviations in technology and expectations arguably lead e-Health innovation to be
driven through technology rather than value creation. To compete in this environment, a
strong and comprehensive understanding of the e-Health environment is required. As
indicated in [30], understanding the e-Health environment perspectives as well as its
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potential, is critically important when preparing to work in the field. However, the
literature indicates that the e-Health environment and health business goals in the
context of requirements engineering have not yet been studied in depth. Software
developers must have a clear understanding of the e-Health environment and the goals
of health organisations in order to build an efficient e-Health system that focuses on
value creation, rather than technology. Moreover, this method may help in changing the
perspective of e-Health research from ex-post to ex-ante, which is lacking in many of
today’s e-Health innovations [9, 126].
Following a comprehensive literature review on e-Health systems requirements
[9, 17, 19, 185], it was determined that requirements engineering in the context of
health processes and health business goals has not yet been studied in depth. Towards
filling this gap, a clear vision of the concept of goal-oriented requirements engineering
and its approaches needs to be outlined, and this is the focus of the next section.
3.2.2 Goal-oriented requirements engineering
Broadly speaking, requirements engineering refers to the branch of software
engineering that concerns the process of discovering, documenting and maintaining the
purpose of a software system by identifying stakeholders and their needs in a form that
is amenable to analysis, communication and subsequent implementation [175]. Zave
[186] provided one of the clearest and most cited explanations of requirements
engineering, which highlights the importance of the main three axes of requirements
engineering: real-world goals, functions and constraints. In the requirements
engineering field, these axes motivate the development of a software system that
presents the ‘why’ and the ‘what’ of a system. The definition provides a basis for
analysing requirements, validating these as the values stakeholders want, defining what
software designers ought to build and verifying that they have done so properly upon
delivery. Moreover, requirements engineering is a function that must address the
contextual goals: why the software is needed, the functionalities that the software must
accomplish to achieve these goals and the restrictions on how they can be designed and
implemented [187]. Therefore, software goals must be understood within the
requirements engineering process of goal-oriented requirements engineering.

52

Chapter 3 - Health Process Modelling and Analysis for E-Health System Development
Although there is no one definition of the requirements engineering process,
many works have agreed on four common tasks that are performed by requirements
engineering processes [175, 188-190]:


requirements derivation (elicitation)



requirements negotiation



requirements specification



requirements validation.
Deriving the requirements of a software system is a main task that requires and

understanding of the environment and the software situation. It involves recognising
how the system aims to improve a situation and describing the developing system’s
needs [175]. Requirements derivation includes activities that enable the understanding
of goals, objectives and motives for constructing a proposed software system. It also
includes categorising the requirements that the resulting system must satisfy to achieve
these goals.
Goal-oriented approaches for requirements engineering
Business goal modelling has been proposed in the course of requirements
engineering with the purpose of understanding the current organisational situation. In
terms of requirements derivation, many goal-oriented approaches have been proposed to
describe current organisational behaviour by representing the goals of individuals,
groups and organisations. Some of the most common approaches are i*, EKD, goalbased workflow and the GOMS model.
The i* approach [191-194] describes the organisation of work in terms of the
dependency relationships among actors. This approach assumes that actors have the
right to act within social constraints. This means that they have their own goals and
beliefs that all connect to each other. The approach specifically embeds intentional
components into dependencies between actors, through which they all aim to achieve
goals, accomplish tasks, produce resources and satisfy soft goals (non-functional
requirements).
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In the EKD approach [195-198], a business enterprise is defined as a network of
connected business processes that cooperatively realise business goals. The approach
uses a network of goals to extract the causal structure of an enterprise in terms of the
goals–means relationship from the intentional objectives that control and administer the
system’s operations to the real physical enterprise processes and activities available for
attaining those objectives.
The goal-based workflow approach [199] presents the organisation as a set of
goals (G), actors (A) and resources (R). In this approach, goals are attained by the
collaborative actions of actors using available resources. The focus in this approach is
on people and goals, rather than on procedures and activities.
In the GOMS approach [200], a goal is perceived as an external task and the
state of a system that the stakeholders wish to achieve. Generally, a goal is achieved
using a device that has the ability to change the system to the defined desired state. A
task, known as an internal task, is defined as the activity required or believed to be
required to achieve a goal using a particular device. It is an organised set of activities in
which actions are completed in a sequence. An action is defined as a task that does not
involve problem solving or control structure components.
In the context of e-Health systems, the methodologies outlined have drawbacks.
The first and main drawback of the abovementioned approaches is that all demonstrate
the relationship between actors, activities and tasks in a completely business-driven
way. Therefore, it is important to understand an e-Health environment from the health
business perspective prior to developing a system for a health organisation. The second
is that health business goals and objectives are complex. For this reason, goals are
embedded in the health process and need to be extracted after modelling the process,
and the combination of subgoals requires exploration before goals can be completely
analysed. The third drawback is that, considering the dynamic environments that
characterise e-Health innovation and the direct association with the rapid expansion of
ICTs, these approaches are not efficient because they are time consuming. The fourth is
that developing a suitable system that meets health organisation needs and requirements
on time is only possible when the e-Health environment can be understood.
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3.3

The proposed methodology
Over the past decade, e-Health innovations have been applied to develop and

organise new ways of providing efficient healthcare services and to improve the quality
of healthcare delivered to people. Such innovations need to be created from the initial
requirements and values of a health organisation by understanding the e-Health
environment, health process and its associated health business goals, and how
healthcare services are designed, offered and utilised. However, developing an e-Health
system that meets the needs of a health organisation effectively is always a challenging
task. In addition to understanding the e-Health environment, health processes and
activities must be considered before commencing the development phase of an e-Health
system. Therefore, health process and goal modelling is required before system
implementation to ensure the provision of appropriate e-Health services.
The methodology used in this study aims to aid e-Health system developers in
understanding the e-Health environment and in driving the system requirements from
the health process and organisational goals. Our proposed methodology is derived based
on a well accepted Business and IT alignment framework proposed by Ullah and Lie
(2011) [26]. The proposed methodology involves a clear understanding of e-Health
environments in order to model health processes and extract the associated goals
efficiently, to derive e-Health system requirements. The methodology is divided into
two main phases, as illustrated in Figure 3.1.
The first phase of the proposed methodology focuses on understanding the eHealth environment from the perspective of the health business. The phase is
categorised into three main levels: health organisation, health business strategy and
health business infrastructure. Level 1 (health organisation) demonstrates the decision
level of a health business and details the objectives, available resources, executives and
aims of the organisation in conducting an e-Health system. Level 2 (health business
strategy) ensures a responsive health strategy and plan for the e-Health system, and
leads to planning with the involvement of major stakeholders and sectors. This level
describes the strategy of the health business in the form of goals, vision, evaluation and
targets of the health strategy. Level 3 (health business infrastructure) is the operational
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level, which forms the foundation for e-Health services and information exchange
across geographical and health sector boundaries. This includes the core services,
physical infrastructure, processes and activities.
Phase 2 of the methodology describes the method of modelling health processes
to extract, model and analyse health business goals in the context of e-Health system
requirements. This phase describes how to obtain e-Health system requirements from
the health business goals that were extracted by modelling the health process based on
the comprehensive understanding of the e-Health environment gained in Phase 1.
Further, the phase starts by modelling the health process. Four stages are then
conducted: extracting health business goals, modelling health business goals, analysing
health business goals and deriving e-Health system requirements.
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3.4

Modelling an e-Health environment
The first phase of the proposed methodology aims to enhance the ability of e-

Health system developers to drive the system requirements based on a clear
understanding of the e-Health environment. An e-Health environment consists of three
levels: the decision level, the managerial level and the operational level. These are the
three main levels of any health business, and all three must be modelled to achieve this
aim. These levels represent the health organisation as a whole, the health business
strategy and the health business infrastructure, respectively.
3.4.1 Health organisation
The health organisation level, which describes the actors, roles, interactions and
value activities, is vital for encouraging logical thinking about how viable services can
be provided and managed. This level also helps to determine organisational roles and
responsibilities, as shown in Figure 3.1. Moreover, the ability of the organisation to
deliver the proposed e-Health services is discussed at this level.
The proposed methodology describes health organisations in the form of
organisational objectives, resources, executives and aims. In an e-Health environment,
these four components are required to determine the health organisation’s purpose and
goals in developing an e-Health system. The organisational objectives represent what
the organisation aims to deliver by meeting general healthcare objectives, and this
context will help shape the vision of what can be achieved. Aligning these objectives
with the available resources is an important task that must be managed by the
organisation. For example, an organisation that is just beginning e-Health deployment
may focus on a limited set of objectives based on the available resources. Attaining this
level in a health organisation requires a clear description of its actors and managing
roles, represented as ‘executives’ in the methodology. Finally, the aim of the
organisation must be considered to determine what the organisation is willing to
accomplish in terms of e-Health services. This component is extremely significant for
executives, to ensure timely intervention when there is divergence between actual
outcomes and aims.
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3.4.2 Health business strategy
The health business strategy level refers to the direction and scope of a health
organisation over the long or short term, and benefits the organisation through achieving
aims and meeting the expectations of stakeholders. Health business strategy
encompasses several components that collaborate to demonstrate the health
organisation’s plan. These components include direction, whereby the health
organisation is working towards long-term goals; scope, which determines the
competitive environment and the activities involved; and advantage (performance),
which describes how the planned strategy will obtain better services that meet
stakeholder expectations. Health business strategy also involves the organisational
resources and environment, as well as the organisational stakeholders.
The proposed methodology expresses health business strategy in terms of health
business goals, vision, evaluation and targets. Health business strategy in the context of
the e-Health environment identifies indicative goals and targets for the advancement of
e-Health adoption by consumers, care providers, healthcare managers and vendors over
a long-term plan. These targets and goals need to be identified clearly to determine why
the organisation process exists and how the organisation’s mission statement can be
fulfilled. A health organisation’s vision emerges from rationalising why an advantage is
needed and how the organisation’s resources will be used to respond to the priority
goals and challenges. It outlines the organisation’s direction in terms of healthcare and
how the available resources will help it to arrive there. Finally, the evaluation level is
extremely significant in demonstrating how the success of the e-Health plan will be
measured. A well-structured evaluation method determines overall organisational
performance (for example, does the organisation provide better healthcare services that
meet the organisation’s vision and the stakeholders’ expectations through the developed
e-Health system?).
3.4.3 Health business infrastructure
After defining and developing the health business strategy, it is important to
model health business infrastructure to define and link the basic elements that support
the health business goals and objectives. This level ensures that the proposed e-Health
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services and their purpose are discussed; it also ensures the availability of the required
physical components in each single health process in relation to the healthcare
information flows that currently exist or are being implemented within the same health
sector. This level also examines the ICT capabilities required to deliver the proposed eHealth services to consumers and the extent to which these capabilities exist in the
current healthcare application and products. These constituents demonstrate the activity
vision of the organisation, which fulfils the organisation’s mission statement.
The health business infrastructure level in the proposed methodology is
expressed using four submodels: core services, physical infrastructure, processes and
activities. The first submodel, core services, demonstrates the importance of the
organisation’s proposed e-Health services, including as regards the actors involved in
these services and their beneficiaries. It also discusses the healthcare and technical
challenges that these services will attempt to address and resolve. To this end, it is
important to determine the physical infrastructure and processes involved in each one of
these services. The physical infrastructure and process submodels indicate how
advanced the health organisation is in adopting ICT and providing e-Health services.
Further, these submodels examine the ability of the existing infrastructure components
to scale up to support broader health sector use. Finally, it is important to identify the
activities required to deliver the outputs of a particular e-Health service. Defining
activities will enable the determination of resources and funding requirements.

3.5

Health process modelling and derivation of e-Health system
requirements
After defining and developing the e-Health environment, including the three

main levels of the health business—the health organisation, health business strategy and
health business infrastructure—it is essential to define and link the basic elements that
support health business goals and objectives. Health process is the entity that deals with
all of the elements that meet the health business objectives, including the main
activities, physical components and people of a healthcare service. Modelling the health
process is a major step towards deriving e-Health system requirements from the health
business goals and objectives. It demonstrates how health business goals can be
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achieved using a real-environment scenario [15]. At this stage, the interior relationships
among the core services, activities, tasks and people involved in reaching the goals of a
health business are described, thus simplifying the task of deriving e-Health system
requirements.
During this process, Business Process Modelling Notation (BPMN) [201, 202]
was used to model the process of a healthcare scenario. BPMN was developed by the
Business Process Management Initiative group and is widely recognised by business
analysts and software developers. For software developers, BPMN simplifies the
mission of understanding business activity flows and processes through simple
diagrams that are constructed from a limited set of standard notations. It is considered a
standard modelling language that bridges the gap between the business model and the
development process.
An RPCV was used as the health process to be modelled to validate the steps of
the proposed methodology. The Australian healthcare system is considered one of the
best in the world, and the health process presented here is based on the Australian eHealth record project (eHealth). This project aims to improve the sharing of clinical
information between HCPs to deliver a more comprehensive and efficient e-Health
system. The health process was taken from the clinical scenarios available for
healthcare professionals in the eHealth learning centre [203].
The RPCV was implemented using BPMN, as shown in Figure 3.2. The primary
goal at this stage was to describe the main activities that occur during a normal patient
consultation at a health organisation and how e-Health can be implemented to achieve
organisational goals and objectives. The patient consultation process was divided into
four different phases: registration and doctor allocation, consultation, further
examination and discharge. In the first phase, the HCP system retrieves the patient’s
data, if the patient is already registered in the system, or registers the patient as a new
patient. It then allocates a doctor based on availability. In the second phase, the doctor
undertakes the clinical examination with complete access to the patient’s medical
records, including his or her medical history, laboratory results, prescriptions and
referrals. This ensures that the doctor has a complete understanding of the patient’s
condition. In the third phase, patient referrals are given if further examination is
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required. This includes referrals to other healthcare professionals or departments, such
as X-ray or blood collection clinics, and to medication departments for necessary
medication after validating patient information, such as allergies. In the fourth phase,
the administrator discharges the patient after organising a follow-up visit if required and
finalising the payment method. The health process shows how the e-Health system will
improve access to healthcare information and the ability of healthcare professionals to
share information. Moreover, it illustrates how clinical practices may be enhanced once
the e-Health system is widely adopted and integrated with other existing healthcare
systems.
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3.5.1 Health business goals extraction and modelling
The distributional characteristic of e-Health systems and the interactions
between different components are the main explanations for the dynamicity of the eHealth environment. E-Health systems include software, devices and ICT, as well as
many stakeholders with different technical skills and capabilities. In terms of health
business goals extraction, modelling and analysis, this variety of components and
stakeholders renders e-Health system activities more complex and the goals more
changeable. Consequently, the method of modelling and analysis must be flexible
enough to ensure the effective management of the rapidly changing processes and goals.
Goal modelling is one of the most accurate methods of deriving system
requirements. It shows how different requirements can be implemented through each
process to achieve the proposed goals. As indicated in many studies [204-206], business
goals can play a critical role in sustaining requirements engineering processes, including
requirements elicitation, requirements negotiation, requirements specification and
requirements validation. Moreover, a single business goal can carry more than one
subgoal that needs to be explored for complete implementation.
A process is a prearranged set of activities—a collection of partially ordered
steps destined to reach a goal [207]. It has the capability to identify the health
organisation responses to each situation, and describe how goals are to be reached or
maintained [15]. In the case presented here, the health process goals express the health
business goals and objectives that must be met. The proposed methodology uses goal
and task concepts to model the health processes and to extract goals from it, as well as
to analyse these goals towards deriving the e-Health system requirements. The
methodology makes use of the goal tree concept to extract, model and analyse the health
business goals based on the anticipated scenario. The goal tree is a graphical
representation of the reduction of main goals and subgoals and is one of the most
commonly used methods for representing goal models before deriving and identifying
system requirements [189]. The goal tree diagram for the anticipated health process is
shown in Figure 3.3, in which circles are used to represent goals and rectangles to
indicate tasks that need to be performed in relation to those goals. The main activities in
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modelling the health business goals, according to the undertaken scenario, are
refinement and abstraction of the interior processes to accomplish the proposed
healthcare service. The goal tree diagram shows the manner in which each one of these
processes is performed and why this is so.
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Figure 3.3: Goal tree for the RPCV

3.5.2 Health business goals analysis
After the health process goal tree has been finalised, the goals are analysed to
obtain valid e-Health system requirements that answer the following questions:


Who are the system’s beneficiaries (that is, the stakeholders)?



What is the need for this system?



What other technical and human components should be included in the system?



When and where is the system needed?
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At this stage, technology analysts examine the goal and then label the leaf
elements of the goal tree according to the nature of the goal and its corresponding tasks.
If the technology analyst believes a particular goal or task cannot be automated, he or
she marks it with a cross. After the goal analysis process has been completed, the goals
and tasks that were marked with a cross are removed from the goal tree diagram. The
goal tree diagram is then converted into a Unified Modelling Language (UML) state
chart that presents a true picture of the system requirements derivation. Figure 3.4
shows the analysis of the goal tree for the undertaken health process. It highlights the
set of goals that must be implemented manually, such as clinical examination and blood
tests. The remaining goals have been converted into a UML state diagram (see Figure
3.5) to present the exact vision of the system requirements, as detailed in the next
section.
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3.5.3 E-Health system requirements derivation
An absence of requirements engineering techniques that efficiently deal with the
characteristics of the e-Health environment and a lack of business knowledge among eHealth system developers render the process of developing an e-Health system that is in
accordance with health organisation demands a challenging task [18][20-21].
Disregarding this task may negatively affect the performance of an e-Health system.
Therefore, it is important that requirements derivation is done prior to the development
phase of an e-Health system and is based on a comprehensive understanding of the eHealth environment and health business goals associated with the health process.
In the proposed methodology, after the health process goal tree has been
finalised, the UML state charts are generated from the analysed goal tree. Figure 3.5
demonstrates how an e-Health system developer generates the health-process-related eHealth system requirements using a UML state chart. A total of seven actors are
involved in generating the state chart: the patient, regular HCP system, medical staff,
other

health

professional/examination

department,

community

pharmacist,

administration and medical record. The patient is someone who visits the medical centre
for a normal consultation. The regular HCP system represents the medical centre
administration system and is responsible for accessing patient files or registering new
patients. Medical staff includes doctors and nurses who examine the patient, and other
health professional/examination departments are other professionals who may need to
check the patient for a second opinion or any other examination departments that
provide further examination. The community pharmacist assists patients with
medication, and the administration is the actor responsible for discharging the patient
after organising the next appointment and payment. The medical record contains the
complete medical record of the patient and can be accessed by the doctor and other
medical departments.
The UML state chart allows the systems analyst to modify any requirement
packages at any stage of the state chart to eliminate ambiguity. Systems analysts collect
the e-Health system task/processes state charts into one package and send this to the
developers for completion. E-Health system developers first check the package to see
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whether it contains any conflicts or duplications, or any non-automated tasks. If it does,
the developer sends the package back to the systems analyst for further modification. If
there is no error, the state chart package will be implemented. At this stage, the state
chart diagram clearly depicts the health business goals, the required actions and the way
in which e-Health services that achieve those goals can be carried out. This positively
influences the development of a successful e-Health system.
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Figure 3.5: Extracting system requirements from RPCV

3.6

Implications
The proposed methodology steps were validated successfully with a real health

process. Two major implications can be derived for e-Health researchers, e-Health
systems and health business analysts. First, this chapter presents a method of enhancing
e-Health systems by modelling and analysing health processes to derive e-Health
system requirements. It draws the researcher’s attention to deriving the e-Health system
requirements according to the health business goals that are implicated in each health
process. The methodology shows how modelling the e-Health environment in the
context of a health business can lead to a better understanding of healthcare values and
goals that aim to enhance the provision of healthcare services through the adoption of
an e-Health system.
68

Chapter 3 - Health Process Modelling and Analysis for E-Health System Development
Second, understanding and deriving e-Health systems requirements is difficult
because of the complexity of health business goals and processes; one health process
can carry several goals and every goal is associated with others. This proposed
methodology defines how each health process can be considered and the associated
health business goals can be extracted, modelled and analysed before the e-Health
system development phase commences. This enables health processes and e-Health
system requirements specifications to be modelled more accurately.

3.7

Summary
This chapter presented an approach to modelling and analysing an e-Health

environment, health processes and the associated health business goals to derive eHealth system requirements to develop a suitable e-Health system. This approach was
structured in two stages: Stage 1 explained how to model and analyse the e-Health
environment in the context of a health business, which includes the health organisation,
business strategy and infrastructure, and Stage 2 explains how to model and analyse
health processes and the associated health business goals to derive valid e-Health
system requirements. This stage includes modelling health processes using BPMN, then
extracting, modelling and analysing goals using a goal tree diagram, and, finally,
extracting system requirements from the health business goals associated with the health
process using UML state charts. The steps of the proposed methodology were
effectively implemented and tested against a real health process, bringing the following
benefits to health organisations: helping e-Health system developers to identify health
business goals and associated subgoals, and allowing e-Health system developers to
implement the system according to the health organisation’s expectations.
However, the presented approach has several limitations. First, it is limited to
the validation of only one health process, so it needs to be authenticated using different
health processes that address different health problems. This is because health business
goals vary across healthcare processes. Second, the proposed methodology does not
explain how to extract and ensure the completeness of the health process prior to
implementing the methodology. Third, the approach manually models and analyses
health processes and associated goals; however, processes and goals are highly dynamic
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in an environment such as e-Health. Therefore, the management of modelling and
analysis health processes and goals needs to be automated.
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Chapter 4. Automated Approach to
Modelling and Analysing Health
Processes for E-Health System
Development
The previous chapter presented a manual approach to modelling and
analysing an e-Health environment, health processes and the associated
health business goals to derive e-Health system requirements for developing
a suitable e-Health system. However, health processes and goals are highly
dynamic in an environment such as e-Health. In this chapter, with a view to
overcoming this dynamicity that characterises the e-Health environment, we
extend the methodology in Chapter 3 and develop an automated approach
to modelling and analysing health process and obtaining e-Health system
requirements. The proposed approach aims to reduce human effort in
achieving timely delivery of an e-Health system and, consequently, enhance
the evolution of the e-Health arena.
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4.1

Introduction
Rising expectations of emerging e-Health systems means that extensive research

is needed to address various issues in requirements engineering, specifically those
regarding health business goals and objectives [208, 209]. Requirements engineering is
one of the most effective ways of achieving the successful development of an e-Health
system that meets both organisational expectations and health business goals and
objectives. Moreover, in recent years, because requirements derivation corresponds
naturally to the business process of the intended system, business processes have been
introduced to software engineering, in particular, for early requirements modelling, and
business processes are now considered starting points for deriving software
requirements [210, 211]. It has been proven that business process models are valuable
foundations for requirements derivation [212]. Because the e-Health system
development depends on the quality of requirement specifications, modelling and
analysing health processes is critical for requirements derivation. Health process
modelling and analysis can play a pivotal role in capturing the details of the health
organisation expectations and health business goals, which is important for obtaining
suitable e-Health systems requirements.
However, for e-Health system developers, the rapid development of the e-Health
environment brings serious challenges in modelling and analysis of health processes. A
key challenge is obtaining system requirements that meet the modern health
organisation’s expectations against a backdrop of continuous change. Therefore,
because it is time consuming, a manual modelling and analysis technique may not be
effective in an environment such as e-Health. Generally, requirements engineering tasks
in an environment such as that of e-Health need to be automated to manage the rapid
changes in processes, goals and objectives.
The previous chapter (Chapter 3) proposed a methodology that manually models
and analyses health processes and its associated goals to derive e-Health system
requirements. The aim of the methodology is to help e-Health system developers to
understand the e-Health environment and drive system requirements better through
awareness of the goals and activities associated with health processes. However, one of
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the main limitations of manual modelling and analysis is that they do not support the
dynamic characteristics of an e-Health environment. The approach presented in this
chapter aims to overcome this limitation.
Modelling health processes automatically means using information systems to
manage, tie together, coordinate, clarify and monitor the flow of the health process
subgoals that the health organisation wants to achieve. This chapter presents an
automatic approach to the methodology of modelling and analysis of the health process
described in Chapter 3. Two main elements are involved: first, automatic analysis of
UML sequence diagrams (SDs) to resolve errors or conflicts among proposed health
processes and, second, automatically generated UML state diagrams that represent a
true picture of the health process and its relationship to the health business goals, and
explain the system’s goal and how it should be achieved.

4.2

Automated approach to deriving e-Health system requirements
from health processes
In e-Health system development projects, because the information system is

complex, a great number of unstructured tasks and processes become available, and
they must be analysed so they can be transformed into structured requirements [213].
This process of requirements derivation is time consuming and error prone when
performed manually by a requirements engineer. This chapter proposes an automatic
methodology to analyse health processes and derive the e-Health system requirements
from the health process. The aim of the proposed methodology is to model and analyse
health processes automatically, to provide assistance to e-Health system developers in
developing intended systems according to current requirements driven by the health
organisation’s expectations. This will efficiently improve the optimisation level of
extracted requirements by being process oriented and meeting modern health business
goals and objectives.
With a view to overcoming the dynamicity that characterises the e-Health
environment, the proposed methodology aims to provide e-Health system developers
with an automated way of modelling and analysing health processes and their associated
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goals. This can greatly reduce human effort in achieving timely delivery of an e-Health
system and, consequently, clearly enhance the evolution of the e-Health arena. It will
enable management of the rapid change that characterises e-Health environments.
Moreover, because health processes and goals vary from one scenario to another and
from one region to another, the automatic technique will allow systems analysts to
model and analyse health processes and business goals in different environments to
extract the exact requirements and ensure their validation in different e-Health
scenarios.
The proposed methodology is divided into two tiers, as shown in Figure 4.1. The
first tier discusses the e-Health environment in the form of a health process, in relation
to the health business strategy specification and infrastructure of a health organisation.
The concept of this tier was defined in Chapter 3.
The second tier describes in four phases the automatic method of modelling and
analysing health processes to extract e-Health system requirements. In the first phase,
the health process is translated into a UML SD. This is the IT analyst’s task and needs
to be done manually. The UML SD allows analysts to explore detailed information on
the chosen health process. The second phase illustrates the SD data into a loosely
coupled format called Extensible Markup Language (XML) Metadata Interchange
(XMI), so that the information can be mapped and similar elements can be grouped.
XMI is an Object Management Group approach to exchanging metadata through XML.
The third phase involves analysing the health process to clarify and resolve conflicts
between process-related activities, that is, generating UML state chart in XMI format.
Finally, in the fourth phase, the UML state chart is converted from XMI format into a
graph to clarify the health process in terms of e-Health system requirements for system
developers.
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Figure 4.1: The proposed approach to modelling and analysing health processes automatically

4.3

Tier 1: E-Health environment
The e-Health environment, as mentioned before, is highly changeable because of

the variety of stakeholders, scenarios and ICTs involved. This variation of human and
technical components creates a challenge to managing the goals and objectives behind
the health business. This characteristic means that goals associated with each health
process are changeable and difficult to manage. However, understanding the e-Health
environment in terms of health business goals, subgoals and activities that relate to each
health process/scenario is one of the best methods for managing health business goals
and extracting e-Health system requirements. Without a clear understanding of the eHealth environment and its processes and goals, deriving e-Health system requirements
presents challenges. Consequently, as discussed in Chapter 3, the first tier of the
approach proposed here concerns detailed specifications of modelling the e-Health
environment, including strategy and infrastructure.

4.4

Tier 2: Automated e-Health system requirement derivation
The importance of requirements derivation as the first phase of the software life

cycle is becoming increasingly prominent. However, software analysts are specifically
concerned with how quickly and accurately system requirements can be derived. Their
main goal has long been to automate the process of requirements derivation to improve
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time efficiency. The focus of this activity has been on improving and partially
automating the function of modelling and analysing business processes in different
scenarios and environments. This must be done by a requirements engineer, and by
generating mostly autonomous algorithms that extract requirements from a business
process, as well as from requirements compilations and patterns. In an e-Health system,
where business goals and processes rapidly change, this goal has become ultracritical.
The second tier of the approach contributes to this aim by proposing an
automated e-Health requirements derivation approach based on health process
modelling and analysis. This tier involves a number of processing units (organised in a
pipelined architecture) to analyse a complex health process. The automated e-Health
system requirements derivation tier manages the health process in four main phases:
translation, conversion, analysis and derivation. This produces the e-Health system
requirements in the form of a UML state chart. The following subsection discusses each
one of these phases.
4.4.1 Translation of a health process
Once it has been decided which health process to model and to analyse, the
proposed methodology first requires this process to be translated into an SD. In this
chapter, the RPCV outlined in Chapter 3 serves as the health process (see Figure 3.2).
Four steps are required to translate the chosen health process into a UML SD, according
to the proposed methodology:


identification of the health process task and subtasks



identification of the participating objects



identification of the message sender and receiver



identification of alternative ways of sending and receiving messages.
In the first step, the chosen health process is translated into a UML SD initially

by identifying tasks and subtasks. This step allows the system developer to gain a true
picture of the tasks that will be involved in the e-Health system. The second step aims to
determine which stakeholders are involved in the health process, and the third step
ensures accuracy between the developments of each component of the system by using
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the SD to introduce classes that work as parent methods, whereby messages travel
between them. These classes may also be called the message sender, where the message
is initiated, and the receiver, where the message ends. In the fourth step, a unique
identification (parameter) is assigned to each component when a desired health process
is to be converted into a message of the SD. Consequently, a condition expression can
be used to represent alternative ways of ending the message with the help of the
message’s identification number (ID). The SD in Figure 4.2 shows how the RPCV was
translated into a UML SD.
4.4.2 Conversion of a health process
To analyse the health process that has been presented as a UML SD, it is critical
to convert it into a format that can be easily managed and compiled automatically. This
step makes it easier to apply different conditions and distinguish between similar
subtasks of the health process. After translating the health process into a valid UML SD,
this diagram must be converted into XMI format [214]. In XMI file format, each class
or interaction message of the SD has a unique ID, which will greatly simplify the
analysis phase. In this study, the ArgoUML tool has been used to draw and convert the
SD into XMI format. ArgoUML is an open-source application used to model UML
diagrams and is implemented in Java and distributed under the Berkeley Source
Distribution licence. One of the main features of ArgoUML is that it is available on any
platform supported by Java.
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Figure 4.2: The process of RPCV in a sequence diagram

4.4.3 Analysis of a health process using XMI format
The health process analysis phase is used to obtain a systematic and detailed
understanding of the health process according to the health business goals. This phase
aims to explain the functionality of the process by analysing its activities, and resolving
errors and conflicts to reduce it into separate system requirements. These requirements
are then categorised, re-examined and decided on. The key goal of health process
analysis is to generate a thorough functional specification of the process, defining the
complete set of system abilities to be developed, along with supplementary data and
procedure models that demonstrate the information to be supervised and the processes
to be maintained by the new e-Health system. The functional specification continues
throughout the system development life cycle and during the phase of system
requirements identification.
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Table 4.1: Automated health process analysis
1. Lode and Read the health process sequence diagram XMI;
2. Let HPSD is a valid sequence diagram in the form of XMI and E is the element of the SD;
3. Let VSs and VIMs are the lists of valid states and valid interaction messages;
4. For each element Ei in the HPSD file, Ei ∈ HPSD do
// finding valid states from the sequence diagram
5.
If Ei has ‘UML:ClassifireRole’ then
6.
If Ei has name and ID then
7.
If Ei does not exist in VSs then
8.
Write Ei as new state in VSs including name and ID;
9.
else
10.
State error ‘duplicate class in the sequence diagram’;
11.
end If;
12.
end If;
13. end If;

15.
16
17.
18.
19.
20.
21.
22.
23.
24.
25.

// finding valid interaction messages from the sequence
If Ei has ‘UML:interaction.message’ then
If Ei has name and ID then
If Ei sender’s and reciver’s IDs exist in VSs list then
If Ei does not exist in VIMs list then
Write Ei as new interaction message in VIMs including name, sender, and reciver;
else
State error ‘invalid interaction message in the in the sequence diagram’;
end If;
end If;
end If;
end If;

26. end For;

Once the SD of the health process has been converted into XMI format, it is
analysed using Algorithm 1, shown in Table 4.1. The algorithm describes in detail how
the health process is analysed by taking a valid XMI file as an input and using a parser
to extract the necessary information. Based on the current value of the parser, Algorithm
1 decides which information is extracted at the time. Because the XMI file represents
the SD of the health process, two main objects are important: ‘UML:ClassifierRole’ and
‘UML:Interaction.message’. Each of these objects represents different information. If
the parser becomes equal to the ‘UML:ClassifierRole’ object, it extracts the classifier
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name and ID, where the classifier is the content of the XMI, which is used to represent
the class name of the UML SD. If the parser is equal to the ‘UML:Interaction.message’
object, it extracts the child elements of the classes, where interaction.message is the
message between the two classes.
However, to analyse the SD-related activities, identifying conflicts or errors
between the classes and interactions of the SDs is essential. If any duplication is found
among classes or interactions, the program resolves it automatically. In another words,
let SD, which represents the health process, be represented as follows:

(1)

In Equation 1, the IMi are interaction messages between SD classes and D ,
D are the classes of the SD immediately before and after the interaction message IMi
is executed. The sender and receiver are denoted by M
M

and

respectively. D will be used as a notational expediency to indicate

either D or D . D

is the Kth element of the class D

will indicate the name of

the message connected with position K in the interaction message. The initial SD
classes are attained directly from the message specification. If M has precondition
, then suppose D
D

:

. Otherwise, D

:

, and if M has precondition
D

, suppose

Because each message among the SD

classes is precise independently, the initial SD classes and their messages will contain
many unknown values. This can be done in two ways. The first is amalgamation: two
SD classes or interaction messages D and D (

j) are supposed to be the same if they

are amalgamated, for instance, there exists an elements assignment
D . The second is the frame axiom: for each j, if D
D

D

and if D

then suppose D

such as
i

D

then suppose

D

Of course, this assumes that there are no unknown side effects within the
messages of the SD classes. These two approaches allow the systems analysts to detect
a conflict between the SD classes and their interaction messages. A conflict is detected
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if the SD contains duplication classes or interaction messages. All detected conflicts
must be resolved by the analysts, and the algorithm needs to start again. At this stage,
the health process is clear and a list of the valid classes with their interaction messages
is ready to be translated into the UML state chart. Figure 4.3 presents an excerpt of the
SD of the RPCV in the form of XMI, in which each class or message of the SD has
been assigned a unique XMI ID.

Figure 4.3: XMI of the RPCV in sequence diagram
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4.4.4 Derivation of e-Health system requirements
The manual approach to modelling and analysing health processes to derive the
e-Health system requirements is a time-consuming task. This limitation negatively
influences the development of an accurate e-Health system to fulfil the expectations of
all stakeholders on time and completely. In the automated approach and after the health
process has been analysed using XMI format of the SD, the process is then converted
into the UML state charts. The UML state chart describes what needs to be included in
the health process from the viewpoint of the system developers. At this stage, the state
chart diagram will clearly answer the following critical questions from the viewpoint of
the e-Health systems analysts and developers: How can we define the health process
and its associated business goals prior to deriving the system requirements? How can
we develop a better understanding of how the health process functions? Is managing
continuous improvement in the health process possible? Finally, how can additional
health process activities be defined and put into operation quickly and easily? The
answer to all these questions positively influences the method of deriving e-Health
system requirements from the e-Health environment, particularly health processes that
alternately positively influence the development of e-Health systems according to health
organisation expectations.
Algorithm 2 (see Table 4.2) describes how the methodology converts SDs of the
health process into state charts. The state charts in Figure 4.4 give a true picture of the
proposed health process and the related e-Health system requirements. Figure 4.4 shows
how the proposed methodology converts the process of an RPCV from UML SD to
UML state charts. Figure 4.4 presents three different types of state charts at this stage,
each of which represents a different scenario of the proposed health process.
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Table 4.2: Automatic generation of state chart
1.

For each scenario in the health process do

2.
3.
4.
5.
6.
7.

// States
Let VSs is the valid list of states obtained from Algorithm 1;
Read VSs list,
For each property Si in the VSs, Si ∈ VSs do
Get Si name;
Draw Si as state in State chart file;
end for;

8.
9.
10.
11.
12.
13.
14.
15.

// interactions
Let VIMs is the valid list of interactions obtained in Algorthim 1;
Let SM is the name of sender;
Let RM is the name of reciver;
Read VIMs list
For each property Mi in the VIMs, Mi ∈ VIMs do
Get Mi’s sender SMi and receiver RMi;
Draw Mi as an interaction from SMi to RMi in State chart file;
end for;

16. end For;

Scenario 1 starts once the healthcare centre’s system registers the patient. The
system then checks the patient details, for example, health insurance details and
appointments. In addition, the healthcare system checks the availability of medical staff
based on the condition of the patient. If medical staff are unavailable, the system then
automatically advises the patient as to the next available appointment for a suitable
doctor through the administration actor. If the doctor is available, the consultation
proceeds until completion.
Scenario 2 starts once the system confirms the availability of medical staff to
assist the patient. The system then forwards the patient’s information to the doctor for
the clinical examination. During the consultation, the doctor has the opportunity to
access the patient’s medical record stored in the centralised medical record database.
This will enhance the doctor’s ability to understand the patient’s exact condition
through the historical information stored in the medical record database. After this
stage, the doctor can assist the patient with suitable medication according to his or her
condition. The prescription will then be available in the medication department, where
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the pharmacist can also access the medical record database and check the patient’s
medication history.
Scenario 3 starts once the doctor decides that the patient needs to undertake
some further examination. In some health conditions, the doctor advises the patient to
see other health professionals or undertake some examinations such as a blood test or
X-ray. In this case, the doctor refers the patient through the system and to other
departments by uploading the required examination record or notes. The health
professional or medical staff in the examination department can also access the patient’s
health records to view his or her medicines recorded on the shared health summary
uploaded by one of his or her previous regular doctors. The final stage of all scenarios is
the administration stage, when the patient is discharged and a follow-up visit is
organised.
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Figure 4.4: E-Health system requirements in the form of state chart
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4.4.5 Example
To summarise and combine the previously discussed steps involved in the
proposed methodology, Figure 4.5 represents a simple SD for a typical remote patient
monitoring process (RPMP). The SD represents three primary actors: the patient, the
remote monitoring management system (RMMS) that operates the RPMP solution and
an external HCP system. Typically, the RMMS checks the patient’s vital signs, for
example, blood pressure or glucose, several times per day. Once the RMMS aggregates
the vital signs and assessment data, it compares the values against a pre-established
reference range or threshold to identify readings that are out of normal range. If
necessary, a notification is generated to the HCP system, notifying medical staff of the
abnormal readings. Both normal and abnormal information is transmitted to the HCP
system. The medical staff review the information, make clinical notes, generate referrals
and modify treatment plans. The updated treatment plan is transmitted to the RMMS
and subsequently communicated to the patient and the patient’s local devices.
Patient
Remote Monitoring Management
System

Healthcare Provider System

Sensing patient vital signs

vital signs

Analysing vital signs
Alarts for abnormal value

Vital signs transmitted
Review patient vital signs

Updated treatment plan
conveyed to patient

Updated treatment plan

Modify treatment plan as necessary

Figure 4.5: The sequence diagram of RPMP
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For the first step in the proposed approach, the SD of the RPMP is generated
using the ArgoUML tool through the health process analysis tool, as shown in Figure
4.6. The ArgoUML tool allows the user to export the XMI of the desired SD with a
clear identification of the SD classes and interaction messages. For example, Figure 4.7
shows excerpts of the XMI of the RPMP SD. As shown in the figure, the program
separates the classes, interaction messages, and senders and receivers of the SD, and
assigns them a unique ID. For instance, the patient class in the RPMP sequence diagram
at Figure 4.7.A has the unique ID ‘0000000000000867’. In Figure 4.7.B, the interaction
message ‘Analysing vital signs’ is presented, which has the unique ID
‘0000000000000867’, where both of the sender and receiver of the message is the class
with the ID ‘000000000000086A’.

Figure 4.6: Generating the sequence diagram using Health Process Analysis Tool
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A: Patient class of RPMP in XMI format

B: Interaction message of RPMP in XMI format
Figure 4.7: XMI for the RPMP

Similarly, Figure 4.8 shows the analysed SD in terms of classes related to
messages and their unique IDs. The analysed sequence diagram (in XMI format) can be
seen clearly without the additional information and after validation against any error or
conflict. The analysed version of the sequence diagram also contains all possible
scenarios of the health process if any to be converted to UML stat charts as shown in
Figure 4.8.
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Figure 4.8:The analysed SD and UML state chart

4.5

Summary
This chapter presented the development of an automated approach to modelling

and analysing health processes and obtaining e-Health system requirements, with a view
to overcoming the dynamicity that characterises the e-Health environment. The
automated approach to modelling and analysing health processes and the associated
health business goals will assist system developers to develop more suitable e-Health
systems according to health organisation expectations. The technique was categorised
into two tiers; the first tier was discussed in depth in Chapter 3. The second tier was
further divided into four phases. Phase 1 translates the health process into a UML SD,
which identifies the associated health business goals. Phase 2 shows the conversion of
the health process from a UML SD to XMI set-up so that the health process can be
analysed. Phase 3 presents an analysis of the XMI format of the health process SD
conducted to obtain the UML state chart of the process in XMI set-up. Finally, Phase 4
presents the conversion of the state chart from XMI set-up to graph set-up. The four
phases of the proposed approach were validated using the process of the RPCV
presented in Chapter 3.
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Chapter 5. Managing Security Goals
and Requirements through Health
Process Model
In the context of developing a suitable and enhanced e-Health system,
managing e-Health-related security threats is a critical issue. In particular,
protecting running health processes and the related health organisation
resources is important to develop a more appropriate e-Health system that
meets the health organisation’s expectations efficiently and securely. While
Chapters 3 and 4 discussed a novel methodology of modelling and
analysing health processes with the aim of developing more suitable eHealth systems, however, both chapters raised a concern on how to protect
health processes and link/map security goals and requirements to them. In
this chapter a methodology to manage security goals and requirements in
the early stages of developing an e-Health system in relation to health
process modelling is proposed. The proposed methodology demonstrates
how to manage security goals and requirements using the health process
model so that health organisations, particularly in their health processes
and resources, can be protected from e-Health-related security threats.
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5.1

Introduction
Managing security-related issues in a health organisation is a challenging task.

Security management plays a vital role in the success of almost all components of the
health organisation, including its resources, and structuring and managing its data [215,
216]. Moreover, developing a successful e-Health system requires effective
management of the security goals and requirements within the health organisation. As
indicated in [217, 218], security problems have adversely affected the employment and
deployment of technology in both public and private health organisations. Ever since eHealth systems were first implemented, health organisation security has been
considered an important issue, especially in light of the fact that data managed in a
health organisation is deemed to consist of extremely sensitive information.
In the context of developing a secure e-Health system, the health process is
considered one of the most sensitive elements in terms of security and privacy in a
health organisation that is managed electronically [33]. Consequently, securing the
health process is paramount, and the challenge, in the real world, lies in how to carry
this principle through to the health organisation and e-Health system design and
implementation. In particular, protecting running processes and the related health
organisation resources is important for developing more appropriate e-Health systems to
meet the health organisation’s expectations efficiently and securely.
Chapters 3 and 4 discussed a novel methodology of modelling and analysing
health processes with the aim of developing more suitable e-Health systems that meet
health organisation goals and objectives. Both manual and automated approaches of the
proposed methodology were presented and validated. However, both chapters raised a
concern as to how to protect health processes and link/map security goals and
requirements to them. This chapter presents a proposal for a technique to manage
security goals and requirements in the early stages of developing an e-Health system in
relation to health process modelling. The chapter explains how to model and map the
security goals into a previously modelled health process that enhances the protection of
the health process itself and the related health organisation’s resources from different
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security threats. It also discusses how to derive the security requirements and analyses
risk associated with the health process at the e-Health system architecture level.

5.2

Motivation
Like other industries, healthcare has witnessed unprecedented, and mostly

positive, changes owing to the advent of ICT. While ICT has revolutionised healthcare
representation, its utilisation in the health sector has also created a health architecture
paradigm that has some sensitive security characteristics such as distribution,
component orientation, multi-tier architecture and multi-accessibility levels [28].
Notably, the emergence of a wide variety of ICTs has not brought e-Health closer to
securing health organisation resources or protecting data and patient privacy [219]. The
advancement in the usage of ICT in the health sector has increased security threats for
health organisations (particularly, for the health organisation’s resources and health
processes). For example, medical data in a health organisation is a security-sensitive
resource, which can be accessed by several departments of the health organisation
because of ICT capabilities. Therefore, these data need to be effectively secured against
any possible threat or security attack. For this reason, it is essential and worthwhile to
understand how to help health organisations protect their resources from the expected
threats and how to allow for a more holistic provision of security and privacy
protection.
In the healthcare sector, information security can be defined as the activities that
relate to the defence of the health organisational resources against the risk of loss,
misuse or damage [31, 34, 220]. Information security determines the level to which the
health organisation ensures that it is realistically managing these possible risks [216,
217]. Many information security approaches and mechanisms have been proposed to
realise trustworthy e-health solutions. Most of these approaches aim to ensure the
security of e-Health through the implementation of a set of controls, including
procedures, processes, policies, enterprise structure, software and hardware functions
[221-226].
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Despite the importance of secure e-Health systems and health organisation
resources, there has been very little discussion on the methods of managing e-Health
security-related issues in the early stages of developing an e-Health system, especially
in relation to health processes. To develop a suitable e-Health system based on the
health organisation’s expectations, related security goals need to be properly
recognised, mapped, examined and evaluated to ensure that both the security and the
health organisational objectives are met. These security goals must be comprehensively
integrated in the process to ensure the protection of health and ICT resources from
threats and risks.
Engineering security within the e-Health domain is a specialised area of concern
for both health organisations and e-Health systems analysts. If security is not a part of
the development life cycle of the e-Health system, the quality of the developed system
can be affected. In addition, e-Health system requirements engineering and managing
security issues are both important parts of software engineering, and failure of these can
result in the failure of the system [227].

5.3

Background
To fulfil the aim of this chapter, the i* framework [191, 193] was used in

modelling the health process and in mapping the security goals. The i* framework is a
well-accepted framework for modelling and identifying security goals and objectives.
The framework describes the process in the sense of dependency relationships among
organisational process actors. One of the main assumptions of this framework is that
actors have the right to act within their social environment. In other words, actors have
their own goals and beliefs, and these goals are linked to each other. The framework
specifically embeds intentional relationships into the dependencies between the actors,
through which actors aim to achieve goals, accomplish tasks, produce resources and
satisfy soft goals.
The i* framework distinguishes two types of dependencies: the strategic
dependency model, which is employed to describe the dependency relations among the
organisational process actors, and the strategic rationale model, which is employed to
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define the stakeholders’ satisfaction in terms of what they require, what their main
concerns are, and how these concerns might be considered in the organisational and
system environment.
In the i* framework, relationships between actors are presented in the form of
one of four main dependencies: goal dependency, resource dependency, task
dependency and soft-goal dependency. These dependencies demonstrate the type of
relation between the two actors because one of the actors is considered the depender and
the other one the dependee. Figure 5.1 illustrates the use of these dependencies through
a healthcare example.

Depender
Physician
Physician

Dependee

D

Take medication

D

Patient
Patient

Task dependency

Physician
Physician

D

Blood pressure normal

D

ICU
ICU nurse
nurse

Goal dependency

Nurse
Nurse

D

Medication
Medication

D

Pharmacy
Pharmacy

Resource dependency

Head
Head nurse
nurse

D

Attend
Attend to
to patient
patient

D
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Figure 5.1: The i* framework intentional dependency types [191]

In the case presented here, these features of the i* framework make it suitable for
modelling and mapping security goals to the health process model. It provides great
help by identifying the related goals, the need(s) to be fulfilled and the resources that
the methodology aims to protect. It also makes use of the concept of soft goals, which
only discuss goals when there are no straightforward standards to identify whether the
condition is satisfied or not, which somehow matches the concept of the security goals
in our case. The framework is well accepted for the purposes of modelling and
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reasoning through the organisational process and the environment of the related
information system [228].

5.4

The proposed methodology of managing security goals and
requirements
As mentioned previously, the importance of managing security and privacy

issues has increased with the need to protect health organisations’ resources and health
processes from security threats. However, defending health organisations’ resources is a
serious task in this dynamic e-Health environment and, to succeed, health organisations
employ complex structures. Information security in the context of e-Health is a business
problem in the sense that all the health organisation’s resources as well as the ICT
resources must be used to analyse and to resolve security problems based on the
organisation’s strategic drivers; the technical controls alone can only aim to mitigate a
particular type of attack [229]. Because advanced e-Health systems are moved from
organisation-centred to process-related architecture, it is important to identify security
threats in relation to the health process and the related health and ICT resources [28].
Therefore, in e-Health domains, problems related to security and privacy can be
addressed by identifying and mapping the related security goals into a health process
model, and then deriving the security requirements and analysing risks associated with
the health process in the e-Health system architecture level.
This chapter presents an approach to a better understanding of security and
privacy-related issues. This approach helps to identify associated security goals and to
map and link these goals and objectives into the previously modelled health process.
This enables the derivation of e-Health system security requirements and analysis of
possible risks. As shown in Figure 5.1, the proposed methodology first describes the
specifications of the e-Health environment, including the health organisation and health
process. This is done in terms of executives’ perspective, aims and objectives of the
organisation, and the health process is presented in terms of goals, subgoals and
activities. This part has been derived from the proposed methodology presented in
Chapter 3 and extends to the aim of mapping security goals and objectives in the health
processes that were modelled and analysed in previous chapters.
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In the second part—managing security goals

and requirements—the

methodology considers the resources related to the health process, which include both
health and ICT resources. It also considers issues related to e-Health security based on
information security concepts, including security goals, which are categorised into
availability, integrity and confidentiality, and risk, which identifies the numbers of
threats, their effect on the system and system vulnerability.
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Figure 5.2: The proposed methodology framework

The proposed methodology describes the method of managing security goals
and requirements in e-Health systems in five main steps, as illustrated in Figure 5.2. The
steps involved in the methodology are as follows:


Step 1: Identify the health organisation and process environment.



Step 2: Select security goals and objectives related to the health process.



Step 3: Map security goals into the health process model.



Step 4: Derive security requirements.



Step 5: Analyse the health process risk at the system architecture level.
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5.4.1 Identification of the health organisation environment
In implementing the proposed methodology, it is important to identify and to
analyse the health process prior to mapping/linking security goals to it. The process of
an RPCV is used in this chapter, which is the same process that was modelled in
Chapter 3 using BPMN (see Figure 3.2), and in Chapter 4 using UML SD (see Figure
4.2). This chapter presents the mapping and linking of security goals and objectives into
that process using the i* framework.
As mentioned early, the main goal of the selected health process is to show the
possibility of managing a routine consultation visit to a healthcare centre and its
associated goals electronically. The process is categorised into seven actors: patient,
healthcare

provider

system,

doctor,

medication

department,

other

health

professional/examination department, medical record and administration. These actors
are the main members of the health process that are used to describe how the work is
organised among them. Accordingly, all i* dependencies are described in the framework
as relationships between those actors.
The health business goal dependency in the RPCV is divided into six goals, as
shown in Figure 5.3. The seven goals are as follows: (1) registration—retrieval of the
patient’s data if the patient is already registered in the HCP system or registration of the
individual as a new patient; (2) allocate doctor—allocation of a doctor based on
availability and the situation of the patient; (3) consultation—undertaking the clinical
examination according to the treatment plan, if any; (4) referral—patient referrals are
given when further examination is required by another health professional or
examination department; (5) prescription—prescription of drugs to medication
departments, if necessary and according to the patient’s medication history; (6)
discharge—discharge the patient after organising a follow-up visit if required; and (7)
payment—administration finalises the payment with the patient after checking insurance
information.
In regard to task dependency, in our case, it can be applied when one of the
actors performs any activity of the health process. For instance, in the RPCV, all of the
actors, including patients, doctors and the medication department, do access/update the
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medical record, and the administration actor does check insurance details on the HCP
system. Further, the resource dependency is used to describe the dependency of the
organisation’s actors. For example, the doctor should provide an event summary to the
administration to discharge the patient. In addition, the health medical record actor
should provide a treatment plan to the doctor to manage the consultation, and a
medication history to the medication department. The HCP system also needs to provide
estimates to the patient. Lastly, the soft-goal dependency is dissimilar to health goal
dependency because soft goals only discuss the goals for which there are no direct
standards to identify whether or not the condition is satisfied.
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5.4.2 Security goals and objectives selection
Identifying the goals and objectives of securing both health and ICT resources
associated with a health process is critical in extracting the security requirements of an
e-Health system. The aim in this section is to identify the security goals and objectives
of the modelled health process. Although there are several health process security goals,
the literature highlights ‘confidentiality, integrity and availability’ (CIA) as the most
fundamental security goals in the context of e-Health [34, 219, 230]. The latter trends in
e-Health information security highlight the ever-growing necessity for confidentiality
and integrity objectives in e-Health systems, while at the same time ensuring the
availability of these systems to authorised parties [31]. These security goals clearly
match the concept of soft goals in the i* framework because there are no clear
measurements indicating the fulfilment of these goals. Discussion of the
abovementioned security goals in relation to the selected health process follows.
Confidentiality refers to the issue of disclosure and communication of
information. According to the standard ISO EN13606 [231], confidentiality is defined
as the process that ensures that information can only be accessed by authorised
authorities and entities. In the context of our health process, it is a soft goal in all dataexchanging tasks between patient, administration and medical records. Similarly,
resources such as technical plans and usability must have a level of confidentiality as
security goals to ensure authorised communication and access between the health
organisation entities, which contributes to the organisation’s confidence.
The second main security goal related to the health process is integrity, which
refers to the duty to guarantee that information is accurate and is not modified in an
unauthorised manner. Therefore, the integrity of the health process must be protected to
ensure patient safety. This goal aims to ensure that the related information’s entire life
cycle is fully auditable, which is one of the important components of patient safety
protection [34]. Moreover, the integrity of both the health and ICT resources is a
prerequisite for health information integrity, to ensure no intentional or unintentional
changes to information has occurred in transit [232]. Integrity in the RPCV can be
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perceived as a soft goal in each access/update task. It is critical to ensure who is
accessing the medical record and which sort of modification is occurring.
Availability as a security goal refers to the accessibility and usability of the
resource upon demand by an authorised entity. In health organisations, the availability
concern is also critical to effective healthcare delivery. All resources in a health
organisation must remain operational even in difficult situations such as system failures
and denial-of-service attacks. For example, availability appears as a soft goal between
administration and medical records; both need to be accessible and usable upon request
to ensure the availability of healthcare delivery. Medical records need to protect the
sharing of patient data to ensure the availability of accurate and timely information to
all authorised communicating partners.
5.4.3 Mapping security goals and objectives
Once the health process and security goals have been identified, it is important
to link and map security goals and objectives into the health process model. This
mapping will support the step of deriving the e-Health system requirement based on the
consideration of security goals mapped into the health process (the next step). As in the
above section, which described how the security goals and objectives related to the
RPCV were selected, this section identifies the method of mapping these goals to
defend the health organisation resources in the planned health process.
The literature shows that many approaches to protecting health processes have
emerged, and the key security goals of most of these approaches are integrity,
availability and confidentiality, which were described in the previous section. These
security goals, at this phase, authorise the definition of the soft goal of the i* framework.
The requirements engineering literature demonstrates that it is the potential to map
security goals into the business process as organisational requirements [233-236].
Figure 5.4 shows security goals as soft goals in the health process where the way of
identifying security goals varies among the health organisation resources. For example,
‘confidentiality’ is the security goal for the estimate. This soft goal contributes to
structuring the health organisation’s identified goal within the hierarchy of the
organisation. As a result, the specifications of all involved goals, which are either part
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of the health organisation strategy or associated with the organisational external security
factors, are defined in addition to their influence on the higher level components of the
health business.
Moreover, Figure 5.4 shows the security goals related to the health organisation
displaying how to protect the health process and significant information about patients.
For instance, the ‘confidentiality’ soft goal subsidises to consumer trust and selfconfidence, the ‘technical/non-technical plans confidentiality’ goal subsidises to health
organisation confidence. However, some cases require the security goal ‘soft goals’ to
be presented as an individual dependency—‘security dependence’—in which the
security issues are identified by the actors rather than as soft goals of the health
organisation. As an example of this, in our health process, a new actor called e-Health
Security (‘eHSec’) is introduced as a security dependency to satisfy the e-Health
structural security of the health organisation and satisfy security concerns of the
stockholders.
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Figure 5.4: Mapping of security goals and objectives

5.4.4 Derivation of security requirements
After identifying and mapping the security goals associated with the health
process, it is essential to derive the security requirements and constraints at the e-Health
system level. Accordingly, in this step, the interaction between the e-Health system plan
and the management department actors are discussed, as shown in Figure 5.5. These
two actors are the main actors involved in the implementation of any health process.
Other architectural components, actors and goals are introduced as well, which provide
collaborative support for different services in the interaction between e-Health system
plan and Management department, such as process manager, e-Health system manager,
and access protection.
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As shown in Figure 5.5, three structure calculation task dependencies are
defined in the model. The first one is at the health organisational level in the connection
between the management department and the process manager. The second one is
managed by both the IT manager and administration at the system level. The third
structure calculation task dependency at the e-Health system plan level is managed by
the IT manager in the base of tool use estimation. However, to authorise the structure
calculation that is required for the management department, the administration needs to
authenticate the consequences that the calculation tool generates. Once authentication
has been provided, the administration gives feedback on the services provided and
payment confirmation to the management department using the goal called feedback in
the domain of the process manager actor.
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As mentioned previously, this model for deriving security requirements at the eHealth system architecture level also presents a new actor known as the e-Health system
manager, who is skilled in estimating a system plan and in updating technical plans
according to the demands of the health organisation and its system. At this stage, how
the model designates the security goals at the health organisation level and how these
goals can be converted into constraints and requirements at the level of e-Health system
are understood.
The model illustrated in Figure 5.5 also shows how to manage and protect the
system from unauthorised access constraints. Accessibility in e-Health systems is
considered one of the most critical constraints. In the proposed model, three e-Health
system security requirement patterns are defined in relation to the accessibility
constraints of the health process. First, an internal access measure acts on the
authentication mechanism of the internal component of the health organisation, such as
regulatory access and modifications. Second, an external access measure acts on the
authentication mechanism of the external components of the health organisation. Third,
access authorisation is a protection measure that acts on the authentication mechanism
of the e-Health system users from the health organisation itself, such as health
professionals and other users from the health organisation administration.
5.4.5 E-Health system risk analysis
Risk analysis is the classification, analysis, treatment and monitoring of the
components of risk of a particular process in a particular system and environment [220].
Therefore, in e-Health, the purpose of risk analysis is to recognise how a breach of
security could affect an e-Health system and to describe how serious the consequences
to the health organisation might be. This provides a justification for the amount and
nature of the protection and the security level required [31]. Analysing risk enhances the
e-Health system in monitoring expected threats and treating their effects.
In this section, we introduce a technique of analysing risk at the e-Health system
architecture level. At this level of our discussion, several architectural components of
the e-Health system are recognised, for instance, the counter-security measures that are
important either in recognising the most sufficient security requirements or in
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identifying the method of fulfilling those security requirements that are fundamental to
the technique of e-Health system security risk analysis. At this stage, we also discuss
risk management and internal and external access control security requirements
recognised in Section 5.4.4. In our case, Figure 5.6 demonstrates that the security
requirements could be accomplished with the solution based on monitoring threats as
well as with technology-based techniques implemented in the e-Health system
components, application, devices or network platform.
Every control/goal in the risk analysis model presented in Figure 5.6 can be
further characterised into sublevels. For example, the goal for health software
applications is made up of two tasks: policy of managing threats and measure structure
calculation. These tasks both provide the guidelines and regulations to examine the
inspected events according to likely security violations and preserve the data analysis
record after the examined event. Every control in this health case has a value and cost in
terms of implementation, deployment and maintenance activities. Therefore, the
security of each goal is important. The secure process soft goal in Figure 5.6 is used to
ensure that the system activities in this proposed health process are only being utilised
by the authorised person and to guarantee that the activities are protected from
unauthorised access. At this level, the security requirements in regard to the health
process and e-Health system are completed and cleared at the requirements engineering
level.
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5.5

Summary
Information security and managing risk is always a critical and challenging task

in the development of an e-Health system. With the increasing deployment of ICT in the
health sector, the importance of information security has increased. The aim of this
chapter has been to address the issue of information security at the early stages of eHealth system development. The chapter suggested a method for modelling and
mapping security goals and requirements that guarantees the protection of the health
organisation’s resources from different threats. The health process of an RPCV was
used to validate the proposed approach’s steps. The results indicate the following. First,
security requirements and constraints must be derived from the health processes because
processes are the stable key element on which the success of all other health
organisational components is based. Second, requirements engineering is appropriate
for modelling e-Health security goals and objectives within the health organisation.
Third, it is best to model and to map the e-Health security requirements at an early stage
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of the development of an e-Health system to ensure the fulfilment of the health
organisation’s expectations and guarantee the protection of its resources.
For future work, it is essential to conduct further investigations that consider
both of the following issues: first, assessing the approach with more health processes
from different health organisations to enhance the suitability; second, extending the
approach to the complete identification of security goals and requirements within the
whole health organisation.
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Chapter 6. Health Process Extraction
for Enhancing Health Business and EHealth System Requirements
Completed, defined and organised health processes are vital to
understanding the health organisation, e-Health environment and e-Health
system requirements. While the previous chapters contribute to enhance the
development of e-Health systems through health process modelling and
derive the e-Health system requirements from the health process, it is
essential to have a mechanism that allows us to extract the health process
and ensure its completeness in terms of activities and tasks. In this chapter a
brainstorming-based methodology is proposed for extracting health
processes and their associated activities in the context of e-Health systems
development according to health organisations’ expectations. The proposed
methodology aims to ensure the completeness of the health process,
discover ulterior goals and assists in identifying patterns among the
activities, which greatly enhances the method of analysing the health
process and consequently patterning the derived system requirements.
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6.1

Introduction
The importance of the business process modelling task for the purpose of

software engineering has increased sharply in the past decade. It is widely accepted that
techniques based on the business process provide great help in identifying various
aspects of the organisation such as process reorganisation, activity-based costing and
human resource planning [237]. However, in the context of e-Health systems and as
mentioned in the early chapters of this thesis, process modelling has many anticipated
benefits, including accelerated service improvement at the operational level, with the
utilisation of highly configurable and adaptive ‘process awareness’ [238]. In deriving eHealth system requirements based on the understanding of the e-Health environment
and the health organisation’s goals, the health process is considered one of the richest
sources of required information. As indicated in [239], capturing and understanding
processes for project-scoping tasks and for discussing requirements and process
improvement is one of the most important concerns of many business process modelling
techniques.
However, because the aim of this thesis is to enhance e-Health systems through
health process modelling and derive the e-Health system requirements from the health
process, it is essential to have a mechanism that allows us to extract the health process
and ensure its completeness in terms of activities and tasks. A process extraction
mechanism based on its associated activities is required to help the systems analyst to
understand the operation of the health environment and ensure the completeness of the
health process prior to modelling and deriving the e-Health system requirements from it.
It also assists in identifying patterns among the activities, which greatly enhances the
method of analysing the health process and consequently patterning the derived system
requirements. Therefore, an in-depth extraction of health processes is required prior to
deriving the system requirements from the process. The literature shows that no clear
conclusions can be drawn from previous work on e-Health system requirements on how
the brainstorming technique can be applied to extracting health processes from the
health scenario.
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To this end, the aim in this chapter is to propose a methodology of extracting the
health processes and its associated activities using the brainstorming technique in the
context of the development of e-Health systems according to health organisations’
expectations and requirements. This includes, first, identifying the health process
stakeholders, the users who will interact with the health process, health organisation
entities involved in the process, as well as a complete picture of the process’s activities
and their patterns. Second, an explanation is required as to why the health organisation
needs this process, including the particular activities, health goals and objectives.

6.2

Background
In the domain of requirements engineering, the brainstorming technique is

widely used in the context of system requirements derivation and often provides a better
overview of the system process and requirements. The technique consists of discovering
and collecting ideas and information about the intended services from all stakeholders
from different backgrounds, exactly as in a health organisation. Brainstorming provides
software analysts with a richer understanding of the business process to obtain the
system requirements that will fulfil an organisation’s expectations and stakeholder
needs. As a result, brainstorming has been used in many requirements engineering
studies and has now become a standard process [240]. Moreover, it is often used in
informal and formal requirements engineering processes and idea-generation phases of
software design to cover all aspects and objectives to ensure the completeness of
processes and systems requirements [241]. In fact, it has been shown that brainstorming
and its variations have become the ‘definitive basic method for finding ideas’ in
software engineering [242].
The designed methodology makes use of the concept of ‘brainstorming’ to
extract the health process from a health environment/scenario. The methodology is
intended to work in a health environment that involves various stakeholders from
different backgrounds (healthcare, IT and business). Because of their different
backgrounds, there is a real need for a mechanism, such as brainstorming, that is able to
extract the health process based on different perspectives and individual concerns.
Brainstorming is a common architectural tool that has the unique ability to reflect and
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consider all the objectives for locating and connecting activities. In regard to e-Health, it
is more helpful in providing a quick overview of a field, and thus to provide a map of
the anticipated e-Health environment. Additionally, it enables systems analysts to
consider different perspectives simultaneously [243]. Brainstorming is utilised in the
planning stages of an architectural project to provide a simple visualised version of the
most complex relationships among activities. Moreover, for the aim of modelling and
analysing a health process and e-Health environment, including health organisation,
strategy and infrastructure levels, the brainstorming technique helps to define the
priorities and hierarchies among the activities and determine desirable proximities and
connections [244].

6.3

Methodology
In Chapters 3 to 5, health process modelling was used to achieve an extensive

development of e-Health systems by modelling and analysing the process and e-Health
environment, deriving the system requirements, and mapping/linking the related
security requirements and goals to the process model. However, there is a lack of
information on how to extract and complete the health process prior to modelling, to
derive the system requirements and map the security goals. In other words, what if no
health process (or complete health process) exists? This limitation introduces an
essential challenge to the proposed methodologies of enhancing e-Health systems and
deriving requirements. How can e-Health system requirements be derived based on an
organisation’s goals and objectives and stakeholders’ expectation in the initial absence
of a health process? It is important to implement a methodology that is able to extract
the predictable health process to accomplish the organisation’s and stakeholders’
desires. In this context, health process extraction and completion of the related activities
are important. According to the literature, process extraction in the field of process
management is the art of discovering the process stakeholders and all the activities,
including the tasks, that motivate the development of an information system that fulfils
the proposed process implementation.
The methodology presented in this chapter, as shown in Figure 6.1, is based on
four levels. The first three levels were discussed in Chapter 3. The aim of Level 4 is
111

Chapter 6 - Health Process Extraction for Enhancing Health Business and E-Health
System Requirements
twofold. The first aim is to extract the health process and its activities, which includes
identifying (a) the health problems that need to be solved in the process; (b) how to
recognise the health process, including stakeholders and e-Health system boundaries;
(c) the health process stakeholders; and (d) why health processes need to be executed
and where the health process will be employed. The second aim is identify patterns
among the extracted health process activities, and the third aim is to identify the health
process in detail and establish a process hierarchy with health process tasks.
Towards achieving these aims, the proposed methodology involves four main
steps:


derivation of the health process activities



analysis of the health process activities



mapping of the health subprocesses



modelling of the health subprocesses.
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6.4

Health process extraction
Completed, defined, organised and managed health processes are vital to

understanding e-Health system requirements, particularly for tasks such as requirements
derivation, requirements analysis, requirements validation, requirements re-engineering
and requirements management. Currently, process extraction is not merely a buzzword;
it has become a very important field on which information systems analysts and
developers need to focus to achieve a better understanding of the process. However, in
the context of the e-Health sector, understanding the e-Health environment is a
prerequisite and important step for extracting the health process. Interaction between the
health organisation’s stakeholders, entities and business objects provides excellent
opportunities for process and activity extraction. The specifications of the proposed
methodologies in Chapters 3 to 5 required the health process extraction technique. This
technique draws on information from data collection, analytical methods, patterns and
representation of the complete health process. The following subsections clarify and
provide further detail on the four steps involved in the proposed methodology of
extracting health processes.
6.4.1

Derivation of health process activities (Step 1)
Process activities derivation in the area of process extraction is the art of

determining the process’s stakeholders and all the tasks, together with the goals and
objectives, that inspire the implementation of an information system that fulfils the
planned process implementation. A process stakeholder is an individual who will either
gain or lose from the accomplishment or failure of the system—such as a patient or
health professional, in e-Health systems, who interacts with the e-Health system to
provide or gain a service. Stakeholders who are customers and users play an essential
role in the extraction of process, because usability can only be defined in requisites of
the location where the process is going to be employed. Moreover, the method of
identifying business goals within the process requires systems analysts to focus on the
process problem domain and the needs of the stakeholders rather than on solutions to
those problems. Customers often have problems articulating their process. Therefore, it
is the systems analyst’s responsibility to recognise information about the goals that the
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customers currently use in the process and those they might want to include in the
process.
Brainstorming is a suitable mechanism for deriving the process activities,
including stakeholders with their desires. It can combine a clear understanding of each
activity in the process as well as the goal of each activity from the perspective of the
stakeholders. Moreover, brainstorming may provide systems analysts with a hint of the
conditions and rules that need to be fulfilled from the perspective of stakeholders and
the organisation. In Figure 6.2, the brainstorming mechanism is illustrated in terms of
the health scenario, conditions and rules before deriving the health process activities.
The method of matching and checking the completion of the activities and the
fulfilment of these activities to the health business conditions and rules are explained
next.
One of the first and most significant necessities of process extraction is to
identify the problems that need to be fixed, and hence identify process boundaries.
Let

H M

HP a mapping from health business model (HBM) to health business

process (HP), and

HP

HP a mapping from health process to health process

activity (HPA). Once the HP is defined, we are interested in verifying if such a process
correctly matches the health business condition rules (HCR). To this end, we introduce
the concept of HP satisfaction to determine if a particular HP can match the HCR. An
HP will satisfy an HCR, HP HP

HCR if T matches and describes the behaviour

of HCR. Similarly, P in the process_activity_Manage rule is the health process and L is
the last activity in the health process. Continue a function P until condition L is true and
will be indicated as ‘process_activity_Manage(P, L)’. Consider this rule of exploring eHealth business process:
process_activity_Manag

CP

HP

ctivit
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Figure 6.2: Brainstorming mechanism for deriving health process
activities

In most cases, system experts are responsible for exploring the process activities
and giving options to business experts. If health experts confirm any alternative activity,
it is then selected for implementation, or else the activity is rejected. In the
process_activity_Manag rule, PAx and PAy are two alternative activities in the health
process, and AC is the alternative condition. If AC, then PAx, else PAy is indicated as
process_activity_Manag(AC, PAx, PAy). Moreover, Ax and By are two health process
activities;

C

is

a

condition.

The

alternative

activities

are

indicated

as

Activity_alternative (C, Ax, By).
6.4.2 Analysis of health process activities (Step 2)
Process activities analysis and specification are among the main steps of
interpreting the process-generated activities to the system requirements. In order to
avoid later disagreements between health managers and systems analysts, and to obtain
a sound basis for subsequent development steps, it is essential that health processes and
their activities be stated completely and precisely, while they are still intelligible. The
previous step discussed how health processes are recognised according to their activities
and are based on health business rules and conditions.
After defining problems that need to be solved, that is, the main goals, the
process of achieving these goals is identified. Each health process has a set of activities
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that need to be executed; the task is to complete these activities until the condition of
completed health process is true, i.e. the achievement of the process main goals. This
means that two main functions need to be completed: first, validation of the process
activities and, second, removal of duplication. To ensure the validation of the process
activities, every single activity needs to be examined according to the health business
rules and conditions. After this step, the list of the valid activities required needs to be
examined again and, this time, any duplication among them needs to be removed. Table
6.1 represents the algorithm of ensuring validation and removal of duplication among
the process activities. If the health process has a set of subprocesses, the same method is
used. This will enhance the completion of all the health process activities to achieve the
desired goals and subgoals.
Once the health process and its activities are recognised and confirmed based on
the health business rules and conditions, it is essential to identify a method that can
analyse and ensure the accuracy of the obtained activities. The process activity analysis
method uses the goal tree method to provide a clear structure of the health process and
its activities in the form of goals and subgoals (the goal tree method and its usefulness
were discussed in Section 3.5.1). Analysing the process activities using a goal tree
allows systems analysts to identify relationships between different activities and
subactivities. It shows how the set of activities are connected to achieve the goals and
subgoals. It also enhances the ability to identify patterns among the activities in the
process as well as activities that are functionally dependent on each other. Accordingly,
processes and activities can be set into the goals and subgoals that clarify their purpose
according to the system requirements. Each one of the obtained goals can be defined as
an e-Health object that must be attained. In other words, patterns of activities produce
goals that can be considered, and then planned to represent the health process’s
activities in the form of a simple structure that describes a proper flow and inheritance
between the process activities.
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Table 6.1: Health process activities analysis
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.

27.
28.
29.
30.
31.
32.
33.

Define: HA is valid health process activity
LE is a list of all health process activities
for each activity in LE
Get activities;
Check activities validation;
If LE activity == valid
Go to 27;
else
LE_activity is not valid;
end if;
//for identifying duplications
If LE_activity exist in HA_activity
Error message/duplication activity;
else
Copy activity into HA;
end if;
Continue process until end of activities;
end for;

6.4.3 Mapping and modelling health subprocesses (Steps 3 and 4)
After identifying and analysing the set of activities involved in the health
process, it is important to analyse the process phases and steps, and the flow, and
determine the boundaries of each process, so that the health process can be modelled.
Health subprocess mapping and modelling allows systems and health analysts to design
a completed health process that follows all the stages of the health goals thoroughly.
Sloten et al. [245] consider process mapping and modelling a significant milestone in
health engineering. They argue that a detailed health engineering design can only be
achieved after a final layout of defined and analysed process is obtained.
In our case, once the health process activities are identified and analysed, each
subprocess is then modelled independently by considering Algorithm 2 of this chapter,
shown in Table 6.2. For every activity in the selected health subprocess, the strength of
the activity must first be verified. If the activity is unacceptable or includes an error, the
health subprocess is relinquished and a new activity is begun. However, if the selected
activity is applicable, the following rudiments are then set up to produce a complete
health subprocess model from the activity ‘Start health process’, ‘Set process activities’,
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‘Set up gateway’, and ‘Define last activities of the health subprocess’. Finally, the
subprocess is modelled using BPMN.
Table 6.2: Mapping and modelling health subprocess
1.
2.
3.
4.
5.
6.
7.
8.
9.
10.
11.
12.
13.
14.
15.
16.
17.

Define health process
for modeling health_process
Get health_sub_process;
If health_sub_process == valid;
Write health_sub_process_begins_activity;
else
Error, health_sub_process is not valid;
end if;
end for;
for health_sub_process_activities
Write health_sub_process_begins_activity;
Write activity_goal;
Write activity_gateway;
Write health_sub_process_last_activity;
end for;
Write health sub-process using BPMN;
end health process;

After the submodels have been analysed, the full model is identified. The model
is specified to state precisely what the health system needs to fulfil to satisfy the process
stakeholders. To implement an appropriate specification, each submodel in the health
process should be connected. Thus, the health model imitates the health organisational
behaviour regarding what e-Health systems analysts need to do to fulfil the needs of the
health process. The purpose of this submodel analysis is to achieve a thorough and
complete understanding of the demands defined in the health process and obtain further
missing system requirements in each task of the health process. This is the point where
e-Health systems analysts categorise/pattern the complete health system requirements,
for example, functional requirements, system operational requirements and transitional
requirements.

6.5

MDPP extraction
This section illustrates how to apply the developed health process extraction

framework through a health scenario that is related to the management of drug
prescription process (MDPP). MDPP is an ideal example of a health process with
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multiple stakeholders such as HCPs and patients as users. This scenario was proposed
by Sanna et al. (2011) in a discussion on the effect that privacy-enhancing technologies
can have on e-Health business [246]. The envisioned scenario presents a process that
deals with the health consumer perspective, thus pointing out the interaction, the
individual information exchanged between the actors, and the parts of the application
that require personal data.
As mentioned above, the chosen scenario deals with MDPP, protecting the
patient’s identity during the buying transaction and, at the same time, ensuring the
legitimacy of such transactions, for example, ensuring that the buyer is rightfully
dispensed the correct drug. The activity usually occurs between the purchaser, the
patient and the HCP, who is the pharmacist in this context. However, other parties may
also be included for the process to be fully accomplished, for example, doctors giving
out the prescription, a front-line payer such as an insurance or any other social security
company approving the economic coverage, or a carrier in charge of delivering
medicines to the patient’s residence.
6.5.1 MDPP health scenario
In summary, the details of the selected scenario include actors with roles. The
actors and roles are as follows. First, the patient refers to his or her general practitioner
(GP) for any necessary therapy. The GP checks the patient’s health condition, discloses
a syndrome and prescribes for drugs. The doctor will have complete access to the
patient’s medical records. In the pharmacy, a package will be prepared by a pharmacist
containing all prescribed medications. The pharmacist may also participate in more
complex activities with respect to selecting drugs, such as providing solutions or general
advice. For the pharmacist to perform the complete process well, it is necessary that he
or she has access to the patient’s medical records. It may not be necessary for the
pharmacist to know the patient; however, access to the information should be restricted
to the pieces that are important to the current prescription and be subject to the patient’s
authorisation.
Another actor is the clerk in the pharmacy, who is supposed to give the
medication package to the patient when he or she visits the pharmacy to collect it. The
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clerk only needs to identify the patient and his or her medication package. Another
potential actor is a carrier that the pharmacy may use to deliver the medication to the
patient’s residence. The carrier is only required to know the address of the patient,
which is linked to the medication package. In addition, a relative of the patient might
collect the medication package from the pharmacy in the case of patient immobility.
The family member should have been authorised by the patient to collect the package
on his or her behalf and should not have any access to the patient’s medical information.
The case can be applied to other parties who are concerned with the health
sector, for example, a paying institution that is taking care of the patient’s economic
costs of the medical purchase. Paying institutions are involved in many activities; these
activities might include the patient’s personal insurance, social security details in
countries in which such services are performed by the institution in provision of the
care, or issuing credit cards to patients when they are covering the costs through such a
medium. However, even if the institution is vital to the patient’s health matters, for datareduction principles, the institution is not required to access his or her medical
information or know what medicine he or she is purchasing. Only the patient is allowed
to receive this medicine.
6.5.2 MDPP activity derivation (Step 1)
An early step in the proposed methodology of extracting health process is to
identify and explore the related and required activities. The proposed methodology uses
the brainstorming technique to compose all the required information in this step. This
section examines the implications of this step in regard to the abovementioned scenario
of MDPP. The set of activities of MDPP determines the tasks, rules and conditions that
are involved in the process to achieve the goals and objectives. Moreover, MDPP
stakeholders are also significant in this part because they are considered the ones whose
needs the health process is required to fulfil. Indeed, the derivation of MDPP activity
requires a clear identification of the problems that need to be fixed and the boundaries
of this problem. Health business rules and conditions, such as security and privacy
concerns, are also considered in this stage.
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To simplify the functionality of this important step, Figure 6.3 shows how the
technique is used for its implementation in the abovementioned health scenario
(MDPP). Figure 6.3 illustrates all of the possible parties involved in accomplishing the
process of prescribing a drug. These include any stakeholders involved in collaborating
to solve the problem of prescribing medication in the easiest manner with a guarantee of
legitimacy. Patients, doctors and pharmacists are the main actors in this process. Each
has his or her main role and activities. For example, the patient is required to provide
accurate information to the doctor such as personal details and medical problems. The
doctor needs to check the patient’s health condition and access and update the patient’s
medical history to provide the correct medication. This needs to be prepared by the
pharmacist, who may provide advice and suggestions to the patient as well. Some other
activities are common between all actors; for instance, patients, doctors and pharmacists
need to register and manage their accounts. However, as a rule of the health business
itself, each has different authority for different information. Another actor is the
pharmacy clerk, who has various roles such as identifying the medication package and
giving it to the approved patient. The pharmacy clerk may need to access certain
information about the patient, for instance, health insurance details to assist in clearing
payment.
Moreover, some other actors are involved in the background scene of processing
the drug prescription. For example, the system administrator has significant tasks
concerning technical issues and the creation and management of authorisations.
Additionally, the courier company is a third party that may be included in MDPP if
delivery is required. Similarly, purchasing medication online is an optional task that
requires some alternative activities. If a patient wants to purchase a medication online,
an order needs to be placed with the essential information about the prescription and the
delivery address.
Finally, Figure 6.3 also describes the parties of MDPP that aim to manage and
organise the health rules and conditions of prescribing a drug. These rules are critical
for any health process that concerns privacy and security issues. The prescription itself
needs to contain some important information such as the doctor’s ID, quantity of drug,
and date and time; without this information, a prescription cannot be considered.
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Security concerns about MDPP have also been reviewed; accessibility, protection and
authorisations are all vital rules in the process of prescribing drugs. Identifying possible
threats is another important security concern.
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6.5.3 Analysis of MDPP activities (Step 2)
Once the health process activities have been derived from the health scenario
according to the scenario’s main goal, it is time to analyse the obtained activities. The
aim of this analysis is, first, to identify a list of the valid activities in relation to each
subprocess of the health scenario. In Table 6.3, a list of the health scenario subprocesses
and their valid activities is presented. The list contains only the valued activities without
duplication; however, some activities are mentioned more than once but in different
subprocesses. For example, ‘access MDPPS activity’ is repeated three times in three
different subprocesses called ‘prescribe drug’, ‘prepare medication’ and ‘authenticate
patient’. However, this duplication will be managed after generating the goal tree of the
health scenario.
After the valid activities are recognised, listed and connected to their subprocess
by the health and technology analysts, the process activities are derived and analysed
using a goal tree, as shown in Figures 6.4 and 6.5. If a health subprocess, for example,
(SP), is selected, then all the activities composing it (SPa) must also be selected.
Moreover, if any task in the process covers identical activities, for instance, activity
(Px) is related to activity (Py) (Px = Py) in task TX, only one activity is designated for
the goal tree and the rest are all marked as cross. The ‘AND’ sign is employed to group
the activities in the goal tree, and the ‘CROSS’ sign is employed to eliminate identical
activities. A goal tree at this stage illustrates (a) the purpose of the health
subprocesses—to identify the services obtainable by the technology systems by
considering the task in activities—described as a whole rather than individual activities
or features; (b) task behaviour—statements of services that health systems would
provide to accomplish the purpose of the tasks, for instance, how the system should
react and act in relation to specific health process activity or tasks; and (c) the flow of
system requirements—the flow between the process activities is significant to contest
the task positively, for example, when the activity is derived from a parent activity.
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Table 6.3: List of the health scenario valid activities
Drug prescription
Consulting doctor
Access medical record
Actual consultation
Treatment plan
Prescribe drug
Access MDPPS
Prescription
Purchase drug
Prepare medication
Access MDPPS
Access medication
Prescription
Clerk
Authenticate patient
Access MDPPS
Hand drug
Pick-up
Delivery
Courier
Register with pharmacy
Access patient address
Clear payment
MDPP system
Database
Administration
Manage account
Manage security
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6.5.4 Mapping and modelling MDPP (Step 3 and 4)
The method of modelling health processes is categorised into two phases. In
Phase 1, each subprocess shown in Figure 6.5 is modelled individually. For each
subprocess, the ‘start activity’ is first set; this is known as the preliminary state of the
model. After this, the subprocess validation is checked in case of error or incomplete
information. If the subprocess is valid, ‘goals’, ‘gateway’ and ‘end activity’ are set up;
these are known as the final state for the model. The model is then obtainable by a wellaccepted modelling language, namely, BPMN. Six submodels are generated from the
goal tree shown in Figure 6.6. The first model of the process is of the patient, who can
purchase a drug in two ways: online or instore. The second model is of the drug
prescription system, which scans the customer’s selected drug and calculates the bill, as
well as checks the patient’s chosen payment method. If the payment method is accepted,
the system or instore automatically updates the company’s database and prints the
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receipt, or, if the payment method is rejected, the system gives an error message of
‘unsuccessful’. This model is also responsible for managing the database of the patient.
It must allow the patient to trace the record within the system warehouse as well as
assign a location in the warehouse to newly arrived records. This model is also
concerned with the system security, whereby the system enables the company to
identify the security-related tools and provides awareness of other security threads such
as human error or system failure.
The third model is of the clinic, where doctors check the patient and prescribe a
drug. The fourth model of the process is of the pharmacy, in which the system maintains
a list of product manufacturers to enable the company to manage their drug stock and
forward the patient’s order to the patient’s chosen address in the case of online order
placements. The fifth model is of the courier, who receives the patient package from the
pharmacy and delivers it to the patient’s home address securely and safely. Finally, the
sixth model of the process is of the EMR. This phase is managed by the administration,
and the system secures the company process by providing the login information. When
the administration tries to access the system, it asks for the user name and password.
After entering the login, the information system verifies it with the database. If verified,
the system allows the administration to access the system features; otherwise, it denies
access.
In Phase 2 of the health process modelling, we connect each of the submodels
that are produced from the goal tree and designed into one comprehensive health
process. After association of the submodels, the process at Figure 6.6 starts from the
patient model, where the health system asks for a placement of the order and which
allows the patient to access his or her information that is stored in the health system, and
ends with the model of EMR, where the system manages the patient record. The model,
at this stage, clearly depicts the requirements that the medical company wants to include
in the proposed process and explains what the system has to do to implement the
process and how it should do it. This arrangement positively influences the development
of a successful technology system, according to the health organisation’s expectations.
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6.6

Summary
Today, health organisation executives agree that e-Health systems can play a

progressively key role in the achievement of health business goals. However, over the
past many years, the achievement of e-Health systems in public health organisations has
been badly affected by imperfect information in health processes. This causes
technology developers to misinterpret health processes. This chapter has presented a
health process extraction method that helps to complete health processes prior to
development and to recognise the related activity patterns. The method is based on the
brainstorming technique and MDPP was used as a health scenario to validate the
methodology steps.
The study results indicate that extracting and modelling a health process and its
associated activities prior to implementing the process not only helps health managers
to understand health environments but also helps in deriving e-Health system
requirements from the health process. It also positively influences the development of
an e-Health system to meet the expectations of the health organisation.
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The methodologies proposed in the previous chapters have been
validated using two different health processes in different health
organisations.

However,

health

processes

vary

from

one

health

organisation to another, therefore, further investigation is needed to
validate and evaluate each proposed methodology using different health
processes in different health organisations. To fulfil this aim, this chapter
presents a validation of each of our proposed methodologies utilising a
health process practised in a large-scale health organisation: the Prince
Abdulaziz bin Majed Diabetic Care Center (PAMDCC). The chapter also
presents an empirical evaluation of the results obtained by implementing
each methodology for the three different health processes.
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7.1

Introduction
The methodologies proposed in this thesis have been validated using two

different health processes in different health organisations. In Chapters 3 to 5, the health
process of an RPCV was used to evaluate and validate the steps of the proposed
methodologies, and in Chapter 6, the health process of an MDPP was used. However, it
is undeniable that health processes vary from one health organisation to another.
Therefore, further investigation is needed to improve and ensure the effectiveness and
strength of the methodologies by testing them in different health processes and health
organisations.
The high level of the e-Health system architecture of Prince Abdulaziz bin
Majed Diabetic Care Center (PAMDCC) in Saudi Arabia and its associated health
processes was selected for further investigation. This chapter presents the authentication
of every proposed methodology of this thesis by considering the referred patient
assessment and management process (RPAMP) in the PAMDCC. Then, an empirical
investigation of the RPAMP case study results and its comparison with the other two
health processes are discussed.
The aim of this chapter is twofold. The first aim is to validate each of the
methodologies proposed in this thesis by considering the process of managing and
assessing patients referred to PAMDCC and achieving the health organisation’s
expectations and goals. The second is to examine empirically the obtained results from
the RPAMP case study among PAMDCC health and IT managers, and then compare
the results with the empirical outcome of the two health processes discussed in Chapters
3 to 6.

7.2

Saudi Arabian National e-Health Strategy: An overview
In addressing the first aim of this chapter, a case study of a health process in a

Saudi Arabian health organisation is discussed. The health process case study examines
the tasks and activities involved in assessing and managing patients referred to the
PAMDCC. The process must meet the National e-Health Strategy of the Saudi Arabian
Ministry of Health (MOH) and the associated rules and principles, which each Saudi
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Arabian health organisation needs to consider. Consequently, it is important to
understand and describe the background of the health sector in Saudi Arabia and the
National e-Health strategy in the country, including the rules and principles.
7.2.1 Background
Over the past few years, various countries have taken advantage of ICT
opportunities and have shifted to the deployment of e-Health systems to decrease the
complexity and increase the efficiency of their healthcare services. They have spent
billions of dollars in advancing e-Health solutions for a better, safer and more efficient
healthcare system [247]. Saudi Arabia is one such country: the government has spent
billions of dollars to develop and enhance the quality of its healthcare services, and has
expanded its coverage to approximately 2,150,000 square kilometres [248, 249]. This
has resulted in a sharp growth in the number of public as well as private health
organisations (hospitals and medical centres). The MOH in Saudi Arabia comprises
more than 244 hospitals, 2,000 primary healthcare centres, and about 300,000
physicians, nurses and health workers. Moreover, healthcare and surgical services are
provided free of charge to all the Kingdom’s citizens and residents—a population that
exceeds 27 million [250].
These developments have caused a variation in the way the healthcare facilities
are presented and managed, particularly in the e-Health systems utilised. Recently, the
health sector in Saudi Arabia has undergone substantial developments with the aim of
delivering the best-quality integrated and comprehensive healthcare services with a
strong belief in the significance of information technology investments [248, 251, 252].
One of the main goals of the Saudi MOH is to improve the equity, standards,
availability and quality of healthcare in the Kingdom. Consequently, the ministry has
established a business strategy and five-year roadmap to enable this vision (the fiveyear National e-Health Strategy), and has located e-Health as a primary transformation
agent and enabler [253]. The five-year National e-Health Strategy aims to enhance the
quality and speed of service delivery to patients across Saudi Arabia. A part of this
strategy is to deploy a unified communications system all over the Kingdom. The
National e-Health Strategy objectives connect HCPs, reduce the need for paper-based
systems, and utilise ICT to manage data and evaluate healthcare performance. This e133
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Health strategy supports the ministry’s main business goals: care for patients,
connecting providers at all levels of care, measuring the performance of healthcare
delivery, and transforming healthcare delivery to a consistent, world-class standard.
These business goals are considered the core of the ministry’s multi-definitional eHealth vision.
7.2.2 Saudi National e-Health Strategy rules and principles
Similarly to other countries around the world, the development of ICT in the
Saudi health sector has increased over the past decades. A clear improvement is evident
in the provision of healthcare. ICT developments have also assisted patients, physicians
and health organisations to manage health and disease better. The MOH in Saudi Arabia
is undertaking a series of national and regional initiatives to develop e-Health
infrastructures to match the unique characteristics of the Kingdom of Saudi Arabia with
healthcare benchmarks and lessons from other jurisdictions. Various objectives were
combined to shape a set of guiding principles for the National e-Health Strategy [254].
One of the main guiding principles is to align the planned National e-Health
Strategy with the ministry business plan. This principle ensures the accomplishment of
the scheduled five-year plan in terms of healthcare facilities development, automation
and a service connection point, the standardisation of components and the provision of
options as needed. Another strategic principle concerns the clinical value throughout the
entire health sector. The planned strategy aims to create a solid foundation that meets
current and future business requirements, and quickly deploys components with high
clinical value to stockholders. The strategy also applies the concept of multi-channel
solutions to overcome existing challenges. The third principle is a broad, then deep,
standards-based approach, according to which electronic health records are established
in all health organisations at the same time as data and functions are expanded in
phases. Moreover, this principle includes sharing services, components and expertise as
main points of the National e-Health Strategy. Accommodating standards that
complement existing solutions and anticipate future technology are other main aspects
of this principle.
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One of the most important rules of the Saudi National e-Health Strategy is
positioning health process as the clinical and business enabler. In other words, the
drivers of the strategy are clinical and business processes, not ICT. This requires
developing business cases for projects and establishing governance and planning
mechanisms that position e-Health as a business enabler. The strategy also considers
managing change and reducing risks a significant rule. They encourage health
organisations to establish a transition and change program, and to stagger the
implementation of new functionalities and the adoption of new platforms. Developing
capability is another of the National e-Health Strategy rules, which aims to create a
learning culture and resource pools to standardise components. This principle also aims
to embed knowledge transfer in the process to expedite self-sufficiency and eliminate
long-term dependencies. These rules and principles, joined with a detailed analysis of
the unique characteristics of healthcare delivery in Saudi Arabia, will enable the
realisation of the Saudi National e-Health Strategy.
7.2.3 Significance of e-Health systems for managing diabetes in Saudi Arabia
Chronic diseases in Saudi Arabia are known for their high rate of morbidity,
disability and mortality, in addition to their need of constant management. Diabetes
mellitus is one of the most important and frequent among these diseases [255]. In Saudi
Arabia, diabetes has reached an epidemic proportion and has medical and economic
effects throughout the country [256]. The prevalence rate of diabetes in Saudi Arabia
was estimated to be 16.8% in 2010, which makes it one of the top three countries in
terms of diabetes prevalence worldwide [257]. This gives rise to concerns on how to
manage and contain the spread of diabetes in Saudi Arabia.
An article published by Business Intelligence—Middle East in 2009 discusses
the fact that critical treatment of diabetes in Saudi Arabia is either ‘inaccessible’ or
simply ‘not being prescribed’, and medics in Saudi Arabia have complained about not
having access to the best treatments [258]. This situation can affect the quality of life of
diabetics, and demonstrates the need to improve the current practices of managing
diabetes in the region. E-Health is expected to play a significant role in this area. It can
clearly reduce the effects of such diseases on the health system and economy, and
enhance diabetes health organisations so they can attain their goals and objectives [259].
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Accordingly, almost all diabetic care centres now consider the e-Health strategy in their
future plans, and the PAMDCC is among them.

7.3

Prince Abdulaziz bin Majed Diabetic Care Center (PAMDCC)
The PAMDCC is one of Saudi’s leading diabetes care centres in the western

region of Saudi Arabia. The centre was established with the aim of providing state-ofthe-art, efficient, comprehensive care at no cost, funded by the MOH of Saudi Arabia.
The centre also aims to raise awareness of diabetes to promote its prevention and
management, education and research through community events, and corporate and
individual membership. The PAMDCC offers comprehensive diabetic services to all
people affected with diabetes and endocrine disorders, including young children,
adolescents and adults. It provides inclusive healthcare customised to each age group,
with teams of health professionals, diabetes nurse educators, dieticians and
psychologists. Moreover, education is one of the services provided by the centre; it is
included in each patient’s care program and is adjusted according to the specific needs
of the patient. In addition, women with diabetes in pregnancy can benefit from the
centre through a special care program. The PAMDCC offers support to patients with
diabetes-related conditions, including osteoporosis, retinopathy, nephropathy, thyroid
disease, hypertension and pituitary disorders.
7.3.1 PAMDCC’sservicedeliveryworkflow
The PAMDCC is a tertiary referral centre for diabetics. The main goal of the
centre is to assist patients who are experiencing current or ongoing difficulties with their
diabetes management. All PAMDCC patients must have a referral to the centre from
their primary healthcare centre or hospital. Once a patient is referred to the centre, he or
she needs to be registered in the centre’s system. In this phase, the patient’s medical
record is linked and his or her medical history can now be accessed and updated by the
centre’s staff. An appointment is made by the patient to see one of the junior doctors in
the centre. Upon registration, a preliminary screening is performed on the patient by the
junior doctors. A diabetes counsellor will then take the patient’s history and send him or
her to a diagnostic area where blood samples are collected. Based on the patient’s
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condition, any necessary examinations are performed before he or she sees the senior
consultants.
Following the consultants’ advice, the counsellor explains the diet procedures
and follow-up details to the patient. If the patient needs to see other health professionals
because of diabetes complications, the consultant will organise an appointment in one of
the centre’s specialised clinics. Moreover, the centre has some supporting departments
that provide education and nutrition programs for all patients. Because of the tertiary
nature of the service provided, the centre aims to discharge patients back to their
primary healthcare centres whenever their condition is stable, and it may take several
visits to achieve an acceptable glycogenic control level prior to discharge. An updated
record is organised between the centre and other primary healthcare centres and the
hospital to enhance the quality of the healthcare services provided to the patients by any
parties. Figure 7.1 shows the general workflow of the PAMDCC.
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7.4

RPAMP case study
For the purposes of our study, an RPAMP was selected as the health process for

the analysis presented in this chapter. The PAMDCC is a tertiary referral centre that
serves more than 150 patients every day from all towns in the western region of Saudi
Arabia; therefore, RPAMP is considered the most complex and vital process in the
centre. All patients must be assessed and managed through this process upon arrival at
the centre. In addition, during this initial and basic part of the process, the initial
treatment plan for each patient is indicated, including any referrals to other specialised
health clinics or programs.
The RPAMP presented in in Figure 7.2 demonstrates the main activities that
occur during a patient’s first visit to the PAMDCC. It also simplifies the task of
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implementing the e-Health strategy to help achieve the PAMDCC’s goals and
objectives. The RPAMP has been divided into different phases, starting with the
hospital or primary health centre that refers the patient to the PAMDCC. After the
detection of symptoms of diabetes by a doctor in a hospital or a GP in a primary health
centre, the patient is referred to the PAMDCC for further examination and treatment.
Upon referral, the administration department in the PAMDCC will receive the patient’s
details. The administration department is responsible for registering the patient in the
centre and linking the patient’s file with the national medical record if it is accessible;
additionally, the patient is registered as a new user for the national medical record. The
department is also required to organise an appointment for the patient’s first visit to see
a junior doctor, and to contact the patient to notify him or her about the date and time of
the appointment. Another role of the administration department is to welcome patients
on their appointment day, show them around the centre and take them to the junior
doctor clinic for preliminary screening.
A clinic physical examination by a junior doctor is conducted to check the
patient’s physical vital signs such as blood pressure, weight, height, pulse and visual
acuity. Some other neuropathy-related checks are performed as well to indicate the
patient’s sensory, vibration and reflex conditions. The next phase in the RPAMP is
conducted by the diabetic counsellor. In this phase, the patient discusses his or her
medical history and answers questions on any other present or past diseases or
medications. In addition, the patient’s current lifestyle and habits such as exercise or
diet are considered. The counsellor and patient also discuss in detail the family history
of diabetes mellitus and any other associated risk factors, for example, smoking or
obesity. After this phase, a blood test and urinalysis are required to check the patient’s
blood glucose, cholesterol and urea. Samples are taken in the diagnostic area and sent to
the medical laboratory in the centre. Results will be recorded directly in the patient’s
medical record to be available to medical staff.
The next and important phase is the consultation phase, when the patient is seen
by a consultant who has access to the patient’s complete medical record. Based on all
the information obtained in the previous phases, the consultant will be able to diagnose
the patient’s current situation. An initial treatment program is then recorded, including
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drug prescriptions and follow-up visits. The initial treatment program will indicate other
additional programs such as education, exercise and diet that need to be scheduled with
the nutrition clinic. If any associated diabetes mellitus complications are diagnosed, for
example, neuropathy, nephropathy or retinopathy, the patient will be referred to a
specialised clinic for follow-up. At the end of the RPAMP, a report is sent to the
hospital or primary healthcare centre that initially referred the patient. This report will
include all information about the patient’s treatment plan as feedback. (A set of forms
and applications related the RPAMP is included in Appendix B).
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7.4.1 RPAMP case study implementation
After the PAMDCC decided to implement the health process of RPAMP in their
planned e-Health system, each of the methodologies proposed and discussed in this
thesis was applied. For this phase, only how the RPAMP has been implemented is
shown, using the proposed e-Health methodologies and approaches presented in
Chapters 3 to 6. Because of space limitations and to avoid repetition, the detailed steps
have not been included in this chapter as they were in Chapters 3 to 6.
RPAMP modelling and analysis
Once the RPAMP has been modelled, it is analysed to derive the related
PAMDCC e-Health system requirements. For this purpose, the concept of a goal tree is
implemented. A goal tree is formed from the tasks represented in BPMN drawings, and
it is then used to model the health process. However, the health process itself—
RPAMP—is considered the goal, and each associated task with a trigger is considered a
task in the goal tree. Because loops have to be fulfilled and some data objects must have
a certain state at the end of the loop, these conditions characterise goals.
After generating and finalising the goal tree of the RPAMP, the goal tree is
analysed by e-Health systems analysts. In this phase, systems analysts will examine
each different goal and task to be labelled based on its natural state. Goals will be
categorised as one of two types. The first category includes goals with no label in which
the e-Health system supports the goals associated with the health process or tasks and
these, consequently, can be automated. The second category includes goals labelled
with ‘

’, which means this particular goal cannot be automated and implemented by

the IT department and must be done manually.
After examining and analysing each goal and task of the RPAMP goal tree, any
goals and tasks that are marked with a cross are removed from the tree. The new goal
tree diagram will thus only represent goals and tasks that can be implemented in the eHealth system of the PAMDCC. This final goal tree diagram is then converted into a
UML state chart that demonstrates the derived e-Health system requirements. In this
stage, the state chart clarifies the following information about the RPAMP: Who are the
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stakeholders? Why does the PAMDCC need the e-Health system? What RPAMP needs
to be included in the e-Health system? When does RPAMP want the e-Health system?
The UML state chart model results from the RPAMP goal tree, so the model
characterises the requirements definitions within the tree. UML state charts are the tasks
of the tree and they are put into packages that match the RPAMP. The state charts can
be adjusted by the systems analyst to improve their articulation.
Automated analysis and derivation of e-Health system requirements
The PAMDCC e-Health system is intended to be deployed in highly variable
and changing environments. Despite rapidly changing technological, organisational and
cultural boundaries, the target system needs to obtain efficiencies in healthcare delivery
and management of patients with diabetes. Variety in terms of the healthcare services
priorities in the PAMDCC has also resulted in changeable objectives and roles of the eHealth system. Additionally, the intended e-Health system comprises various
collaborative entities (patients, health professionals, medical and non-medical devices,
education programs and other specialised clinics) that work together to provide a
healthcare service and proper management of diabetics. However, in such a health
organisation, changes not only affect the functional level of the e-Health system, but
also entail adaptations to maintain quality properties. Therefore, developing an e-Health
system that meets the expectations of the PAMDCC is a challenging task.
After the health process of the RPAMP has been modelled and analysed, the aim
is to derive the requirements of the e-Health system of the PAMDCC automatically
from the health process. The methodology of deriving the e-Health system requirements
automatically contains two main stages. In the first stage, the RPAMP is converted into
a UML SD. This stage is further divided into four levels. The first level identifies the
RPAMP associated tasks and subtasks so that the process can be easily analysed and a
clear picture of the process can be obtained. The second level concerns identifying
participating objects in the RPAMP, that is, the process stakeholders. In the third level,
sent and received messages are identified to show the interaction between RPAMP
process stakeholders. The fourth level identifies alternative ways of sending and
receiving messages in RPAMP SDs. For this reason, when converting the RPAMP into
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an SD, a unique ID is assigned to each part of the diagram; thus, conditions can be
implemented to determine alternative ways of finishing the message. Details on
converting a health process into a UML SD were provided in Chapter 4.
In the second stage, the SDs are analysed and a UML state chart is generated
that shows a true picture of the RPAMP and its associated PAMDCC goals. It also
explains precisely what the e-Health system has to do and how it should be done. To
convert the RPAMP into a state chart, all objects of the UML SD were switched into
states of the state chart and messages were converted to labels of the UML state chart.
The algorithm shown in Table 4.2 defines how the RPAMP has been transformed from
SD to UML state charts.
Managing security goals and requirements
In this stage, the aim is to identify and map the security goals of the RPAMP and
derive the related security requirements at the PAMDCC e-Health system level. This is
conducted in five steps. In the first and second steps, the RPAMP is modelled using the
concept of the i* framework, and the security goals related to the health process are
identified. In the third step, the selected security goals are mapped and linked to the
RPAMP. In this step, the selected security goals are linked to the health process
constraints, for which a security solution is needed to provide suitable protection to the
health process and the associated health organisation resources. In the fourth step,
security requirements and constraints for the RPAMP process are derived in relation to
the e-Health system. Finally, in the fifth step, the expected risks of the RPAMP are
analysed at the e-Health system architecture level to manage other types of security
issues in the RPAMP.
Completing the RPAMP
Currently, health organisational structures are moving away from being
organisation centred to having process-related architecture. Therefore, the health
process is considered a significant part of any health organisational structure. The health
process plays a critical role in achieving proper understanding and the management of
the health organisation activities as well as direct matters concerning the creation of the
health organisation’s value. ICT has helped health organisations to a great extent by
144

Chapter 7 - Case Study
facilitating the linking and synchronising of health processes to meet organisational
expectations via the desired design of e-Health systems. However, because of a lack of
information on the health process components (e.g. activities and stakeholders) and
associated organisational goals, it is difficult for systems analysts and developers to
implement processes, which consequently affects the development of suitable e-Health
systems.
After modelling and analysing the RPAMP, it became clear that further
investigation of the RPAMP is required to ensure the completeness of the process and to
achieve a better understanding of its components. At this level, the process extraction
methodology is implemented to further extract the health goals and activities associated
with the RPAMP process in detail. To this aim, four steps are implemented in the
RPAMP. In the first step, the RPAMP activities are derived based on a healthcare
scenario. In this step, the brainstorming mechanism is implemented to derive and to
confirm all associated activities in relation to the PAMDCC rules and conditions. In the
second step, the extracted activities and tasks are analysed to remove duplications or
conflicts among them. In Step 3, the health subprocesses are generated and mapped
from the RPAMP associated activities and tasks. In the fourth step, these subprocesses
are analysed, modelled and connected with each other so the RPAMP can be completed
and a hierarchy established between the subprocesses, which helps to identify and
classify patterns between the RPAMP activities. The obtained results from these steps
help in the classification of similar e-Health system requirements and combining them
into one cluster.
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7.5

Empirical validation of proposed methodologies
The aim of this chapter is to validate each methodology proposed in this thesis

using a real health process (in addition to the other two health processes discussed and
presented in previous chapters). Therefore, in this phase, the results of the RPAMP
between the health and IT managers of PAMDCC are empirically validated. Also
empirically validated the results of the health processes RPCV and MDPP between
postgraduate students. This empirical validation is conducted by considering various
factors surrounding the effects of the proposed approaches presented in Chapters 3 to 6,
as shown in Table 7.1. In this chapter, the goal is to answer four main questions, which
are as follows:


Q1: Do the proposed methodologies presented in this thesis influence the
RPAMP of the PAMDCC?



Q2: Do the proposed methodologies presented in this thesis influence the
process of developing the e-Health system in the PAMDCC?



Q3: Do the proposed methodologies presented in this thesis influence the
requirements engineering processes in developing the e-Health system for the
PAMDCC?



Q4: Do the validation results of the proposed methodologies vary from one
health process in a particular health organisation to another?
The aim of the empirical evaluation in this chapter is to verify the significance

of the proposed methodologies in enhancing e-Health systems through health process
modelling and requirements engineering. The evaluation is also used to extend the
ability of the proposed frameworks to other health organisations with different health
processes. The data are analysed to determine the extent to which the proposed
frameworks can improve the development of e-Health systems in the context of health
process modelling.
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Table 7.1: The proposed methodologies’ effect evaluation factors

E-Health methodology factors

Abbreviation

Health process modelling and analysis

HPMA

PA

Clarification of health process associated goals

PA1

Identification of the health process and e-Health system stakeholders

PA2

Why does the health process need the e-Health system?

PA3

When does the health process need the e-Health system?

PA4

What does the health process want to include in the e-Health system?

PA5

Automatic requirements derivation from health process

RDA

RD

Modelling the health process automatically

RD1

Automatic analysis of the health process

RD2

Automatic derivation of the e-Health system requirements from the health process

RD3

Managing security goals and requirements

SHP

SR

Selection of accurate security goals for the health process

SR1

Connecting security goals into the health process model

SR2

Detection of security requirements

SR3

Detection of security constraints

SR4

Health process risk analysis at e-Health system architecture level

SR5

Health process extracting

EPA
EA1

Analysing the health process activities

EA2

Mapping health subprocesses

EA3

Modelling of health subprocesses

EA4

EA

Identification of activities associated with the health process

Health process modelling and requirements engineering for e-Health system
development

RES
RS1

e-Health system requirements derivation from the health process influences the processes
of requirements engineering and developing e-Health system positively

RS2

Technique of managing security goals and requirements in the health process influences
the processes of requirements engineering and developing e-Health system positively

RS3

Technique of extracting health process and associated activities influences the processes of
requirements engineering and developing e-Health system positively

RS4

RS

Health process modelling and analysis influences the processes of requirements
engineering and developing e-Health system positively
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7.5.1 Instrument design2
To answer the abovementioned questions, a questionnaire was designed on the
basis of each methodology outcome in the three different health processes (see
Appendix A). The questionnaire was then sent to the participants, along with the health
process implementation results. In relation to Q1, Q2 and Q3, 10 health and IT
managers from the PAMDCC were selected. For Q4, 10 postgraduate students whose
research area is related to e-Health systems were selected.
All participants were first informed about the research and then asked to
participate. In the questionnaire, each contributory factor was rated by participants using
a five-point Likert scale, in which 1 refers to ‘not understood’, 2 refers to ‘slightly
understood’, 3 refers to ‘understood’, 4 refers to ‘well understood’, and 5 refers to
‘completely understood’.
In relation to Q1, Q2 and Q3, five health and IT managers from the PAMDCC
responded to the questionnaire. Once the responses were gathered, the finalised
questionnaires were analysed. Table 7.2 demonstrates the responses obtained from the
IT and health managers from the PAMDCC. To cross-validate the significance of each
methodology in this thesis according to the health and IT managers of PAMDCC,
statistical mean, standard deviation and arithmetical covariance were used. The
statistical mean was used to find the average knowledge level of each factor in each of
the thesis methodologies, the standard deviation was used to classify the spread of the
values in a specific sample and arithmetical variance was employed to identify whether
both the health and the IT managers of the PAMDCC approved the significance of
every methodology for their health process in the context of developing the e-Health
system of the PAMDCC.

2

An ethics approval No. FHEC14/R11 has been granted to conduct the study.
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Table 7.2: Demographic characteristics of the participants in PAMDCC
Participants’answers3,4

Factor
HPMA
PA1

4

3

2

5

5

4

5

5

5

5

PA2

3

5

4

4

4

2

5

4

4

4

PA3

4

4

4

5

3

5

5

3

3

5

PA4

3

4

5

3

4

4

5

4

4

4

PA5

5

4

2

4

4

5

4

4

5

4

RD1

4

4

4

5

3

5

4

4

4

4

RD2

5

4

5

5

4

5

4

5

4

5

RD3

5

4

4

4

5

4

4

5

5

5

SR1

5

5

4

4

3

3

5

4

4

5

SR2

4

3

5

5

4

2

4

4

3

4

SR3

5

4

4

4

5

4

5

4

3

5

SR4

3

4

4

5

4

3

4

5

4

4

SR5

3

5

4

5

5

3

4

4

3

3

EA1

5

5

4

5

5

4

4

3

4

4

EA2

4

3

5

4

4

3

5

4

5

5

EA3

4

5

4

3

5

4

5

4

4

3

EA4

5

3

5

4

4

4

4

5

3

4

RS1

5

3

4

5

4

3

5

4

3

4

RS2

4

4

5

3

4

3

3

3

3

4

RS3

5

4

4

5

5

4

4

5

4

4

RS4

5

5

4

5

4

4

4

3

5

4

RDA

SHP

EPA

RES

3
4

1 = Not understood, 2 = Slightly understood, 3= Understood, 4 = Well understood, and 5 = Completely understood.
Health manager

IT manager.
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7.5.2 Data analysis and discussion
RPAMP health process modelling and analysis (HPMA)
The aim in this section is to validate the first proposed methodology of the
thesis, ‘health process modelling and analyses’, through the use of an RPAMP in the
PAMDCC. Towards this aim, the significance/effect of this methodology has been
divided into five factors that verify different aspects. As shown in Table 7.1, these
factors are:


clarification of RPAMP associated health goals



identification of the RPAMP and e-Health system stakeholders



why does the RPAMP need the e-Health system?



when does the RPAMP need the e-Health system?



what does the RPAMP want to include in the e-Health system?
The analysed data, which were obtained from IT and health managers from the

PAMDCC, as shown in Figure 7.3, demonstrate that the significance of the health
process modelling and analysis approach, including all the associated phases, has been
understood by both health and IT managers. Most of the factors of the approach were
ranked by managers, as ‘well understood’ and ‘completely understood’.
From the viewpoint of both health and IT managers from the PAMDCC, this
approach is significant for several reasons. First, managing health processes in such a
rapidly changing environment is a challenging task; each single health process in the
PAMDCC may contain multiple health goals, and the identification of these goals is
important to achieve an efficient development of the PAMDCC e-Health system. Each
health process in the PAMDCC is associated with various activities and sources of data,
for example, activities regarding the management of patient data or appointments,
activities to retrieve and update the medical data of patients, and activities that are
critical to assisting and managing patients referred to the PAMDCC such as the
RPAMP. The large amount of activities and data sources need to be efficiently managed
to achieve the goals and activities of the health organisation (the PAMDCC). The
proposed methodology clearly assists in identifying the health goals associated with the
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RPAMP of the PAMDCC and helps to understand the PAMDCC’s other health
processes better. It also helps to derive system requirements according to the associated
goals for the development of a suitable e-Health system that meets PAMDCC
expectations.
Second, the health process of RPAMP requires a significant amount of personal
interaction between stakeholders such as patients and medical staff and, consequently,
more interaction between the analyst and the stakeholders. This interaction is important
for identifying the desires and requirements of stakeholders in relation to the health
process. The health process modelling and analysis undertaken has identified the
PAMDCC e-Health system requirements from the stakeholders and from the RPAMP
itself.

Importance of RPAMP health process modelling
and analysis
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Figure 7.3: The significance of the HPMA methodology

The results shown in Table 7.3 regarding the variance between the health and IT
managers’ answers indicate that there is no significant difference regarding the
importance of the first, second and fifth factors of the HPMA effect. In detail, the
variance is equal to 0.02 for all of the factors ‘clarification of health process associated
goals’, ‘identification of health process and e-Health system requirement’ and ‘what
does the health process want to include in the e-Health system?’. However, both of the
third and fourth factors, ‘why does the health process need the e-Health system?’ and
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‘when does the health process need the system?’, recorded a slightly higher variance
value of 0.18 and 0.08 respectively.
However, for two factors of the HPMA effect, the importance varied between
the PAMDCC’s health and IT managers. For the factor ‘why does the health process
need the e-Health system?’, the level of importance from the viewpoint of the health
managers was between ‘well understood’ and ‘completely understood’, and for the
factor ‘when does the health process need the system?’, it was between ‘understood’
and ‘well understood’. In contrast, the IT managers ranked the importance of the same
factors between ‘well understood’ and ‘completely understood’.
Table 7.3: The variation of HPMA factor importance

Health
managers

HPMA
PA1
PA2
PA3
PA4
PA5

IT managers
PA1

PA2

PA3

PA4

PA5

0.02
0.02
0.18
0.08
0.02
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Automatic derivation of e-Health system requirements from RPAMP (RDA)
For the aim of cross-validation of the second proposed approach, which is the
‘automatic derivation of the e-Health system requirements from the health process’
(RDA) through the use of the RPAMP of the PAMDCC, the effect of the proposed
approach has been divided into three factors that verify its significance in different
aspects, as shown in Table 7.1. In regard to the RPAMP, these factors are:


modelling the RPAMP automatically



automatic analysis of the RPAMP



automatic derivation of the PAMDCC e-Health system requirements from the
RPAMP.
The data collected from the PAMDCC IT and health managers is shown in

Table 7.2. The data were analysed, and the results shown in Figure 7.4 demonstrate that
both IT and health managers clearly understand the significance of the automatic
derivation of the e-Health system requirements from the RPAMP approach including all
the associated phases because, in most cases, the managers ranked each of the
contribution factors with ‘well understood’ and ‘completely understood’.
According to the PAMDCC’s health and IT managers, the approach of
automatic derivation of e-Health system requirements from the RPAMP is important for
developing a suitable e-Health system according to PAMDCC expectations and
objectives, for the following reasons. First, because the environment of any health
organisation changes rapidly, particularly when the organisation aims to implement a
type of ICT to enhance the delivery of healthcare services, developing an e-Health
system that meets the health organisation’s expectations is a crucial task for systems
analysts. The approach of deriving PAMDCC e-Health system requirements from the
RPAMP automatically overcomes this issue and allows the technology department of
the PAMDCC to provide and develop an e-Health system that meets the PAMDCC’s
changing goals and objectives successfully.
Second, a lack of communication and weak working associations exist in
different forms in the PAMDCC, from the IT department and software analysts and
developers not expressing the health organisation’s vision correctly, to PAMDCC health
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managers being unable to convey the PAMDCC’s requirements to the IT department.
As an outcome of poor communication and a weak working association between the
health and technology departments, the PAMDCC can lose the benefits of deploying
ICT that enhance the performance of the organisation. Consequently, patients, health
professionals and other stakeholders may be affected. This RDA approach efficiently
conveys the PAMDCC’s health requirements to the technology department, which
clearly would close the communication gap, especially in such a rapidly changing
environment.

Importance of automatic requirements derivation
from health process
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Figure 7.4: The importance of the RDA methodology

The mathematical variance results shown in Table 7.4 demonstrate that no major
difference exists between the results obtained from the PAMDCC’s IT and health
managers regarding the technique of deriving e-Health system requirements from the
RPAMP automatically. In detail, the results indicate that there is no significant
difference between the answers of the health and IT managers of the PAMDCC
regarding the third RDA factor ‘automatic derivation of the e-Health system
requirements from the health process’ (variance = 0.02). However, both of the other two
factors, ‘modelling health process automatically’ and ‘automatic analysis of health
process’, illustrate a larger variance value, equal to 0.18 and 0.08 respectively, between
IT and health managers’ responses. However, regarding these two factors, the
PAMDCC IT managers ranked the significance of both factors between ‘well
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understood’ and ‘completely understood’. In contrast, the health managers’ significance
ranking for the ‘modelling health process automatically’ varies between ‘understood’
and ‘well understood’, and in the factor of ‘automatic analysis of health process’, the
significance varies between ‘well understood’ and ‘completely understood’.
Table 7.4: The variation of RDA factor importance

Health
managers

RDA
RD1
RD2
RD3

IT managers
RD1

RD2

RD3

0.18
0.08
0.02
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Security requirements for RPAMP health process (SHP)
For the validation of the third proposed methodology of the thesis, ‘managing
security goals and requirements’, through the use of the RPAMP of the PAMDCC, the
effect and importance of this methodology has been divided into five factors. As shown
in Table 7.1, these factors are:


selection of accurate security goals for the RPAMP



connecting security goals into the RPAMP



detection of security requirements



detection of security constraints



RPAMP risk analysis at e-Health system architecture level of the PAMDCC.
The analysed data that were obtained from the IT and health managers of the

PAMDCC and are shown in Figure 7.5 indicate that the significance and effect of the
managing security goals and requirements approach, including all the associated steps,
have been understood by the PAMDCC health and IT managers. Most of the factors in
this contribution have been ranked by managers as ‘well understood’ and ‘completely
understood’.
The participants justified the importance of the security requirements for health
process (SHP) methodology as follows. First, health information security is critical to
protecting PAMDCC resources and processes, so that the health organisation will be
able to understand its health objectives, identify stakeholders and tie these tasks to
information security attributes. Additionally, the PAMDCC is a health organisation that
has sensitive data related to patient health and health research; therefore, it is essential
to protect its resources against any security threats and to provide the level of privacy
desired by patients. The proposed technique clearly identifies and links the health
security goals and requirements to the RPAMP, which could directly affect the security
of the entire health organisation. It ensures the fulfilment of the following security goals
for the PAMDCC: CIA or ‘confidentiality, integrity and availability’. ‘Confidentiality’
is defined as ensuring that the medical information will not be disclosed or modified by
unauthorised authorities in the health organisation. ‘Availability’ signifies the
accessibility and usability of PAMDCC health and ICT resources upon request from the
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health organisation authorities. ‘Integrity’ is defined as the correctness and
completeness of the PAMDCC health resources.
Second, classifying, analysing, treating and monitoring risk is always a critical
task for the technology department of the PAMDCC. This finding assists technology
departments to analyse risks at the PAMDCC e-Health system architecture level.

Importance of managing security goals and
requirements
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Figure 7.5: The importance of the SHP methodology

The results presented in Table 7.5 regarding the mathematical variance between
the health and IT managers’ answers on the approach of managing security goals and
requirements show that there is a small difference between them. In detail, there is no
large significant difference regarding the importance of the first, third and fifth factors
of the SHP approach. For the first factor, ‘selection of accurate security goals for the
health process’, there is no variance calculated (variance = 0.00). Regarding the third
and fifth factors, ‘detection of security requirements’ and ‘health process risk analysis at
e-Health system architecture level’, the variance level is equal to 0.02. However, both of
the second and fourth factors, ‘connecting security goals into the health process’ and
‘detection of security constraints’, recorded a slightly larger variance value equal to
0.08.
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Health managers ranked the significance of the factor ‘connecting security goals
into the health process’ between ‘understood’ and ‘well understood’ and the factor
‘detection of security constraints’ between ‘well understood’ and ‘completely
understood’. In contrast, the IT managers of the PAMDCC ranked the significance of
the factor ‘connecting security goals into the health process’ between ‘well understood’
and ‘completely understood’ and the factor of ‘detection of security constraints’
between ‘understood’ and ‘well understood’.
Table 7.5: The variation of SHP factor importance

Health
managers

SHP
PA1
PA2
PA3
PA4
PA5

Technology managers
PA1

PA2

PA3

PA4

PA5

0.00
0.08
0.02
0.08
0.02
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Extracting RPAMP health process activities (EPA)
To cross-validate the fourth proposed approach of this thesis, which is ‘health
process extraction’ through the use of the RPAMP of the PAMDCC, the effect of the
approach was divided into four main factors, as shown in Table 7.1. In regard to the
RPAMP, these factors are:


identification of activities associated with the RPAMP



analysing the RPAMP activities



mapping RPAMP subprocesses



modelling of RPAMP subprocesses.
The data collected from the PAMDCC IT and health managers are shown in

Table 7.2. The data were analysed, and the results shown in Figure 7.6 demonstrate that
both IT and health managers clearly understand the significance of the approach of
health process extraction including all the associated steps because, in most cases, the
managers ranked each of the effect factors with ‘well understood’ and ‘completely
understood’.
According to the PAMDCC’s health and IT managers, the approach of EPA is
important for developing a suitable e-Health system for the following reasons. First, the
PAMDCC faces a critical challenge regarding the change of activities and tasks that
demands the modification of health processes and the constant formulation of new
health processes. However, modifying or designing a new health process requires a
technique that ensures the completeness and validation of the new process components,
because each new health process of the PAMDCC always has some hidden activities
and tasks. The approach of extracting the health process is based on the idea of
brainstorming, and can be valuable in collecting information regarding activities and
tasks in developing a new health process in the PAMDCC or completing/modifying an
existing process.
Second, the approach aids in grouping similar health activities for a newly
formed health process as well as identifying patterns among them, which assists in
deriving the e-Health system requirements of the PAMDCC. The EPA approach is
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valuable for identifying patterns of similar e-Health system requirements in the
PAMDCC from the health process and helps health managers to overcome many of the
problems in interaction between health and IT departments.

Importance of RPAMP health process extraction
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Figure 7.6:The importance of the EPA methodology

The results shown in Table 7.6 demonstrate that there is a minor difference
between the results obtained from the PAMDCC’s IT and health managers regarding
the technique of extracting a health process. The results indicate that there is no
significant difference between the health and IT managers regarding the first and fourth
EPA factors, ‘identification of activities associated with the health process’, and
‘mapping RPAMP subprocesses’; in both factors variance is 0.02. However, both of the
other two factors, ‘analysing the RPAMP activities’ and ‘modelling of health
subprocesses’, illustrate a larger variance value, equal to 0.32 and 0.18 respectively,
between IT and health managers responses.
Regarding the EPA factor, the PAMDCC health managers ranked the
significance of the factors ‘identification of activities associated with the health process’
and ‘modelling of health subprocesses’ between ‘well understood’ and ‘completely
understood’, and the factors ‘analysing the RPAMP activities’ as ‘well understood’ and
‘mapping health submodels’ between ‘understood’ and ‘well understood’. In contrast,
the IT managers of the PAMDCC ranked the significance of the factor ‘identification of
activities associated with the health process’ as ‘well understood’, the factors ‘analysing
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the RPAMP activities’ and ‘modelling of RPAMP subprocesses’ between ‘understood’
and ‘well understood’, and the factor ‘mapping RPAMP submodels’ as ‘well
understood’.
Table 7.6:The variation of EPA factor importance

Health
managers

EPA
EA1
EA2
EA3
EA4

Technology managers
EA1

EA2

EA3

EA4

0.02
0.32
0.18
0.02
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Health process modelling and requirements engineering for e-Health system
development (RES)
In this section, the aim is to answer the second and third questions presented at
the beginning of Section 7.5 through the use of the RPAMP and among IT and health
managers of the PAMDCC. To fulfil this aim, the effect of the proposed methodologies
in the context of requirements engineering processes and developing an e-Health system
were divided into four main factors. As shown in Table 7.1, these factors are:


Health process modelling and analysis influences the processes of requirements
engineering and developing a high-quality e-Health system.



e-Health system requirements derivation from the health process influences the
processes of requirements engineering and developing a high-quality e-Health
system.



The techniques of managing security goals and requirements in the health
process influences the processes of requirements engineering and developing a
high-quality e-Health system.



The technique of extracting health process and associated activities influences
the processes of requirements engineering and developing a high-quality eHealth system.
The analysed data, which were obtained from the IT and health managers of the

PAMDCC and are presented in Figure 7.7, demonstrate that every methodology of this
thesis, including all the associated phases are significant to the processes of
requirements engineering and help to develop a suitable e-Health system that meets the
PAMDCC’s expectations through a comprehensive understanding of the organisation’s
environment and health processes. For this reason, most of the related factors have been
ranked by the PAMDCC’s managers as ‘well understood’ and ‘completely understood’.
In the views of both the health and the IT managers of the PAMDCC, these
methodologies are significant for several reasons. Modern health organisations rely on
the health process for providing enhanced healthcare services and better resources
management, and the health process clearly shows how the health organisation is
heading towards achieving its goals and objectives. Therefore, understanding the health
162

Chapter 7 - Case Study
process and implementation issues in the processes of developing e-Health systems
would clearly assist in meeting the health organisation’s desires and expectations.
Considering the health process in the requirements engineering process, such as in
deriving the e-Health system requirements, can provide IT departments with the
necessary details regarding the intended e-Health system. The thesis findings show in
detail the importance of considering health processes in enhancing and developing an eHealth system using requirements engineering.

Importance of health process modelling and
requirements engineering for e-Health system
development
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Figure 7.7: The importance of the RES

The results presented in Table 7.7, regarding the variance between the answers
of health and IT managers, indicate that there is no significant difference regarding the
importance of all factors of the RES effect. For the first and second factors, ‘health
process modelling and analysis influences the processes of requirements engineering
and developing e-Health system positively’ and ‘e-Health system requirements
derivation from the health process influences the processes of requirements engineering
and developing e-Health system positively’, the variance is equal to 0.08, and it is equal
to 0.02 for the fourth factor, ‘technique of managing security goals and requirements in
the health process influences the processes of requirements engineering and developing
e-Health system positively’. However, for the third factor, ‘technique of extracting
health process and associated activities influences the processes of requirements
engineering and developing e-Health system positively’, the variance is 0.00.
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The significance of the first and second factors varies between the PAMDCC
health and IT managers as follows. Health managers ranked the significance of the
factors ‘health process modelling and analysis influences the processes of requirements
engineering and developing e-Health system positively’ and ‘e-Health system
requirements derivation from the health process influences the processes of
requirements engineering and developing e-Health system positively’ between ‘well
understood’ and ‘completely understood’, while the same factors were ranked by IT
managers of PAMDCC as ‘well understood’.
Table 7.7: The variation of RES factor importance

Health
managers

RES
RS1
RS2
RS3
RS4

Technology managers
RS1

RS2

RS3

RS4

0.08
0.08
0.00
0.02
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7.5.3 Comparison of three different health processes results
A health process is a prearranged set of activities created to meet a health
organisation’s goal. This process is always designed to meet the requirements of the
health organisation by providing a particular service that needs to satisfy a stakeholder’s
desire. In most cases, this health process is actually a collection of partially ordered
steps that function in a rational sequence to obtain a goal of the health organisation.
However, the definition and structure of a health process changes from one health
organisation to another and from objective to objective.
At this stage, to cross-validate the fourth question presented in Section 7.5, the
results of each proposed methodology of the thesis in relation to three different health
processes in three different health organisations were compared to verify the strength of
the proposed methodologies in different health environments. The three health
processes used are as follows:


the RPCV (process of routine patient consultation visit to a healthcare centre)
(presented in Chapter 3 to 5)



the MDPP (management of drug prescription process) (presented in Chapter 6)



the RPAMP (referred patient assessment and management process) (presented in
Chapter 7).
As mentioned previously, to meet these aims, each proposed methodology was

first implemented in the three health processes; detailed information of each health
process implementation was presented in Chapters 3 to 6. Then, a questionnaire was
designed based on the factors that highlight the effect of each research methodology
(see Table 7.1). For the second and third health processes, the designed questionnaire
was sent to 10 postgraduate students working in the area of e-Health systems, and they
were asked to rate each factor using a five-point Likert scale, in which 1 refers to ‘not
understood’, 2 refers to ‘slightly understood’, 3 refers to ‘understood’, 4 refers to ‘well
understood’ and 5 refers to ‘completely understood’. However, for the first health
process, the data obtained from the PAMDCC managers were used (see Section 7.5.2).
Table 7.8 illustrates the average participant’s response regarding each factor in the three
health processes. Analysis of variance (ANOVA) was used to analyse the differences
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between the results obtained in each research focus of the three different health
processes [260].
Table 7.8: Participant data in case studies

Subfactors

Thesis methodologies

Average of participants response

HPMA

PA1

PA2

PA3

PA4

PA5

Prince Abdulaziz bin Majed Diabetic Care Center, Saudi Arabia

4.3

3.9

4.1

4

4.1

e-Health learning centre, Australia

4.2

4

4.2

3.9

4

4

3.9

4

4

4.2

Management of a drug prescription process

RDA

RD1

RD2

RD3

Prince Abdulaziz bin Majed Diabetic Care Center, Saudi Arabia

4.1

4.6

4.5

e-Health learning centre, Australia

4.3

4.7

4.3

Management of a drug prescription process

4.5

4.3

4.3

SHP

SR1

SR2

SR3

SR4

SR5

Prince Abdulaziz bin Majed Diabetic Care Center, Saudi Arabia

4.2

3.8

4.3

4

3.9

e-Health learning centre, Australia

4

4.3

4

3.9

4.1

Management of a drug prescription process

4

4.2

3.8

3.9

4.2

EPA

EA1

EA2

EA3

EA4

Prince Abdulaziz bin Majed Diabetic Care Center, Saudi Arabia

4.3

4.2

4.1

4.1

e-Health learning centre, Australia

4.4

4.2

4

4.2

Management of a drug prescription process

4.2

3.9

4.3

4.4

RES

RS1

RS2

RS3

RS4

Prince Abdulaziz bin Majed Diabetic Care Center, Saudi Arabia

4

3.6

4.4

4.3

e-Health learning centre, Australia

3.8

4

4

3.9

Management of a drug prescription process

3.9

3.8

3.9

4

In summary, in this section, ANOVA was used to analyse whether the results
obtained from implementing the three different health processes have the same mean
(no significant variance between results). To analyse the ANOVA results, three main
parameters were considered, F-value, F crit and P-value, according to the following
three general rules:


If F-value > F crit, the different health processes affected the methodology
importance and impact results. In other words, the results when implementing
the proposed methodologies vary from one health process to another and from
one health organisation to another.



If F-value < F crit, the different health processes did not affect the methodology
importance and impact results. In other words, the results when implementing
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the proposed methodologies have the same mean for each health process in each
health organisation.


If P-value > α, we accept (cannot reject) the null hypothesis, where:


The null hypothesis is there is no significant difference in the methodology
importance and impact results when different health processes are applied. In
other words, our methodology results do not vary when using different
health processes in different health organisations.



α = 0.05.

.
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Health process modelling and analysis (HPMA)
In regard to the first proposed approach (HPMA), the ANOVA test results
(shown in Table 7.9) demonstrate that, for the three different health processes, there is
no significant difference in the results obtained for the HPMA effect. In other words,
using different health processes does not show a significant effect on the results of the
HPMA contribution. The first section of the ANOVA results table (see Table 7.9)
presents some general information on the participants’ responses regarding each health
process. This section includes the sum of the responses for all HPMA factors, the
average of the responses and the variance between them. It also shows the same data for
each individual HPMA factor.
Table 7.9: ANOVA results for HPMA
ANOVA: Two-factor without replication

SUMMARY

Count

Sum

Average

Variance

-Prince Abdulaziz bin Majed Diabetic Care Center

5

20.4

4.08

0.022

-E-Health learning centre, Australia

5

20.3

4.06

0.018

-Management of a drug prescription process

5

20.1

4.02

0.012

PA1

3

12.5

4.16666666

0.023333

PA2

3

11.8

3.933333333

0.003333

PA3

3

12.3

4.1

0.01

PA4

3

11.9

3.96666667

0.003333

PA5

3

12.3

4.1

0.01

ANOVA
Source of variation

SS

df

MS

F-value

P-value

F crit

Rows

0.009333333

2

0.004666667

0.411764706

0.675757069

4.458970108

Columns

0.117333333

4

0.029333333

2.588235294

0.117564546

3.837853355

Error

0.090667

8

0.011333

Total

0.217333

14

In the second section of the table, the ANOVA main parameters are presented.
In short, for the rows, F-values = 0.411, which is less than F crit (4.458), and P-value =
0.675, which is greater than α (0.05). Regarding the columns, F-values = 2.588, which
is also less than F crit (3.837), and P-value (0.117) is greater than 0.05. These results
indicate that, for the effect of the HPMA approach, there is no significant variance when
different health processes are applied. Moreover, there is no important difference
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between participants’ responses for each different health process. The HPMA approach
is equally important to both participant groups (PAMDCC managers and postgraduate
students).
For the RPAMP, the importance average value of the HPMA methodology is
4.08 in the view of the PAMDCC health and IT managers. This is the perspective of the
postgraduate students’ group because it declines slightly to 4.06 and 4.02 for the RPCV
and MDPP, respectively. In relation to the significance of each individual factor of the
HPMA effect in each of the selected health processes, the factor ‘clarification of health
process associated goals’ records the highest average with 4.16, and both ‘when does
the health process need the e-Health system?’ and ‘what does the health process want to
include in the e-Health system?’ have an average equal to 4.1.
To conclude, the obtained results clearly indicate that the proposed methodology
of HPMA is equally important for all three health processes and in the view of both
participant groups. It has a significant effect in clarifying and identifying health process
associated health business goals, e-Health system stakeholders and the importance of
the e-Health system in relation to the health process.

169

Chapter 7 - Case Study
Automatic derivation of e-Health system requirements from health process (RDA)
The data analysis results of the RDA approach are shown in Table 7.10. The
results indicate that there is no statistically significant variance when implementing
different health processes or from the perspective of either participant group. In the first
section of the ANOVA test table, the sum of the participant response, average and
variance is presented. This section shows that the average importance value of RDA
factors for the RPAMP is 4.4 in the view of PAMDCC managers, whereas in the view
of the postgraduate student group, it slightly increased to 4.43 for RPCV, then
decreased to 4.3 for MDPP. In relation to the significance of each individual factor of
the RDA effect in all of the selected health processes, the factor of ‘automatic analysis
of the health process’ comes before the other two factors for both participant groups.
Table 7.10: ANOVA results for RDA
ANOVA: Two-factor without replication

SUMMARY

Count

Sum

Average

Variance

-Prince Abdulaziz bin Majed Diabetic Care Center

3

13.2

4.4

0.07

-E-Health learning centre, Australia

3

13.3

4.433333333

0.053333333

-Management of a drug prescription process

3

13.1

4.366666667

0.013333333

RD1

3

12.9

4.3

0.04

RD2

3

13.6

4.533333333

0.043333333

Rd3

3

13.1

4.366666667

0.013333333

ANOVA
Source of variation

SS

df

MS

F-value

P-value

F crit

Rows

0.006666667

2

0.003333333

0.071428571

0.932223543

6.94427191

Columns

0.086666667

2

0.043333333

0.928571429

0.466389054

6.94427191

Error

0.186667

4

0.046667

Total

0.28

8

In the second section of the ANOVA test table, the F-values are less than F crit
(rows: F-value = 0.0714, F crit = 6.944; columns: F-value = 0.928, F crit = 6.944) and
the P-value is greater than 0.05 (rows, P-value = 0.932; columns, P-value = 0.466).
These results indicate that there is no significant variance in the effect of the RDA
methodology when using different health processes. In addition, statistically, all of the
participants’ responses are not significantly different from each other for any of the
health processes used, and the approach of deriving e-Health system requirements from
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the health process automatically is equally important from the perspectives of the
postgraduate students and the PAMDCC managers.
Based on the results, it can be concluded that this proposed methodology is
significant in all of the three health processes and it does not vary when different health
processes are implemented in different health organisations. Moreover, the effect of the
proposed methodology is equally significant for every participant because it is
beneficial in supporting the role of e-Health systems analysts in the rapidly changing eHealth environment. The proposed methodology automatically generates e-Health
system requirements from the health process, which consequently influences the
development of the e-Health system according to organisational expectations.
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Security requirements for health process (SHP)
The ANOVA test results shown in Table 7.11 in regard to the third proposed
approach, SHP, demonstrates that there is no significant difference in the results
obtained for the SHP effect when implementing the three different health processes. In
other words, using different health processes does not show a significant difference on
the effect of the SHP approach.
In Table 7.11, the main parameters of the ANOVA test are presented. For the
rows, the F-value = 0.466 is less than F crit (4.458), and P-value = 0.954 is greater than
0.05. Regarding the columns, F-values = 0.287, which is also less than F crit (3.837),
and P-value (0.877) is greater than 0.05. These results indicate that for the SHP
approach, there is no significant variance when applying different health processes.
Moreover, there is no important difference between the participants’ responses for each
health process and the SHP issue is equally important to both groups—PAMDCC
managers and postgraduate students.
The first section of the same table (see Table 7.11) provides further findings of
the participant responses regarding each health process and each of the effect factors.
This section describes the sum of the responses for all SHP factors, the average of the
responses and the variance between them. For the RPAMP, the average importance
value of SHP contribution factors is 4.04 according to PAMDCC health and IT
managers, whereas for the postgraduate student group, it is slightly higher at 4.06 for
the RPCV, where it is equal to 4.02 for the MDPP.
In relation to the significance of each individual factor of SHP effect in each of
the selected health processes, the factor ‘connecting security goals into RPAMP’
recorded the highest average with 4.1, and both ‘selection of accurate security goals for
the health process’ and ‘health process risk analysis at e-Health system architecture
level’ factors had an average equal to 4.06. For the remaining two factors, ‘detection of
security requirements’ and ‘detection of security constraints’, the averages are equal to
4.03 and 3.93, respectively.
To conclude, the obtained results clearly indicated that the contribution of
managing security goals and requirements is equally important to all three health
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processes in the viewpoint of both participant groups. Identifying and mapping health
process security goals and deriving the e-Health system security requirements at an
early phase of the e-Health system’s development life cycle allows health and IT
managers to develop a suitable e-Health system that meets the health organisation’s
expectations efficiently and securely.
Table 7.11: ANOVA results for SHP
ANOVA: Two-factor without replication

SUMMARY

Count

Sum

Average

Variance

-Prince Abdulaziz bin Majed Diabetic Care Center

5

20.2

4.04

0.043

-E-Health learning centre, Australia

5

20.3

4.06

0.023

-Management of a drug prescription process

5

20.1

4.02

0.032

SR1

3

12.2

4.066666667

0.013333333

SR2

3

12.3

4.1

0.07

SR3

3

12.1

4.033333333

0.063333333

SR4

3

11.8

3.933333333

0.003333333

SR5

3

12.2

4.066666667

0.023333333

ANOVA
Source of variation

SS

df

MS

F-value

P-value

F crit

Rows

0.004

2

0.002

0.046692607

0.954638843

4.458970108

Columns

0.049333333

4

0.012333333

0.287937743

0.877845547

3.837853355

Error

0.342666667

8

0.042833333

Total

0.396

14
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Extracting health process activities (EPA)
The data analysis result of the health process extraction methodology (EPA) is
shown in Table 7.12. The results indicate that there is no statistically significant
difference when implementing different health processes from the perspectives of both
PAMDCC and postgraduate student participant groups. In the first section of the
ANOVA test table, the sum of the participant response, average and variance are
presented. This section shows that the average importance value of EPA’s factors for
RPAMP is 4.175 according to the PAMDCC health and IT managers, whereas
according to the postgraduate student group, it slightly increases to 4.2 for both RPCV
and MDPP. In relation to the significance of each individual factor of the EPA effect in
all of the selected health processes, the factor ‘identification of activities associated with
the health process’ comes first with an average of 4.3, then the factor ‘modelling of
health subprocesses’ with an average equal to 4.23. For the remaining two factors,
‘analysing the health process activities’ and ‘mapping health subprocesses’, the
averages are equal to 4.1 and 4.13, respectively.
Table 7.12: ANOVA results for EPA
ANOVA: Two-factor without replication

SUMMARY

Count

Sum

Average

Variance

-Prince Abdulaziz bin Majed Diabetic Care Center

4

16.7

4.175

0.009166667

-E-Health learning centre, Australia

4

16.8

4.2

0.026666667

-Management of a drug prescription process

4

16.8

4.2

0.046666667

EA1

3

12.9

4.3

0.01

EA2

3

12.3

4.1

0.03

EA3

3

12.4

4.133333333

0.023333333

EA4

3

12.7

4.233333333

0.023333333

ANOVA
Source of variation

SS

df

MS

F-value

P-value

F crit

Rows

0.001666667

2

0.000833333

0.029126214

0.971430324

5.14325285

Columns

0.075833333

3

0.025277778

0.883495146

0.500960741

4.757062663

Error

0.171667

6

0.028611

Total

0.249167

11

In the second section of the ANOVA results table, rows and columns show that
F-values are less than F crit (rows: F-value = 0.0291, F crit = 5.143; columns: F-value
= 0.883, F crit = 4.757) and P-value is greater than 0.05 (rows, P-value = 0.971;
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columns, P-value = 0.5). These results indicate that implementing different health
processes in different health organisations has no significant effects on the results
obtained from the RDA effect. Additionally, none of the participants’ responses shows a
significant statistical difference from the others in the context of all three health
processes, and the approach of extracting the health process and its associated activities
is equally important according to the postgraduate students and PAMDCC managers.
Consequently, based on the analysis results, it can be concluded that this
proposed methodology is significant in all three health processes. The results do not
vary when the different health processes are implemented in different health
organisations. Moreover, the findings on the proposed methodology are equally
significant for each participant. The methodology is beneficial in identifying a complete
set of health process activities and categorises patterns among these activities. This
would greatly help in recognising the related e-Health system requirements.
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Health process modelling and requirements engineering for e-Health system
development (RES)
The results of the RES effect are shown in Table 7.13. The results show that
there is no significant difference when implementing different health processes
according to the participants. The first section of the ANOVA test shows that the
average importance value of RES factors in regard to the RPAMP is 4.07 according to
the PAMDCC managers, whereas, according to the postgraduate student group, it
slightly decreases to about 3.9 for both RPCV and MDPP. In relation to the significance
of each individual factor of RES effect in all of the selected health processes, the factor
‘technique of managing security goals and requirements in the health process influences
the processes of requirements engineering and developing e-Health system positively’
shows the highest importance factor, with an average equal to 4.1.
Table 7.13: ANOVA results for RES
ANOVA: Two-factor without replication

SUMMARY

Count

Sum

Average

Variance

-Prince Abdulaziz bin Majed Diabetic Care Center

4

16.3

4.075

0.129166667

-E-Health learning centre, Australia

4

15.7

3.925

0.009166667

-Management of a drug prescription process

4

15.6

3.9

0.006666667

RS1

3

11.7

3.9

0.01

RS2

3

11.4

3.8

0.04

RS3

3

12.3

4.1

0.07

RS4

3

12.2

4.06666666

0.043333333

ANOVA
Source of variation

SS

df

MS

F-value

P-value

F crit

Rows

0.071666667

2

0.035833333

0.843137255

0.47567034

5.1432528

Columns

0.18

3

0.06

1.411764706

0.32826032

4.7570626

Error

0.255

6

0.0425

Total

0.506667

11

In the second section of the ANOVA test table, rows and columns demonstrate
that F-values are less than F crit and P-value is greater than α value. In detail, the rows
results show that F-value = 0.843, F crit = 5.143 and P-value = 0.475, whereas in the
columns analysis F-value = 1.411, F crit = 4.757 and P-value = 0.328. These results
indicate that, first, there is no significant variance in the RES effect results when
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implementing the different health processes. Second, the participants’ responses showed
no significant difference in relation to the three health processes, and the thesis
methodologies are equally important to all participants.
Consequently, based on the analysis results, it can be concluded that the RES
effects are significant in relation to all three health processes, and the results do not vary
when implementing different health processes in different health organisations.
Moreover, the findings on the proposed methodologies are equally significant for each
participant, and they benefit from the enhancements to the development of e-Health
systems through health process modelling and requirements engineering.
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7.6

Summary
In this thesis, different e-Health methodologies have been proposed with the aim

of enhancing e-Health systems through health process modelling and requirements
engineering. The proposed methodologies were discussed in the four main chapters as
follows. Chapter 3 discussed the manual method of modelling and analysing health
processes to derive e-Health system requirements based on a comprehensive
understanding of e-Health environments and health business goals. Chapter 4 described
the automated approach of analysing health processes and deriving e-Health system
requirements. Chapter 5 presented and discussed a method of managing security goals
and requirements in relation to the health process model, and Chapter 6 defined the
brainstorming-based methodology of extracting and completing health process and its
associated activities so that e-Health system requirements patterns can be recognised.
The key ideas presented in Chapters 3 to 6 were identified through only one
health process. Therefore, it was essential to validate and evaluate each proposed
methodology using different health processes in different health organisations. To fulfil
this aim, in this chapter, first, each methodology was implemented for the health
process of an RPAMP in the PAMDCC in Saudi Arabia as a case study. Second, the
results obtained by implementing each methodology for the three different health
processes were empirically evaluated between two groups: PAMDCC’s health and IT
managers and postgraduate students. Finally, the data analysis results obtained and
presented in this chapter indicate that each of the proposed methodologies and findings
of the thesis is significant for the successful development of a suitable e-Health system.
Moreover, the importance and effect of each methodology does not significantly vary
when implementing different health processes in different organisations.
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Chapter 8. Conclusions and Future
Research
This chapter summarises the thesis, highlighting its main outcomes and
contributions. Then, a recapitulation of the work that has been done in each of the
thesis chapters is presented, where finally, future directions that are worth further
investigation and research are outlined.

Chapter 8 - Conclusions and Future Research

8.1

Introduction
This thesis has investigated and provided theoretical and practical perspectives

on how e-Health systems can be enhanced through health process modelling and
requirements engineering. To this end, we first proposed a manual approach to
modelling and analysing the health process and the associated health business goals in
the context of e-Health system requirements. Second, we developed an automated
approach to modelling and analysing health processes and obtaining e-Health system
requirements, with a view to overcoming the dynamicity that characterises the e-Health
environment. Third, we proposed an approach to managing security goals and
requirements in the proposed health process model to protect the health process and
health organisation resources against security threats. Fourth, we proposed and
presented a brainstorming-based methodology to extract health processes and the
associated activities and identify patterns among them.
In this thesis, three different health processes from different health organisations
were used to validate and discuss the proposed methodologies. An RPCV was used to
identify and validate the steps of the proposed methodologies in Chapters 3 to 5, and in
Chapter 6, the second health process, the MDPP, was used. In Chapter 7, the RPAMP of
the PAMDCC in Saudi Arabia was implemented as a case study. In the same chapter,
all three health processes were used to validate empirically and evaluate the results.
This chapter summarises the thesis, highlighting its main outcomes in Section
8.2. Then, in Section 8.3, a recapitulation of the work that has been done in each of the
thesis chapters is presented, where in Section 8.4, future directions that are worth
further investigation and research are outlined.

8.2

Contributions to research
Chapter 1 presented the aims and scope of the thesis relating to the enhancement

of e-Health systems through health process modelling and requirements engineering.
The contributions to the research field are as follows:
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We have developed a methodology to understand the e-Health environment, and
then model and analyse the health process and the associated health business
goals manually to derive the e-Health system requirements.



We have designed a technique that automatically models and analyses the health
process and derives the e-Health system requirements. The proposed automated
approach is featured with a method that assists in identifying duplication among
health process activities and considers all possible scenarios of the health
process.



We have proposed a method of identifying and mapping security goals into the
health process model, deriving the security requirements and analysing risk at
the e-Health system architecture level.



We have developed a methodology to extract the health process and the
associated activities in the context of e-Health system requirements engineering,
so patterns can be identified in activities and requirements.

8.3

Recapitulation
The following subsections recapitulate the work that has been done in each of

the thesis chapters.
8.3.1 Health process modelling and analysis for e-Health system developments
The findings of the literature review chapter indicate that most of the current eHealth innovations and systems are highly driven by technology and have failed to meet
health organisation expectations and end-user requirements. Moreover, the issue of
understanding the e-Health environment when designing and developing an e-Health
system that meets a health organisation’s expectations has never been addressed in
depth. There is a lack of knowledge on dealing with the health process in the context of
system requirements engineering and developing a suitable e-Health system.
In Chapter 3, we proposed and discussed a manual approach of modelling and
analysing health process and the associated health business goals based on a complete
understanding of the e-Health environment. The proposed approach aims to explore the
health process in detail and derive the e-Health system requirements that fulfil the
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health organisation’s goals and the users’ desires. The methodology in this chapter was
categorised into two main phases. The first phase focuses on understanding the e-Health
environment from the perspective of the health business, which is further categorised
into three main levels: health organisation, health business strategy and health business
infrastructure. The second phase describes the method of modelling health processes in
order to extract, model and analyse health business goals in the context of e-Health
system requirements. This phase demonstrates how to obtain e-Health system
requirements from the health process and the associated goals that were extracted based
on a comprehensive understanding of the e-Health environment undertaken in Phase 1.
In the second phase of the proposed methodology, three main techniques are used:
BPMN, which is employed to model the health process; a goal tree, which is
implemented to analyse the health business goals associated with the modelled health
process; and a UML state chart, implemented to present a clear picture of the system
requirements.
An RPCV, from the Australian e-Health project (eHealth), was used as the
health process in this chapter to validate the steps of the proposed methodology and to
ensure the detailed analysis of the associated goals as well as the proper derivation of
the system requirements. The study results indicate that modelling and analysis of the
health process and the associated health goals prior to developing the e-Health system is
important for the success of a health organisation, not only because it helps systems
analysts to understand the e-Health environment better, but also because it helps to
derive more appropriate e-Health system requirements that meet the health
organisation’s expectations.
The implications arising from the research presented in Chapter 3 are
summarised below:


The research enables e-Health systems analysts to understand the e-Health
environment comprehensively with respect to the health business including
strategy and infrastructure. The method aids the role of considering the value
proposition and deriving e-Health innovations with the focus on value creation
rather than technology.
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The research enriches the field of e-Health by providing theoretical and practical
perspectives on how to consider the health business goals, which are implicated
in each health process, in developing an e-Health system and deriving its
requirements. The health process is a key element in the health organisation that
exhibits the responses of the organisation to some situations, defines how health
business goals are to be reached and how they are to be maintained in relation to
the organisation’s resources and available infrastructure.



The research signifies the method of modelling and analysing the health process
to extract and understand the associated health business goals. The method
assists systems analysts in modelling and analysing the extracted goals and
subgoals in a hierarchical manner to understand the priority and connections
between goals, and further, to recognise the e-Health system requirements
before the development phase commences. This enables e-Health system
requirements specifications to be understood more accurately.

8.3.2 An automated approach of health process modelling and analysis
The rapid development of the e-Health environment has brought a serious
challenge for e-Health system developers in obtaining system requirements that meet
the modern health organisation’s expectations. With a view to overcoming this
dynamicity that characterises the e-Health environment, as discussed in Chapter 4, we
extended the methodology of modelling and analysing health process and associated
goals for e-Health system requirement derivation that was presented in Chapter 3.
Chapter 4 presented the development of an automated approach to modelling
and analysing health process and obtaining e-Health system requirements. The proposed
approach was divided into two tiers. The first tier discusses the e-Health environment,
in relation to the health business strategy specification and infrastructure in a health
organisation, in the form of health process. The second tier describes the automatic
method of modelling and analysing health processes to derive e-Health system
requirements in four phases: (1) the translation of the health process into a UML SD; (2)
the conversion of the health process SD into XMI format; (3) the analysis of the health
process including resolving conflicts and duplication, as well as identifying possible
scenarios; and (4) the derivation of requirements in the form of a UML state chart.
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The results of this approach indicate that providing e-Health system developers
with an automated way of analysing health processes can greatly reduce the human
effort involved in achieving the timely delivery of an e-Health system. It clearly
enhances the evolution of the e-Health field and, consequently, it also enables the
management of the rapidly changing e-Health environment. Moreover, as health
processes and goals vary from one scenario to another and from one organisation to
another, the automatic approach will assist systems analysts to analyse different health
processes to extract the exact requirements and ensure their validation in different eHealth scenarios.
The implications arising from the research presented in Chapter 4 are
summarised below:


The research highlights the importance of automated processes for developing
an e-Health system, where the environment is highly dynamic and has various
changeable aspects to consider such as goals, stakeholders, resources and
infrastructure.



The research proposes a technique for analysing the health processes
automatically to ensure their validation and facilitate the method of deriving the
e-Health system requirements.



The technique automatically analyses the health process in a manner that assists
system developers in identifying the health process tasks and subtasks, as well as
stakeholders. The technique also analyses the interactions in the health process
to identify all possible alternative scenarios and consider them in deriving the
system requirements.

8.3.3 Managing security goals and requirements through health process model
In the context of developing a suitable and enhanced e-Health system, managing
security-related issues in a health organisation is a critical issue. In particular, protecting
running health processes and the related health organisation resources is important to
develop a more appropriate e-Health system that meets the health organisation’s
expectations efficiently and securely. Chapters 3 and 4 raised a concern on how to
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protect health processes and map security goals into the health process model and derive
security requirements.
In Chapter 5, an approach to managing security goals and requirements in the
early stages of developing an e-Health system in relation to the health process
modelling was proposed and discussed. A method was suggested for identifying and
mapping the security goals in the previously modelled health process to enhance the
protection of the health process itself and the related health organisation’s resources
from security threats. Also discussed was a method of deriving the security
requirements and analysing risk at the e-Health system architecture level. To meet the
aims presented in this chapter, the i* framework was used to model the health process
and map security goals. The proposed methodology is categorised into four main steps:
(1) identification of the health organisation and process environment, (2) selection of
the security goals and objectives, (3) mapping security goals into the health process
model, (4) derivation of security requirements, and (5) analyses of the health process
risk at the e-Health system architecture level.
The same health process that was presented in Chapters 3 and 4, RPCV, was
used in this chapter to validate and clarify the steps of the proposed methodology. The
results of the study in this chapter indicate the following: first, it is essential to model
and to map the e-Health security goals and requirements at an early stage of the eHealth system development and to ensure the fulfilment of organisational expectations
securely and to protect its resources. Second, a health process is the main and richest
source for the better understanding of the health organisation’s security-related issues
and to derive security requirements and constraints. It is also a key element on which
the success of all other health organisational components is based. Third, requirements
engineering is appropriate for modelling the e-Health security goals and objectives
within the health organisation.
The implications arising from the research discussed in Chapter 5 are
summarised below:


The research highlights the need to manage security issues in the early phases of
e-Health system development.
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The research emphasised the significance of conceiving the health process in the
context of managing security issues in e-Health. In e-Health, the health process
is an element in which various components interact with different health and
technology resources. Therefore, security issues at the health process level play
a significant role in achieving the security level expected by the health
organisation.



The research enriches the field of e-Health system development by providing a
detailed method for managing security goals and requirements, from the initial
identification of the security goals and objectives, through mapping these
objectives to the health process model, to deriving the security requirements and
analysing the expected risks at the system architecture level.

8.3.4 Extraction of health process for enhancing the health business and e-Health
system requirements
Completed, defined and organised health processes are vital to understanding the
health organisation, e-Health environment and e-Health system requirements. Health
processes clearly show the interaction between the health organisation’s stakeholders,
entities and business objects, and provide excellent opportunities to define
organisational responses to certain situations, how goals are to be reached, and how they
are to be maintained. Process extraction in the field of health process modelling for
enhancing e-Health systems is also a significant requirement. It is the art of discovering
the health process stakeholders and all the activities, including the tasks, that motivate
the development of an e-Health system.
In Chapter 6, a brainstorming-based methodology was proposed for extracting
health processes and their associated activities in the context of e-Health systems
development

according to

health organisations’ expectations. The proposed

methodology aims to ensure the completeness of the health process, discover ulterior
goals and identify patterns among the associated activities prior to modelling and
analysing health processes and developing an e-Health system. The methodology was
designed in four steps as follows: (1) derivation of the health process activities, (2)
analysis of the health process activities, (3) mapping health subprocesses, and (4)
modelling health subprocesses.
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In this chapter, the health scenario related to the MDPP was used to illustrate
how to apply the steps of the developed framework. The results of the study indicate
that extracting and completing a health process prior to modelling and analysing the
health process is important for deriving system requirements from the health process. It
plays an important role in successfully identifying a complete set of the health process
activities and the established hierarchy among them. It is also helpful in identifying
patterns among the activities, which influence the task of identifying similar e-Health
system requirements.
The implications arising from the research discussed in Chapter 6 are
summarised below:


The research highlights the importance of extracting and ensuring the
completeness of the health process in the context of achieving a better
understanding of the health business and e-Health system requirements.



The research provides a methodology to extract the health process and
associated activities based on a health scenario, and to match and link the health
business rules into the extracted process.



The research enriches the fields of e-Health system development and
requirements engineering by proposing a brainstorming mechanism for a clear
and comprehensive extraction of the details of activities, stakeholders and
relations in the extracted health process.



The research highlights the significance of identifying patterns among the health
process activities to simplify the task of deriving similar system requirements.

8.3.5 Case study
To validate our research methodologies and approaches using a large-scale
health project, we developed a case study involving a Saudi Arabian health
organisation, the PAMDCC. In this case study, we considered three different health
processes in different health organisations. This validation was important because the
proposed methodologies can only be accepted if each part of the methodologies’
validity has been proven via a thorough validation check with different health processes.
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To this aim, first, each of the proposed methodologies was introduced for the health
process of RPAMP in the PAMDCC.
Second, the results obtained by implementing each methodology in three
different health processes (RPCV, MDPP and RPAMP) were empirically evaluated
through surveys conducted with two groups: PAMDCC’s health and IT managers, and
postgraduate students.
The results obtained and presented in this chapter indicate that each of the
proposed methodologies and contributions presented in the thesis are significant for the
success of developing a suitable e-Health system in the PAMDCC. Moreover, the
importance of each contribution in the thesis does not vary significantly when different
health processes are implemented in different health organisations.

8.4

Future research
In this section, several issues and challenges in the field of e-Health are

examined and possible future directions that are worthy of further investigation and
research are presented. Some of these issues were discussed in Chapter 2.
8.4.1 Rapidly changing nature of the e-Health environment
E-Health has been presented as the promise of ICT to enhance and advance the
development of healthcare services; thus, research on e-Health systems is directly
linked to the evolution of ICT, which can alter rapidly. In addition, there are several
relevant social factors that often change quickly, such as the rise of the population and
living expenses and lifestyle. These main factors and others highlight the rapidly
changing nature of the e-Health environment, and how it is important to manage and
consider this change in developing e-Health systems. Developing e-Health systems
requires continuous improvement because the field of e-Health faces several ongoing
challenges, including heterogeneity of technological solutions, rapid change in health
organisations’ objectives and strategies, and changes in terms of policy.
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8.4.2 An automated requirements engineering approach for e-Health system
development
E-Health environments typically consist of various technical and human
components that can lead to rapid change in terms of goals and processes. This variety
of components and stakeholders can render e-Health system activities more complex
and goals more changeable. One health process can carry more than one subgoal and all
subgoals are connected to each other. Health process modelling is a method for
discovering these goals. This thesis has proposed a methodology to model and to
analyse health processes and derive e-Health system requirements from it automatically.
The automated approach to modelling and analysing the health process can greatly help
in managing the change of goals and reduce human effort in achieving the timely
delivery of an e-Health system.
In future, we plan to extend the proposed approach to automate all requirements
engineering tasks, including requirement documentation and validation, in an
environment such as that of e-Health to manage rapid changes in processes, goals and
objectives.
8.4.3 Managing health organisation security goals and requirements
Because e-Health systems and health organisations deal with patients’ personal
and medical data, data integrity and security features are very important. Accessing and
transferring patient-identifiable information in the interests of the health organisation
requires a serious consideration of the security policies, techniques and infrastructure
being used. Security-related problems have adversely affected the employment and
deployment of technology in both public and private health organisations. This thesis
has discussed how to manage security goals and requirements in the early stages of
developing an e-Health system in relation to health process modelling, given that the
health process is one of the most security- and privacy-sensitive elements in the health
organisation that is managed electronically. However, managing security-related goals
and requirements in relation to other resources of the health organisation is also
important. Therefore, future work could focus on defining methods of protecting and
linking security goals to other health organisational resources.
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8.4.4 Health process extraction tool
In this thesis, a health process extraction method to extract and ensure the
completeness of the health processes and the associated activities prior to development
was proposed. The methodology is helpful for structuring health processes including the
associated activities and tasks. It can also help health managers to understand and
analyse health processes better to identify what needs to be included in the process. In
addition, it can assist in identifying hidden health goals in the health process and linking
similar system requirements into one group. In future, we plan to develop an automated
approach to extracting health processes according to predefined business rules and
conditions that help in identifying the stakeholders, activities and tasks of a health
scenario in order to structure the health process using tools such as BPMN
specifications.
8.4.5 E-Health tool to support health organisation
An obvious obstruction to the adoption of the proposed health process
modelling/analysis and e-Health system requirements engineering methodologies is the
time required to developing e-Health systems to fulfil health organisation needs. For
future work, there is a need to develop a health-process-based system that automates the
proposed methodologies. For instance, the idea of health process modelling, health
process analysis, linking security requirements into previously modelled health
processes and EPA based on the approach called BPMN, which is a mechanism
readable form, requires the development of an automatic tool based on the proposed eHealth methodologies.
8.4.6 Saudi Arabian e-Health environment
Saudi Arabia is undertaking a series of national and regional initiatives to
develop e-Health infrastructures, matching the unique characteristics of the Kingdom of
Saudi Arabia with healthcare benchmarks and lessons from other jurisdictions.
Managing diabetes in Saudi Arabia has prompted a call to articulate an e-Health
strategy. Almost all diabetic care centres in the country consider an e-Health strategy in
their future plans, and the PAMDCC is among them. However, it is significant to note
that more development effort is required for both modelling and analysing the e-Health
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environment and in developing a suitable e-Health system that meets the stated goals
and objectives of the PAMDCC in the context of other requirements engineering tasks,
for example, requirements documentation, validation and verification.

8.5

Summary
This chapter has summarised the work and main findings of this thesis. Some of

the remaining challenges in the discipline and the possible areas of future research were
also discussed.
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